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OFFICE OF MANAGEMENT AND
BUDGET

[Cireuiar Ne. A~108)

HEADS OF EXECUTIVE DEPARTMENTS
AND ESTABLISHMENTS
Responsidilities fer the Maintenance of

Records About ! by Federal

Agsncies

1. Purpose.
spons:bilities
vacy Act of 1974
s US.C. 5528
information about
by PFedemal

This Cireular definss e
tor umplemesting e Pris
Public Law No. 93878,

rsonal

indinduals collectad
is lUmited to that
whieh i3 legally autborized and DACESSATY
and is maintained 18 & manner which
preciudes uswarranted intrusioos upon
individual privacy.

2. Backgrosnd. 8. The Privacy Act of
1974, approved December 31, 1974, set
forth a senes of requirements governing
Federal agency persosal record-keeping
pracuces.

b. The Act places the principal respon-
sibility for wth ita provi-

assistance to and overmght of the im-
plementation of the .. ."
wvisions of the Act by the agencies.

3. DeAnitions. For the purpose of this
Circular:

(1) the term ~agency” fasans agency ss
defined 1o section 3321¢) of w28 ik (~Tae
term agency iBciucses ady ezscunve depert-
mens. uUitATy aepariment. GovernInent cor-
poration. Government eonsrolled corporstion
or other establishment 1o the exsculve
prancs of the Government (including the
Lxecuuve OSce of the Premoent. of any in-
dependent reguistory agency.” (8 T3.C. 382
L IRRRE

(2) the tarm ~individual” Deass & citizen
of :Se Tnited States Or a8 alien lawtully sde
mitzed for perthanes: fesidence.

13) the term 'DAIATAID” iBcludes mAiD-
aun. eoliecs. use, of disseminais:

(4) the tarm “Tecord™ means ARy item. eole
lsc:0n. OF grouping of IAJOrmanon about an
ipdividual that i3 Maintaned Dy an ageacy.
1neluding. but pot lmited 1. hus esaucsiion.
f£aancial ransactions. medical Bistory. and
emminal cr employment history sad st
comtaas Bis DAMS. O ldentifying sumber,
symbol. or other dentiiying [
signed to the Individual. 3uCh &3 3 fanger o
voice priait of 3 photograpd. and

13) the term “system of records” mesos a
gTOuUp Of snY reedrds under wWe control of any
agency {rom whith lnformsion s retrieved
by tae name of e wmaividual or by some
ldeniriag number. symbol. or other ideatl-
fring particular assigned 0 :be 1adivigual.

($ TS.C 832a(3))

4. Coverape. a. Thus Circular applies W
all ageacies as defned in the AcCt.

b. 1t apples to all agency achviues
related o the maintenance of systems of
records subject 0 the Act: Le. FTOUP-
ings of personal data sbout identiSable
1ndividuals. See defnutions paragraph 3.
above.

s. ResponsidiMties. a. Fach agency
head shall establish and maintain Proe
cecures. consistent with the Act, OoM3B
gudeiines.® and related directives is-
sued pursuans to this Clrcular, @

FIDCRAL RSGISTIZ, VOL 40. NO. 133=-WEDNESDAY, JULY 9.

NOTICES

(1) ldentily esch gystem of records
which the agency mMAISANS 3dd rwview
the content of the systam to sasure that
only that information I8 maintained
which i3 Decessacry and relevast 0 &
funcoion which the agency is sutboraed
to perform by law or execunye ardsr 3
U.S.C. $52ai¢) (1)) and that DO forma-
tion about the political or religious be-
liefs and acumines of individuals i
mantained except as provided in 5 US.C.
S82a(e) 7).

2 Prepare and publish s public no-
tice of the existence
those Sysiams conmistest with guidance
nxmwwmmsvs;
$82s(e) (4) and (11).

.(3) Collecs information which may re=
sult in an adverse determunation about
a8 ipdividual {rom that individual wher-
ever (3 U8.C. 5522(0) D))
and inform individuals {rom whom in-
formation about themseives is
of the purposss for which the informa-
donvmbcusedmdthwﬂchu.m
#ts. or obligations with respect to S~
plying that data (8 US.C. 582a(e) a3,

(4) Revise any personal dsta collection™
forms or processes which they may pre-
sccibe for use by other agencies (eg.
standard forms) to conform to the re-
quirements of $ US.C. 8$52a10)(3).
‘Asewemchmmntommed-
ject information are nevertheless re-
sponsibie for assum=ng that individuals
{rom whom information about them-
selves is solicited are advised of thewr
rights and obligations.)

13) Establish reasonable administra-
tive. technical. and physical safeguards
to assure that records are disclosed only
to those who are authorized to have ac-
cess and otherwiss “to protect against
any snucipated thrests or hazards to
their secunity or integrity which could
result in substantial harm., embarrass-
ment. inconvenience. or unfairness to
any individual on whom information is
maiptained.~ See 5 US.C. 582a(b). and
e (100,

(6) Maintan an accounting of all dis*
closures of information {rom systems of
records excent those o personnel within
the agency who have an official need 0
know or to the public under the Freedom
of Information Act. and make that ac-
counting available as provided in 5$US.C.
852a¢e) (1), (2),30d (D).

(7) When using s record or disclosing
it to someone other than an agency. as-
sure that it is a&s accurate. relevant,
tme!y and complete as is reasonably
necessary to assure fairness to tbe indi-
vidual See 5 U.S.C. $522:¢2 (5) and ‘6.

(8) Perm’t individuals to have actess
tw records pertaimung t0 themseives and
to have an OPPOrtunity to request that
such records be amended. See S v.s.C.
852a:d) (1), 12, and (3.

(9) Inform Prior recipients when &
record is amended pursuant to the re-
quest of an individual or & statement
of disagreement has been flled. acvise
any subsequent recipient that a record is
disputed. and provide‘a COPY of the
statement Of disagreemnent 10 both pnor
and subsequent recipients of the dis.
putad information. See S US.C. 552si¢c)
14) and (d) (4).

(10) Publiab rules describing agency
developed pursuant w the
Acz apd dascribing any systams wiuch
ars propased 0 be exempled {rom Dro-
visions of the Act (ncluaing the Teasons
or the proposed sXemption consistent
with on {ormat ssued by GSA
Ses 5§ U.S.C. 882at0). (4, and (k).

(11) Raview all agency contracts which
provide for ths mainisnsnce of syste=s
of records by or on belalf of the sgeacy
accomplish an sgency function 0 as-
that, Whare SDPropriaie anc witiin
ggsncy’s suthority. langusge i3 12-
which provides that such sysiems
cop-
8522

[~

4o

maintained io & manner
du:?m with the Act. See 5 TS.C.

(12) Rafraip {rom renting or selling
lis2s of names and addresses unless spe-
cifically authorized by law. See $ US.C.
382a(n).

(13) Prepare and submit to the Ofce
of Management and Budget and to the
Congress & report of any Propesal to es-
tablish or alter s fystem of recorcs in 3
form consistent with guidance oo col-
tent. format and timing wsued by OM3.
See 5 U.S.C. 582300,

(14) Prepare and submit to the Ofce
of Management and Budget. on or defore
Avrnaontachym.snponolm
acuvitias under the Act congistent 214
guidance on coptent and format issuec
by OMB. See 5 T.8.C. 882a(p).

(15) Conduct training Jor all ageacy
perscanel whe are in any way involvec
{o maintaining svstems of records to ap-
prise them of their responsibilities under
the Act and to indoctrinate them wit
respec: to procecdures established by -
agency to implement the Act. See § Ts.C.
S82a(er ' 9).

(16) EstabMsh a program for penodi-
cally reviewing agency record-keeding

and practices to assure compii-
ance with the Act. )

b. The Secretary of Commerce shall.
consistent with guidelines issuec Y
OMSB. issue standards and guidelines on
computer and data security.

¢. The Administrator of General Serv-
ices shall. copsistent with guideiines is-
sued by OMB:

(1) Issue instructions on the forma:
and timing of agency notices and ruies
required to de published under the Ac:.
See 3 US.C. 5523 (e) t4) and .

(2) Not later than November 30. 1875
and anrually thereafter compile anc
publish a compendium of ageney ruies
and potices and make that publicalion
available to the public at low cost. See 5
US.C. 852a(1).

(3) Issue ancd. or revise procedures
governung the wansier of recorcs to Pec-
eral Recorcs Centers for 3torage.

ing, and servicing pursuant to H
U.S.C. 3103 to ensure that such recorss
are not disclosed except to the agency
which maintans the records. or unaer
rules established by that agency wiidn
are not inconsistent with the Drovisions
of the Act. It should be noted thal. {or
purposes of the Act. such rezords are
considered to Dbe maintaned by ¢
agency which deposited them. See
TS.C. 55221 ().

1978
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(4) Establish procedures to assure
that records transferred to the Natuooal
Archives of the United States pursuant
to ¢¢ U.S.C. 2103, are properly safe-

arded and that public notices of the

\stence and character of such records

issued in conformance with § US.C.

2 (1), (2), and (D),

(S) Revise procedures governing the
clearance of interagency data collection
forms for which it i3 responsidle 0 as-
sure that those requesting itnjormation
from individuals are revised in conform-
ance with 5 U.S.C. §52a¢e)(3).

(6" Revise procurement pwdance to
incorporate language consistent with $
U.8.C. 852a(m) ; i.e. to provide that con-
tracts which provade for the maintenance
of & system of records by or on behalf of
an agency to accomplish an agancy funce
tion includes language which assures that
such system will be maintained in con-
{ormance with the Act.

(7' Revise computer and telecommu-
nications procurement policies to provide
that sgencies must review all proposed
equipment and services procurements 1o
assure compliance with applicable provi-
sions of the Act; eg.. Report on Net
Systems.

d. The Civi) Service Commission shall,
consisteny with guidelines issued by
OMB:

11) Revise ¢ivilian personnel informa-
tion processing and record-keeping di-
rectives 10 bring them into conformance
with the Act.

(2) Devise and conduct training pro-
gTams for agency personnel including
hoth the conduct of courses in various

ibstantive areas (e.g.. legal. adminis-
rative, ADP; and the development of
terials which agencies can use in their

1 courses.

.. The Director of the Office of Tele-
communications Policy shall. consistent
with guidelines issued by OMB, issue
and or revise policies governming govern-
ment data telecommunications consist-
ent with the Privacy Act.

{. The Director of the Office of Man.
sgement and Budget will:

(1) Issue guidelines and regulations to
the agencies to impiement the Act. While
the application of the requirements of
the Act is the agency’s responsibility. in-
terpretive guidelines have been devised
to:

Assist agencies in interpreting the re-
quirements of the Act:

Establish minimum standards or cri-
teria, where appropriate, in applying the
Ace,

Provide illustrative exampies of the
application of the Act: and

Assure & uniform and constructive im-
plementation of the Act.

(2) Provide assistance, upon request,
to agencies.

(3) Review proposed new systems or
changes to existing systems.

(4) Compile the annual report to the
Congress on agency activities to comply
with the Act in accordance with § US.C.
552a(p).

(5) Revise procedures governing the
-learance of data coliection forms and

eports for which it is responsible to as-

ve that those requesting information

ut individuals are revised in con-

nance with 5 US.C. §52a(e) (3).

6. Reports. Agencies are required to
submit the following reports consistent

NOTICES

with guidance on format. content, and
timing o be issued under separste trans-
mittal.

s. Reports on new systems to the Con-
gress. OMB. and. for the period of its
existence. the Privacy Protection Study
Commjssion. Reports shall be submitted
not later than 60 days prior to the estab-
Jishment of & new system or the imple-
mentation of a change to an existing
system.

b. Annual report on agency activities
to comply with 5§ U.S.C. 5522 to OMB
not later than April 30 of each year.

7. EPective Date. The provisions of
this Circular are efiective on September
27. 1975 except that:

a. Reports on new systems which cover
the implementation of new or altered
svstems of records proposed to be eflec-
tive after September 27, 1975 shall be
submitted not later than 60 days before
the effective date of those new systems
or changes; and

b. Rules and notices prescribed by the
Act and regulations and guidelines to be
issued by the responsible agencies shall
be issued in advance of the effective date
where required by law (e.g.. the Admin-
istrative Procedures Act, § US.C. 583)
or as otherwise necessary to permit
timely and eflective compliance.

8. InQuiries. Inquiries concerning this
Circular may be sddressed to the Infor-
nation Systems Davision. Office of Man-
szemen: and Budget. Room 9002, NEOB.
Washington. D.C.. 20503, telephone 202
3935-4814.

Jaxes T. Lywn.
Director.

PRIVACY ACT GUIDELINES—JULY 1, 1975°

Impiementation of Section 552a of Title 5
of the United States

1. The {following introductory text,
which was inadvertently omitied, should
be inserted immediately after the head-
ings and before “Tabie of Contents™:

This memorandum forwards guidelines
for implementing Section 3 of the Pn-
vacy Act of 1974 (5 U.S.C. 552a, PL. 83~
579) pursuant to OMB Circular No.
A-108 dated July 1. 1975. These guide-
lines were developed to assist agencies in
complying with the Act in an effective
and umely manner.

The guidelines will be revised and ex-
panded as necessary and as experience
in implementing the Act suggests the
need for further interpretation and guid-
ance. Although these guidelines are not
issued pursuant to 5 U.S.C. 553 (the Ad-
ministrative Procedures Act) we invite
public comment on them.

Jaxzs T. LYynxw,
. Director.

T3 Bection S of the Privacy Act of 1974, Pub.
L 8357
TasLz or ConrENTs

Subsection

(s) DEFINITIONS.

(1) AgencT.

{2} Individual

{3) Maintain.

{4) Recorc.

(8) Bystem of Racords.

(6) Btatistica] Record.

(7) Routine Use.

(b) CONDITIONS OF DISCLOSURE.
(1) Disclosure within the Agency.

28949

(3) Disciosure 10 the Public

(3) Disclosure for a "Routine Use™

(¢) Disclasure 10 tbe Buresu of the Census

(8) Disclosure for Btatistica! Resear:h and
Reporuing.

{6) Dusclosure 1o the Netional Archive:
{7) Disclosurs for Law Enforoemen: Pur-

poses.

(8) Disclosure under Emergency Circum.-
sances.

(9) Disclosure to the Congrems.

(10) Dmciosure w0 the Oeneral Accounting
OmMce.

(11) Dmclusure Pursusnt o Court Orde:

(¢} ACCOUNTING OPF CERTAIN DISCLO-
BURES.

(1) When Aocounting i Required.

{2) Retaining tha Acoounting of Discio-
sures.

{3) Making the Accounung of Disciosures
Avatlable 10 the lndividual.

(4) lnforming Prior Recipients of Corresi-
od or Disputed Records.

(d) ACCESS TO RECORDS.

{1) Individual Access t©o Records

(3) Requests for Amending Records

(A) Acknowledgement Of Requesls &
Amend .
(B) Actions Required on Requests 10

Amend Records.

13) Requesting & Review of the Agencss
Refusal 10 Amend & Record.

(4) Dusclosure of Disputed laformation.

(5) Access to Information Compiled 1z
Anticipstion of Civll Acuion.

1¢) AGENCY REQUIREMEINTS.

t1) Restrictions on Collecting In/orma-
t.or apout 1lndividuals. )

(2) Information 1 to be Collected Direculy
frox the Individual.

181 Informing 1lndividuals from whom In.
formation s Requested.

(¢) Pubdlication of the Annual Notice of
Systems of Records.

(A) Describing the Name and Lecation of
the Srstem in the Pudlic Notice.

(B3) Descmiding Categories of Individuals
in the Publie Notice.

«C) Describing Categories of Records in
the Public Notice.

(D) Describing Routine Uses in the Public
Notice.

(E' Describing Records Managemen:
Policies and Practices in the Public Nitice

(P Jdentifying OMcialss) Responsible for
the Svstem in the Public Notice.

(G) Describing Procedures for Deter.
mining !f a System contains & Record on an
Individual in the Public Notice.

(H) Describiag Procedures for OCaining
Accese in the Pubdlic Notice.

(1) Describing Categores of Information
Sources in the Public Notice.

(5) Standards of Accuracy.

(6) Validsting Records defore Diaclosure

(7) Records on Relipious or Political Active
ities. .

(8) Nottfication for Disclosures Under
Compulsory Legal Process

§ 9) Ruies of Conduc? for Agency Personnel

(10) Administrative, Technical and Physie
cal Safeguards.

(11) Notice for New Revised Routine Uses

(f) AGENCY RULES

(1) Rules for Determintng if an lpdividua.
1s the Subject of & Record.

(2) Rules Sor Bandling Requests for
Access

(3) Rules for Granting Access to Records.

(4) Rulss for Amending Records.

(3) Rules Regarding Fees.

Annua! Publication of Notices and Rules

(g) CIVIL REMEDIES

(1) Orounds for Actiob.

(A) Refusal t0 Amend a Recorc.

(B) Denial of Access 10 s Record.

(C) Pailure to Maintain s Record Ac-
curately.

(D) Other Pallures to Comply witk the
Act.

(2) Dasis for Judicial Review and Remedies
for Refusal to Amend & Record.
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137 Basuws for Judicial Review and Remadies
for Denial of Actesa.

14) Baswis for Juaicial Review and Remedies
for Adverse Determination and Otber Puil-
ures to Compiy.

(51 Jurwsdicuos and Time limits.

(A1 RIGHTS OF LEQAL OUARDIANS.

1) CRININAL PENALTIES.

11y Cruminal Pesalties lor Unsutbonssd
Dusclosure

(2) Cruminal Penalties or Falure to Pud-
.42 & Puduc Notice.

13) Cruminal Penaities for Ovtaining Ree
ords Unger Palse Pretenses.

1)) & &y EXEMPTIONS.

J1 OENEZRAL EXIMPTIONS APPLICA-
BIITY AND NOTICS REQUIRIDIINTS.

11) Genersl Ixemptios for tbe Central la-
sslligencs Ageney.

12) Ceneral Zxemption for Crimunal Law
Znjorsement Recoras.

1x) SPECTFIC LXEIMPTIONS APPLICA-
BILITY AND NOTICZ REQUIRDMENTS.

(31 Exemption for Classified Materal

12) Exsmpuen for lovestigatory Matemal
Compued for Law Lalorcement Purposes.

«3) Exemption for Records Maintained to
Provide Prolsciive Services.

14) Izsmpuios for Statistical Records.

13) Exempuon for levestigatory Matenal
Compiled for Detsrmuning Sultadtlty for
Federal Empioyment or Muitary Service.

1$) Exemption for Testing or Txamination
pAXST 12TV

17) Exemption for Material used to Dvalu-
aie Potenual {or Promotiot tn ths Armed
Services.

(1) ARCHIVAL RECORDS.

(1) Recorgs Stored 1o OSA Recorus
Centers.

(2) Records Archived Prior to Septuame
ber I7. 1978,

i3' Records Archived on of after Septem-

SUSSICTION (3) DEPDITIONS

Subsecsion (3) “For purposes of this
section—"

Agency. Subsection (8) (1) “The term
‘ageqcy’ means agency as defined in sece
uon 552te) of this title;”

The definition of “ageney” is the same
as that used in the Administrative Pro-
cedures Act as modified by the recently
ecacted Preedom of Information Act
amendments (Pub. L. 93-502) : “ ‘agency’
means each suthonty of the Government
of e Unuted States, whether or not it is
within or subject to review by another
agency . . ." (3 U.S.C. 851(1)), *({Tlhe
erm agency ° ° ° includes any execy-
Uve department. military department,
Government corporation, Government
controlled corporation of other estab-
lishment 11 the executive dbranch of the
GCoverament
OSce of the President),
pendent regulatory agency.”
i31es as added by Pub. l. 93-502)

Two aspects of this definition require
{urther explanation:

‘The scope of the term: Le., what entle
lies are covered. bow has the definition
o sgency been broadened to encompass
additional organizations as 3 resuit of
the FOLA amendments?

Whether of not entities within an
wetncy are W be copsidered agencies.
‘Tauis s particulariy agnificant in apply-

NOTICES

ing subsection (b) (1), in determining
;nnz CODSTILULES AR iNtATAZERCY trads-
er.

The first question-={he scope of the
definition—is covered in the House re-
port on the FOIA amendments quoted
below, as modified bY ‘be conference re-
por: language set out hereafter:

Por the purposss of ihis seetion. the ¢ef~
BItIoN Of “AgERCY” BAS DOCR 0XPALASE IO iBe
ciude thoss eptities which DAY 20t de oone
sidered agencies under seciion $51(1) of title
3. T.S. Cote But which periorm goveramental
functions and coptrol informstion Of intere
oSt o the pubdlic. The dil expends the des-
ANIOR Of “agencyY” fof Purposes of WCTUOD
$32. ;and 333a] title 5, United 3tates Cods.
1ts efiect » to insure iBclusion under the
Act of Government corporstions. Jovera.
ment controlied COrporations. or oLREr estade
ushments wishin the esecutive branch, such
as the US. Postal Service.

The torin “estabiiabment 18 the Txncutive
Ofce of the Prasident.™ a3 used 18 BB
amendment meads such functional emtitiss
as the Ofics of Telecommunications Policy,
the Ofioe of Managemesn: sdd Budget. the
Council of Economuc Advisers., hs National
Security Couscil. tbe Pederal Property Coude
cil. snd other similar establishments which
Bave been or Imay in the future be crested bY
Congrass through statuts of by Executive
order.

The term “Covernimest COrporation.” a8
used {8 this SUDSECTION. WOUId Wciuds & cor-
poration that is & wholly Covernment-owned
entarpris. establabad by Congress through
statuie. such as the 35t. Lawrence Seswsy
Development Corporstion. tne Pederal Crop
lasurance Corporstion (FCIC). the Tennes-
see Valley Autbonty (TVA). and the later-
Amencas Poundatuon.

The term “GCoverazen: costrollec Corpo-
raticn.” s used 1o this subesction. would
inelude » corparstion which i3 Dot owned
by the Federa! Qoverament ° * ° (HMouse
Docurnent 93-876. pp. 89, Report on tbe
Preedom Of laforiation ACt ameadments
AR 12741).

The conferees s3ats that tbey intead to id-
cluds w1thin the deAniOR Of “agencY” those
entitiss encoropassed Dy § US.C, 881 and
other entities including the United Statss
Postal Service. the Postal Rate Commuission.
s0d goveramant COrporaticns of JOvernInent.
controlled corporations DOW in existence oF
wiich may be crested in the future. They do
Bot intend 10 lnclude COrporstions which re-
csive appropristed funds dut are neither
chantered Dy the Pederal Government ncr
controlied Dy it. such as the Corporation for
Publc Broedcasting. Expansion of the defi-
nition of “agedcy” in thls subseciion is 1B~
tended o bromaet applicabtlity of e Free-
dom of lnformation Act bust it is Dot intend-
ed that the tOTIn “agencY” de appiied to sUd-
divinions, o@ices OF URILS WIthin AR sgency.

With respect to the maaning of the term
“Executive Ofice of tie President™ the cod-
ferves INtODd the result reached iD Soucie v.
Detud, 448 P. 3d. 1067 (C.ADLC. 1971). The
term 13 DOt to De interpretad as including the
Presidass’'s immediate perscoal stafl or units
io the Exscutive Offics whose sole function
is 10 advise and asmst the Prasident.” (House
Report 93=1380, p. 14=13)

Whether OF DOt an AgenCY can exist
within an agency {s & somewhat more
compiex issue. Thus is addressed, in pare,
in the above quotanon {rorm the confer-
ence repor: language in the statement
e ¢ ¢ put it is not intended that the
term ‘agency’ be adplied to subdivisions,
offices, of units within an agency.” The
issue was also addressed in debate ob

KR 18372 ot the House 300r 1 & state-
ment by Congresaman Moornead—="* * *
‘agency’ is given the meazung which
carnies eisewhere in the Freedom of I
formation Act. § United States Cods, sec-
tion 551(1), as amended by ER. 12471 of
thus Congress. sec%ion 582¢1¢), oo wnicsh
Congress bas acted 0 overnide the veto.
The present bull is :ntended 0 §i1ve ‘agen-
¢y’ its broadcas: stasutory meaning. This
will permut empioyees and ofiicers of the
agency which maintains the records to
have sccess 10 such records if ey have
a need for them B the performance of
their duties. For example, within e
Justice Deparment—which is aD ageacy
under the bill--transier betreen din-
sion of the Department. the U.S. Attor-
ney's ofices. the Pardie Board. snd Wie
Pederal Buresu of lovestigation wouwlc
be oo a need-for-the-record Dbasis.
Transfer outude the Justice Deparunent
to othes agencies would be more specili-
cally regulated Thus, transfer of infor-
mation between the FBI and the Crim-
tnal Division of the Justuce Department
for official purposas would not requare
additional showing or authority, in con-
trast to transfer of such information
from the FBI to the Labor Deparument.”
(Congressional Record November 21
1874. p. 10862

1o sddressing this question the Justice
Depariment has advised that

® * o it i35 our Arm View that the 1974
[TOlA] Amaadments fequirs DO ChAZge 1T
the onginal Act, that 1t 18 {OoF 22e OVereul it
the Depastmmeat or other higher-ie”
“agency’ —=t0 determine which of 123 Subst
21ally 128e) 2 emponess Wil funse,
indspendently for Preedom of lalormacio.
Act purposes. Moreover. s he Atoraey Gen-
eral Doted 10 thal Poriiod of Bu Memoras-
dum dsaliag with e Subjecs. "It i3 some-
times permissibie tO thake the determination
diSerentiy {Or purpcsss of vasious provisions
of the ACt-—={Or ezample. $O0 pudlad and
malntaln AD iDdex 88 the overunit leve! whle
letting the sppropriste sudunits handle re-
quests for their own records.” (Attorney Oes-
eral's Memoranduss og the 1974 Aendnents
to the Freedom of Iaformanion Act, Fedruary,
1878, p. 26). 1n our view, i3 praciice of giv.
12g variable content to the Mesaing of ibe
word “ageacy” [0f VArIOUS Purpcsss can bde
applisd $0 the Privacy Act a3 well 48 the Prve-
dom of Information Act. Por example. It may
be desiradble sad in furmderance of e puc-
POses 0f the Act 10 rest the Yanous compo-
nents 0f & Departnent a8 39PATAIS “AgUDCIEs”
for purpases of enterzaining spplications for
sccess ADd ruling upoS Appenls {rom dAstuals.
waile tresting the Departmnent as tde
“agency” for PUrPOsEs Of hOse Provisions
1imiting intragovernmental exclange of rec-
ords. (Of course. AisseMINALIOD AIDMODY COLD -
ponents of We Department must still be oniy
on » “pesd-Ww-Enow"” dasts. § US.C. 882a:D)
{1).) Neecless t0 say, Ihis Praciice mus nod
be employed inVIAIOUAY, 30 a8 1O fFUSTMAte
rather than to further the purpases of the
Act; and there sbowld b & CORIIALEDCY De-
tween the praciice under the Privecy act
and B¢ Praciics for comparabdie purposes
under the. Preedom 0f Information Act. Por
th1s reason it seems t U doudtiul (thougs
pot entirely impeamibie) tiZst & Deparmimnent
OF other over-unit whics bas trestad its com-
POBSDLS 82 SSPALETS AQEDCINS 07 all purpomes
unger the Preedom of INformstios ACt &'
succesafully maintain that all of its co
tients Cag be ctonsigered & single “aget
under the Privacy Act. smply w facilitew
the exchange of records (laetier from Asaiste

PEDERAL REGISTER, YOL 44, NO. l:i—-WDNBDAY. JULY ¢, 1978

Sanitized Copy Approved for Release 2011/08/03 : CIA-RDP05C01629R000701570007-1



Sanitized Copy Approved for Release 2011/08/03 : CIA-RDP05C01629R000701570007-1

adt Atworpes Osderal Oor of Lags) Counsel
dated Apri 14. 1978)

1o addition to the matter of deter-
uining when & component 6f an agency
" 1o be considered AD agency itself when

e entire agency 18 t0 be trested as &

agie entity. the issue anses as 10 wheth--

er an entity or individual serving more
thap one agency may be cohsidered an
“employee” of each sgency he serves, for
certain puwpdses. While thus i3 pot
specifically addressed {n the Act it is
reasonable to assume that members of
temporary takk forces. composed of per-
sonnel of several agencies, should usual-
1y be considered employees of the lead
agency and of their own agency for pure
poses of access 1o information. Similarly,
members of permanent “strike forees”
and personnel crossdesignated to serve
the functions of two or more agencies
should usually be treated as employees
of both the lead agency apnd their own
empioying agency. ¢.§. employees or
State or local officials assigned to or-
ganized crime, and customs officers cross
designated 0 perirom each others func-
tions.

Individugl. Subsection (2)(2) *“The
term ‘individual’ mneans a citizen of the
Thnited States or an alien Jawiully ad-
mitted for perrmanent residence;”

Thus definitiop is intended to “distin-
guish between the rights which are given
to the citizen as an individual under this
Act and the rights of proprietorships,
businesses, and corporations which are
not inwended to be covered by this Act.
s distinction was 1o insure that the

1l leaves untouched the Federal Gov-

*nment's informstuon aciivities for such

Doses as ecopomic regulations. This

nition was also included to exempt

Jmn the coverage of the bill intelligence
files and data banks devoted solely to
foreign nationals or maintained by the
State Department. the Central Intelli-
gence Agency and other agencies for the
purpose of desling with nonresident
aliens and peopie in other countries.”
(Senate Report $3-1183, p. 19/,

The language cited above suggests that
s distinction can be made between in-
dwviduals acting in & personal capacity
ard individuals acting in an entrepre-
peurial] capacity (e.g. as sole proprie-
tors) and tha: this definition (and.
therefore, the Act) was intended to em-
brace only the former. Thus distunction
is, of course crucial to the application
of the Act since the Act, for the most
par:. adcdresses “records” which are
defined ac “* °* ° information about
individuals"' (subsection (a)(4)). Agen-
cies should examine the content of
the records in question 1o determine
whether the information being main-
tained is, in fact, persopal in nature. A
secondary criterion in deciding whether
the subject of an agency file is, for pur-
pases of the Act, an individual, is the
manner in which the information is
used: Le. is the subject dealt with in s
personal or entrepreneurial roie.

Piles relating solely to nonresident

Uens are pot covered by any portion of

ie Act. Where & system of records covers

~b citizens and nonresident aliens, only
portion which relates to citizens or

NOTICES

Jesideant aliens i3 subject to the Act but
agencies Are encouraged to treat such
systems 84 A they were, in their enlirety,
subject to the Act.

The Act and the legialative history are
sllent as 10 whether a decedent may be
considared t0 be an individual and
whether anyone may authorize the rights
of the decedent to records pertaining to
him maintained by Federal agencies. It
would appear that the thrust of the Act
was to provide certain statutory rights 0
living as opposed o deceased individuals.
But for the provasion ensbling parents to
act on bebalf of minors and guardians to
act op beball of those deemaed 1o de in-
competent, the rights of an individual
provided by the Privacy Act could not
have been utilized in their bebalf by
those interesied. The failure of the Pri-
vacy Act to 80 provide for decedents and
the overall thrust of the Act—that indi-
viduals be given the opportunity to judge
for themselves bow, and the extent to
which. certain information sbout them
maintained by Federal agencies is used,
and the implicit personal judgement ine
volved in this thrust—indicates that the
Act did pot contemplate permitiing rel-
atives and other interested parties to ex-
ercise rights granted by the Privacy Act
0 individuals after the demise of those
individuals. These same records, however,
may pertain as well to those living per-
sons who might otherwise seek to exer-
cise the decedent’s right with regard to
that information and thereby be covered
by the Privacy Act. Furthermore, access
to a decedent's records may be had in
various judicial forums as a part of, or
ancillary to, other proceedings.

Maintcin. Subsection (8)(3) *“The
term ‘maintain’ {ncludes maintaln, col-
lect. use, or disserninate;”

The term “maintain’ is used in two
ways {n the Pnvacy Act.

Pirst. it is used to connote the various
record keeping functions w which the
requirements of the Act apply. i.e., mamn-
taining. collecting, using, or disseminat-
ing. Thus. wherever the word “maintain”
appears with reference to a record, one
should understand it t0 mean collect,
use, or disseminate or any combination
0f any of these record-keeping functiops

Second. it is used to connote control
over and hence responsibility and ac-
countability for systems of records. This
is extremely important given the ctvil
and cnminal sanctions in subsections
(g) and () for fallure to comply with
certain provisions. The applicability of
certain provisions. including the exemp-
tions in subsections (§) and (k), can be
determined by an agency's ability to
demonstrate that it has effective control
over a system of records. See. for exam-
ple, subsections (b) (1), (d), (&) (1), (@)
9), (g). snd () wherewn the termm
“maintain” clearly means having eflec-
tive control over a system of records. To
have eflective contral of a sysitem of rec-
ords does not necessarily mean to have
physical control of the system. When
records are disclosed to Agency B {rom s
system of fecords maintained by Agency
A, they are then considered to be main-
tained by Agency B (as well as Agency
A) and are subject to all of the provi-
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sions of the Act in the same manner as
though Agency B had origanally camdued
them. 1f one agency turns over a record
from its gystem of records W a seconc
agency and that record is placed in s
separste systam of records taniaunecd
by tbe second agency. tben the recorcd
becomes part of the system of records
maiptained by the second agency and
all of whe pudblished matenal as 0 the
56cODE agency's systemm of records would
apply to the record moved InwW it sys-
tem.

The requirements of subseclion '
must also be oarefully considersd in de-
termining which systems sre 1o be con-
sidered as “maintained” ie.. controllec
by an agency within the terms of the
Act. Subsection (m) stpulates that sys-
tans of records O uynder oon-
tract or, in some instances, Siate or lo-
cal governments operating under Ped.
eral mandates “Uy or oo behall of the
agency . . . Y0 sccamplish an sgenc:
function” are subject to the provisions of
Section 3 of the Act. The intent of this
Provision is to make it clear that the sys-
tems “maintained” by an agency are not
Hmited to those operated by aAgency per-
sonnel on agency premises but inciude
certain systems operated pursuant to the
terms of a contract to which the agenc
s & party. The qualilying phrase “w0 ac-
complsh an agency function™ limits the
applicability of subsection (m) to those
systems directly related to the perform-
ance of Federal agency functions by ex-
cluding from it coverage systems which
are financed. in whole or part, with Ped-
eral funds. but which are managed b
state or Jocal governments for the dbene-
fit of State or local governments.

Record —Subsection (s) (4) “The terr.
‘record’ means any item. collection or
grouping of information about an indi-
vidual that {3 maintained by An agency.
mecluding, but pot hmited to. Ris educs-
tion.. financial transacudons. medical hs-
tory. and crumnal or employment his-
tory ancd that contains hus pame. or the
idenu/ying number, symbol. or othe:
identifying particular assygned o the
tndividual, such &s & Snger or voice pnn:
or s photograph.”

The term “record”. as defined for pur-
poses of the Act. means a tangibie or
documentary record (as opposec 1o & rec-
ord contained in someore’s memory! and
has s broader mearung than the term
commonly has when used {n connectior
with record-keeping systems. «Ii mav
also differ from the usual defnition of a
computer record.' An understanding of
the termn “recorc™, as it.is used in the
Act. i essential in interpreuinz the
meaning of many of the Act's requie-
ments.

A “recoré”

Means any item of wnformatior. abou:
an individual! that includes an ndivid-
ual jdentifier:

Includes any grouping of such items
of mformation (it should not be con-
fused with the use of the term record
in the conventonal sense OF &S used 1In
the sutornatic data processing (ADP:
commuzuty) ;

Does not distinguish betveen data and
{nformstion: both are within (he scope
of the definttion: and
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Includes individual identifiers 1o any
t,mmdumwtmumodu.m

can De used to idently an individual
1dentifying Darticulars sre Dot aAwars
uDique (Le.. MARY individuals share the
sazns OAMe) dDut when they are 2ot
unigue (e.g.. Dame) they sre indl
ALLgDed =43 dnnguished {rom genanc
characteristics.

The tarm “record” was defined “to
assure tBe intent 'Bat s record cad ine
clude as Uttle as ope descriptive item
an individual” (Congressionsl
Record. p. S21818, December 17, 1974
and ». H12246, Decemaber 18, 1974). This
defnition “includes the record of present
regisTation, 07 membership in an orgee

Vv pization or sctivity, or admission to an

Bt

/

insttution.” (Seaats Repors §3-1183. .
79). (While this lsngusge Was written
with refersnce ' the definitionof the
“sersonsl informsdon” in the
Senate bill. it would appesr to be equally

tn the Act)
A record. by this definition. can be
part of another record. Thersfore pro-

I
d
B
g
g
g
E
;
:

Records. Subsection (a) (8)
system: of records’ meads &
. records under the coatrol

ARy agency {rom which information
retmeved by the name of the wndividual
or by some identilying number, symbol
or other idenwfying particular sssigned
to the individual;”

The dednition of “system of records”
tmits the applicability of some of the
provisions of the Act W “records” which
sre maintained by an sgency, rethneved
by individual identifier (e, there i3 AD
indexing or retrievel capabllity using
idenniiying perticulars, ss discussed
above. built into the system), and the
agency does. In fact Jfettieve records
sbout individuals by reference o some
persocal idensifier.

A systemn of records for puwposss of
the Act must meet all of the following
three criteria:

1t must consist of records. See discus-
sions of “record” (8) (4), above.

It ‘must be “under the control of” an
ageary.

s must consist of records retrieved by

H

]
:
;

\ Telersnce o sa individual name or same

othes persotal identifier.
The phrase “° * °* undsr the ecsntrol
of any agency * ° °” was intended tO

accomplish two ssparate porposes: (1)

<o dstermine and establish
sccountability; and (2) to separats
sgency {rom records which are

matztained by emplovees of
D age=cy Dt which are Dot sgency fece

FMDIRAL RSGISTIR, VOL 40. NO. 132-=WEDNISDAY, JULY
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mmu the definition of
- " was brosdensd (o encompass
all systems used by Peceral agencies. The
phrase * * * * under the control of any

e o » =iy the definition of “sy3~
tam Of records” was not intended t0
eliminate from the coverage of the Act
aay of those systems (which would large-
ly oegate the deflnition of “maintain™?,
but rather was intended 0 AsSigR respone
sibility to s psrticular sgency to dis-
chargs the obligstions established by the

which begins most of the operstive sub-
sections of the Act. For example. the
concept i3 evident although acit in sube
secion (D): express in subsection (e)
“under its contol * * °~ “° ¢ ° that
maintains & system of rectey v - °F
in subsections (d), (s) sad (§): “sgency
records” in subsection (§), apnd “° ° °¢
any system of fecords within the
agency” in subsection (§) and (k).

The intant was. despita the different
wording for each subsection, Dot 0 have
esch of the subsections apply to & differ-
ent roster of systems of records. but 0
express, in tarms of possession. for which
systems of records an agency was re-
sponsible.

The second pwpose of the phrase Was
to distngush “agency records” from
those records which. aithough in the
physical possession of agency employees
and used by them in performing official
functions, were not considered “agency
records.” Uncirculated Dersodal Dotes,
papers and records which are retained
or discarded at the author's discretion
and over which the agency exercises no
control or dominion (e.g.. personal tele-
phone lists) are not comsidered to be
agency within the mesaing of
the Privacy Act. This distinction is em-
bodied. i part, in the phrase “under the
control of” an sgency a3 well a3 in the
definition of “record” (3 US.C. 832(a)
“4).

An agency shall not classify records,
which are controlled and maintained by
it. a3 Don-agency records, in order to
svoid publishing notices of thetr exist-
ence. prevent access by the individuals
t0 whom they pertain, or otherwise evade
the requirements aof the act.

The “are retrieved by~ criterion im-
plies that the grouping of records under
the control of an agency is accessed by

e agency by use of a personal identi-
fier: not merely that & capabiity or po-
tential for retmieval exisws. For example.
ag agency recorde-keeping sysiem oD
Arms it regulates may conain “records’”
e informstion) about officers
of the Arm incident t0 evaluating the
firm‘s pertormsance. Even though these
are cleariy “Tecords” under the conwrol
of” an agency, they would not be cob-

part of s System as defined by

Act unless the sgeccy them

by reference 0 & personal identifier
(name, etc.). That is, if these hypothens-
cal “records” are pever rewrieved except
by reference 0 company identilier or

some other nondersonal {ndexing schexne
(e.g.. tyDe of rm) tWMey are NOL & DA 0’
s system of records. Agencies will necm
sarily have 10 make detarminacions o8 »
system-Uy-system besis.

Coanderable latitude is left to the
sgency in definung the scode Of FrouUDE
of recorts which constituite 8 Iy
Concsaivabiy all the “records” for a par-
toular progcam can be considersd
stngie system Of the agency mAY oD~
$1deT it APDropriate 0 3EDEDL A YT
by funcnion Or gEOgTIPhIC unit and trest
esch segment as 8 “systam”. The im-
of these decinons and some

connection with subsecuon (@) (47,
lication of the annual notics. Briely. the
two considerations which the sgexcy
should take it accoust in 15 decasions

are

- Its sbility to comply with the require-
menss of tbe Act and {acilitate he exer-
rights of individuals: and

The and conmvenienss to the
agency. but only to the extent consisteat
with the first consideration.

Statistical Record. Subsection (8)(8)
“The term ‘statistical record’ means 3
record in & SYStem Of records maintaned
for statistical ressarch or reporiing pure
poses only and not used {n whoie of In
part in making any determination about
an identifiable individual excedt as pro-
vided by section 8 of title 13:”

A “statistical record”, {3r Jurpcses of
this Act. is a record in 3 system of recore!
that is not used by anyone it making s
determunation about ap adindual To
means that, for & record to Qually is a
nsratistical record”, it must be held = 2
system which is separated lrom systers
(some perhaps contaning the same in-
formation) which coptainl records was:
are used in any manner in Making dee
ecisions about the rights. benefts. or ex-
titlements of an identifiabie mndivicual
The term “ideatifiable wndividual” is
used to distinguish determinstons about
specific individuals {rom deterunations
about aggregsies of individusls as, for
example, census data are used Lo appor-
tion funds on the basis of population.

By this definition. it appears that some
so-called “research records” which are
only used for anslytic pushoses quallly
as “statistical records” under tde Act ¥
they are Dot used in making determins-
tons. A “determination” is defned as
“any decision afecting the individual
whuch is in whole or in part based on in-
formation contained in the record anc
which is made DY any pesson OF ALY
agency.” (Bouse Report $3-i4l6, p. 13,

Most of the records of the Bureau of
the Census are considesred 10 be “statsq-
cal records” even though, pursuant o
section 8 of title 13. Taited States Coce.
the Ceasus Bureau is suthornzed o “{us-
pish transcripts of census records lor
geneaiofical and other Proper Jurposes
and to make special saatistical surveys
from ceasus data for a fee upon request.”
{House report 93-1416, ». 123)

1n spplying this definitiom it =
be heipful w0 distinguish uree types
collections or groupings of i{=formation
about indiniduals: (1) Statistical com-

e, 1978
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pilations which, because they cannot be
identified with individuals, are not sub-
fect to the Act at all; (2) “records”
naintained salely for the purpose of
ompiling statistics—which are the types

[ records covered by (a)(6): and (3)
‘records” op individuals which are used
both W compile statistics and also for
other purpases. ¢g§. & criminal history
record used both to compile individual
statistics and to assist a judge In making
a sentencing decision about the indi-
vidual 0 whom the record pertans,
which is Dot & “statstical record.”

The term “statistical record” is used
in subsection (k) (4), specific exemp-
dons.

Routine use. Subsection (2)(7) “The
term ‘routine usc' means, with respect o
the disclosure of & record, the use of such
record for & purpose which is compatible
with the purpose for which it was col-
Jected”

One of the primary objectives of the
Act i3 to restrict the use of information
to the purposes for which it was col-
lected. The term “routine use' was intro-
duced to recognize the practical limita-
tons of restricting use of information to
explicit and expressed purposes for which
it was collected. It recognizes that there
are corollary purposes “compatible with
the purpose for which [the information)
was collected” that are approdpriate and
necessary for the efficient conduct of
governmezt and in the best interest of
both the individual and the public. Rou-
tine uses include “transfer of informa-
‘ion to the Treasury Department to com-
Jdete payroll checks. the receipt of infor-
=sion by the Social Security Adminis-

wtion to complete quarterly posting of

sounts, or other such housekeeping
aiessures and necessarily {requent inter-
agency or inta-agency transfers of in-
formation.” (Congressional Record p».
S21816, December 17, 1874 and ».
H12244. December 18, 1974)

Additional guidance on the conceptual
basis for “routine uses” is found in the
statement of Congressman Moorhead on
the Bouse fioor:

It would be ab impossible legislative task
10 attempt 1o set forth ail of the sappropriate
uses of Federal records about an identifiadble
individual. It is not the purpose of the bdbill
10 resiTict such ordinary uses of the infore
mation. Ratber than attempting to specity
each proper use of such records, the bdill
gives esck Federal agency the suthority to
set farth the “routine” purposes for which
tbe records are to be used under the guid-
ance cohiwained i the commInitiee's report.

1n this sense “‘routine use” does Dot en-
OOIDPASS mere!y the common and ordipary
uses to whick records are put, but also in-
cludes all of the proper ADC RNeCESSATY Uses
even if aDY sSuCk use occurs iafrequently.
Por example, individua! income tax return
secords are routinely used for suditing the
determingtion of the amount of tax dus and
for assisiance in collectior Of such tax by
civil proceedings. They are jess often used,
bowever, for referral 1o the Justics Depart-
ment for possidbie criminal prosecution in
the event ©f possidble fraucd or taz evasion.
thougd Do one would argue that such referral
is irmproper: thus the “routine’ use of such
soords and subsection (b)(3) might bDe ap-
Jropnately cotstrued 10 permit tbe internal
Savenus Service W st in 3 regulations

*b & referral as & “routine use.”
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AgaiA. If o Pederal agency such as the
¥ousing and TUrven Development Depan.
ment of the mall Busines Adminwtratian
were 10 @scover ¢ pPosmidie Daudulant
sebeme b ODe Of ia programs it eowid “TOU-
tnely”’, a3 it does t0day, refer the relovant
|mant or the SBmall Busines Administretion
iDvestigatory arm. tha YEL

Mr. Chairmad. tbe bill obviously is pot
inended t0 Prohidbit such Deceasry ox-
changes 0f information. Providiog 1 rue-
making procedures are followed. It 1
intended 10 prohidit gratuitous. ad hoc, dis-
seminaticnds for Private Or Otberwise irregu-
lar purposes. To s end it would be sufd-
cient U ah sgency publisbes a8 & “routine
use” of 1ts Informetion gatbered in ARY pro-
gramm tbst aD spparent violatios of the law
wil be referred to tbe Appropriaws law ebe
forcement suthorities 1or InVvesStifstiod abd
pomible criminal prosecution. cfvl court ace
tion. Or reguistory order. (Congresnonal Rec-
ord, November 21, 1974, p. B10962)

In discussing the final language of the
Act, Senator Ervin and Congressman
Moorhead. in similar statements said
that “{tlhe compromise definition should
serve as a caution to agencies to think
out in advance what uses it will make of
information. This Act is not intended to
impose undue burdens on the transfer of
information to the Treasury Deparument
to complete payroll checks, the receipt
of information by the Social Security Ad-
ministration to complete quarterly poste
ing of accounts. or other such housekeep-
ing measures and necessarily frequent ip-
teragency or intra-agency transfers of
information. It is, however, intended to
discourage the unnecessary exchange of
information to other persons or to agen-
cies who may not be as sensitive to the
collecting agencs's reasons for using and
interpreting the material.” (Conpression.
al Record, December 17, 1974, p. 521816
and December 18, 1974, p. H12244). This
implies. at Jeast. that a *“routine use”
must be not only compatible with, but
related to. the purpose for which the rec-
ord is maintained: e.g.. development of
a sampling frame for an evalustion study
or other statistical purposes.

There are certain “routine uses” which
are applicabdble to a substantial number
of systems of records but which are only
permissible if properiy established by
each ageney:

Disclosures to 8 law enforcement
sgency when criminal miseonduct is sus-
pected in connection with the adminis-
tration of a program:; e.g. apparently
falsified statements on & grant applica-
tion or suspected {rsud on s contract.

Disclosures to0 an investigative agency
in the process of requesting that s back-
ground or suitability investigation be
conducted on individuals being cleared
for access 1o classified information, em-
ployment on contracts, or appointment
to & position within the agency.

The Act further limits the extent to
which disclosures can be made as “rou.
tine uses” by requiring an agency to es-
tablish the “‘routine uses” of information
in each system of records which it main-
tains by publishing s deciaration of in-
tent in the Feotaar RzcisTra, thereby
permitting public review and comment
(subsection (e)(11)).
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SusszcTion (b) CoONDITIONS OF
Discrosva

Subsection (b) “No agency shall dus-
close any record which s scptained in
8 systam ©f records by any means of
cammunicsiion W any person. or to
another agency. €xoept pursuant 0 a
wTritten request by, or with the pnor
written conseit of, the individual to
whom the record periains, unless dis-
closure of the record would be—" .

Thus subsection provides that an
agency may ot disclose any recore con-
tained in systetn of records. as definec
in subsection (a)(5) above, to ARy per-
son Or 10 any other agency unless the
agency which maintains the recorc 1S
requested t0 do s0 by the wndividual
whom the record periains or the agency
has obtained the writien consent of the
individual or the disclosure would fal!
within one or more of the categones
enumerated io subsections (b)(})
through (11), below. The phrase by aoy
means of ocommunication” Immeans any
type of disciosure (e.g. oral disclosure.
written disclosure. electronic or mechan-
ical transfers between computers of the
contents of a record).

Disclosure, however, {3 permissive not
mandatory. An agency is authorized to
disclosure a record for any purpose
enumerated below when it deems that
disclosure to be appropriste and con-
sistent with the letter and intent of the
Act and these

Nothing {n the pﬂncy act should be
interpreted to authorize or compel dis-
closures of records. not otherwise per-
mitted or required, t0 anyane other than
the individual to whom & record pertairs
pursuant to & request by the individual
for access to it

Agencies shall not sutomatically dis-
close a record to someone other than the
individual t0 whom it pertains simpiy be-
cause such a disclosure is permitted by
this subsection. Agencies shall cantinue
to abide by other constraints or their
suthority to disclose information to a
third party including, where appropriate.
the likely effect upon the individual of
making that disclosure. Except as pre-
scribed in subsection (d) (1), (Individual
access to records) this Act does not re-
Quire disclosure of a record to anyone
other than the individual to whom the
record pertaing

A disclosure may be either the transfer
of & record or the granting of access w
a record.

The fact that an individua) is in-
formed of the purposes {for which infor-
mation will be used when informaton is
collected pursuant to subsection te'<2:
does not constitute consent.

There are two instances in which con-
sent to disclose s record might be ac-
tively sought by an agency (ie., with-
out waiting for the individual to reques:
that a disciosure be made).

Disclosure would properly be & “rou-
tine use” (b)(3)) but disclosure is pro-
posed to0 be made before the 30 day
potice period: e.g.. the agency is devel-
oping s sampling {rame for an evaluation
study or a statistical program directly
relsted to the purpose for which the
record was establi=-al

9, 1978
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Disclosure » unreiated o the purpose
for wtuch ibe record 18 mainiained but
the individual may wish (0 elect o bave
his or Ber record disclosed: e.g.. 0 bave
information ot & Federal employment
application refesTed 0 Stals agencies or
t0 Dermit \nformation 08 such aa applie
eskon to be checked against other Ped-
eral agency’s records.

1o either case. however, care must de
exercised to assure thst ihe language of
e request is Dot coercive and that any
consequences Of refusing to consent are
made ciear. It is particalarly umportant
that the imMpression not be crested thal
consent to disclose 3 3 prerequuisite W
obtaining » bened: when it is not

The consent provision of this subsece
tion was pot intended to per=it 8 bianket
or opea-ended consent clause: Le., ope
which would permit e agency to dis-
close a record without Li=ut At 8 minje
mum. the consent clause should state the
general purposes {or, or types of recipe
lents, 10 which disciosuze msy be made.

A record {n 3 systam of records may be
disclosed without either s request {rom
or the written consent of the individual
to whor= the record pertains only if dis-
closure is authorized delow.

Disclosure within the Agency. Subsece
tion (b) (1) “To those oficers and em-
ployees of the agency which maiztains
the record who have s need for the rece
ord in :nhe performacce of their duties:”

This provision is based on & “need W
mow” concept. See also definition eof
“agency.” (8)(1). It is recogmuzed that
agency personnel require access to rece
ords to discharge thelwr duties. In discus-
sizg the copditions of disclosure provie
sion geperally, the EHouse Commitiee
said that “it s 2ot the Commitiee’s in-
tent o impede the ordeciy tomduct of
government or delay services perforcmed
= the interests of the tndividual Under
the conditional disclosurs provisions of
the bill, ‘routine’ transiers will be per-
mitted without the necessity of prier
wTritien consant. A ‘Dop-routine’ transfer
is generally one in which the personal
information on an individual is used for
s purpose other than originally (n-
tended.” (Houss Report 93-1418, p. 12).

This discusgion suggests that some
constraints on the transfer of records
within the agency were iutended irre-
speciive of the defnition of sgency. Min-
tmally. the recipient afficer or employee
must have ag oficial “deed to know.”
The language would also seem to imply
that 2ne use shouid be generally reiated
to the purpose {or which the record is
maintained.

Movemen: of records between person-
nel of diferent agenciss may in some (-
stances be viewed as intra-agency dise
closures if that movement is in connece
tion Wwith ar {nter-agency suUpport agree-
ment. Por exampie, the payroll records
compiled by AZERCY A W0 SuUPPOrt Agency
B in & CTUSI-RITICE AITADZEIDCTS ATE.
arguably, baing maintained by Agency A
as if it were ad employee of Agency B.
While such toansiers would meet the
critens doth Ior intra-sgency disclosure
and “voutine use.” they should be treated
a8 intra-agency disclogures for purposes
of the accounting requirements (e)(4).

MDERAL REGISTER. VOL 40, NC.
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15 this cass, Bowever, Agency B would
remain responsible and lsbie for the
maintanance of such fecords in come
formance wixh the Act.

It should be noted that the conditions
of disclosurs language makas Do specific
provision for disclosurss expressly ree
quired by law otber than § TS.C. 852,
Such disclosures. which are o efect con-
gressionally-mandated “routine uses.”
should sull be established as “routine
uses” - pursuagt to subsections (e (ll)
and (¢ (4)(D). Tais i3 DOt 10 suggest
that & “routing use” must be speciically
prescribed in law.

Disclosure to the Pudlic. Subsection
(D (2) "Required under section 382 of
this wtle:” Subsecsion (b) (2) is intended
“$9 preserve ths Status Quo &s interpreted
by the cousts regarding the disclosure of
personal information” to the public un-
der the Preecom of Information Act
(Congressional Record p. $21817, Deceme.
ber 17. 1974 and p. B122¢4. December 18,
1974) . It absolves the ageacy of any ob-
ligation to obtain the consent of ap in-
dividual before disclosing a record about
him or ber to & member of the public to
whom the agency is required to disclose
such information under the FPreedom of
Information Act and permits an agency
to withhold s record about an individual
{rom a member of the public only to the
extent that it is permitted to do 30 under
closed (Le. they are permitied to be
552(d) ). Given the use of the term “re-
quired™, agencies may not voluntarily
make pubiic any record which they are
pot requiced to relesse (l.e. those that
they are permittad to withhold) without
the consent of the individual unless that
disclosure is permitied under one of the
other poreons of this subsection.

Records which have traditionally beea
considered to be in the public domain
and are required to be disclosed to the
publie. such as many of the 4nal ordess
and opinions of quasi-judicial agenciss,
press reieases, ¢tc. may de relessed under
this provision without waiting for a spe-
cific Freedom of Information ACt request.
Por exampie. opinions Of quasi-judicial
agencies may be sent to counsel for the
perzes and to legal reporting services,
and press relesses may be issued bY
sgencies dealing with public record mat-
ters such as suits commenced Or agensy

initiated. Records which the
sgency would elecs to disclose to the pub-
le but which are not required to be dis-
ciosed (Le. they are permitted 0 Dbe
withheld under the FOIA) may only be
released to the public under the “routine
use” provision (subsection (D) (3)). Note,
however, that an agency may not rely on
any provision of the Preedom of Infor-
magon Act as & basis 07 refusing access
to a record % the individual o whom ¢
pertains, uniess such refusal of sccess
is authorized by an exemption within the
Privacy Act. See subsections (@)(1) and
(g) below.

Disclosure for 8 “Routine Use”. Sub-
section (B) (3) ~"Por a routine uss as de-
fned 10 sudsection (a) (7) af this section
and described under subssction (8)(4)
(D) of this section;”

Records may be disclosed without the
prior comsent 6f the individual for 8

“routine use”. as defined above, if tha:
“routine use” Ras Deen established ar
described in the public notics adout
systemm publishied Dursuant 1o subsec:ozn.,
(@) 4) (D), and (@ (1) delow.
Disclosure t0 the Buregu of the Census.
Subsecuion (D) (4) *“To the Buresu of e
Cansus for purposes of planning or carTy-
i{0f Ut 3 CEOSUS OF JUSYeY OF reisted ac-
?;1:7 PUrSUAS? 10 the provisions of uule
Agenciss may disclose records o inte
Census Bureau 0 indivadually gezl-
abie form for use by the Ceasus Buresu
pursuant to the provisions of Tids 12.
(Title 13 not only Lmits the uses waich
may be made of these recorcs but also
makes them immune {rom compulsor;
ure?

Disclosure for Stotistical Research gnd
Reporting. Subsection (d)8) “To a
recipient who has provided the ageacr
with advance adequate writted assurance
that the record will be used solely as 2
statistical research oOr reporwing record.
and the record is 1o be transiesTed in 2
!‘obt;em-tan is pot individually idenns-

Agencies may disciose records for sta-
tistical purposes under lmited condi-
uons. The use of the phrase “in a {or:
that is not individually identifiadie”
means not only that the i{nformation
disclosed or transferred must Dbe
stnpped of individual identifiers bu:
also that the identity of the individual
CAn DOt Seas0BaAbly be decduced by anr
one rom tabulations or other prese
tations of the information (ie. 1t
identity of the individual can not be de-
termined or deduced by combdining varni-
ous statistical records or by refecence o
public records or other available sources
of information.) See also the discussion
of “statistical record” ((a) (6)), above.

Records, whether or not statistical
records as defined in (a) (6), above, may
be disclosed for statistical researsh or
reporting purposes only after the agency
which maintains the record has received
and evaluated s written siatement
which:

States the purpose for requesting he
records; and

Carifies that they will only de used as
statistical records.

Such wnitten statements will be made
part of the agency’s sccounung of dis-
closures under subsecsion (¢) (1).

PFundamentally, ageocies disclosing
records under tRis provision ase e
quired to assure that informstion dis-
closed for use a3 3 staltistical research or
reporing record cannot reasonsbly be
used iz any way td> make determinstions
sbout mdividuals. One may nfer {rom
the legisiative history and other poruons
of the Act that an objeciive of this proe
vinon is to reduce the possibility of
matching and analysis of statistica! rec-
ords witll other records to recoastutt
individually identifiable records. An a:-
counting of disclosures is not requurec
when agencies Dublish aggregate data
long a3 po individual member of
population coversd can be identific
for exampile. statisticy oC exmployee 3D
over Sales Sick leave usags Tales
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Viewed {rom the perspective of the
recipient agencias. material thus trans-
{erred would not constitute records for
‘s purposes.

msclosure to the National Archives.

;ection (' (6) “To the Nationai Ar-

‘es of the United States as s record

ch has sufficient historical or other
.alU¢ 10 WAITAN! IU continued preserva-
tior by the United States Government. or
for evaluation by the Admunistrator of
General Semices or hus designee to de-
terruune whether the record has such
value.”

Agencies may disclose records to the
Nationa! Archives of the United States
pursuant to Section 2103 of Title 44 of
the Tnited States Code which provides
for the preservation of records "of his-
torical or other value™. This subsection
(i) 16)) allows not only the transfer of
recorcs for preservation but also the dis-
closure of records to the Archuvist 10
permi. a determination as to whether
preservation under Title 44 is warrapted.
See subsections (1)(2) and (1«3 for 8
discussion of consiraints on the main-
tenance of records by the Archives.

Records which are transferred to Fed-
era] Records Centers for safekeeping or
storage do not fall withun this category.
Such transfess are not considered 1o be
disclosures withiz the terms of this Act
since the records remain under the con-
trol of the transferring agency. Federal
Records Center personnel are acting on
benal! of the agency which controls the
records. See subsection (}) (1), below.

Disclosure ‘or Lax Enforcement Pur-
oses. Subsection (b)(7) *“To another
;eney or to an instrumentality of any
avernmental jurisdiction within or un-
the control of the United States for a
1 or enminal law enfdrcement activ-
, if the activity is suthorized by lavw,
and if the head of the agency or instru-
mentality has made a written request to
the agency which maintains the record
specifving the parucular portion desired
and the law cnforcement actvity for
which the record is sought:”

AD agency may, upon receipt of a wTit-
ten request, disclose a record to another
agency or unit of State or jocal govern-
ment for a civil or eriminal law enforce-
ment actvity. The request must specily

The law enforcement purpose for
which the record is requested; and

Thne particular record requested.

Blanket reguests for all records per-
taining to an 1adividual are not permit-
ted. Agencies or other entities teeking
disclosure may, of course, seek 8 court
order as a basis for disclosure. See sub-
section (b) (11).

A record may also be disclosed to a law
enforcement agency at the initiative of
the ageney which maintains the record
when s violauon of Jaw is suspected.
provided, That such disclosure has been
established in advance as a “routine use”
and that misconduct is related to the
purposes for which the records are man-
tained. For example, certain loan or em-
ployrent application information may
be obtained with the understanding that

NOTICES

individuals who knowingly and willfully
provide inaccursie or erroneous informs-
tion will be subject to criminal prosecu-
tion. This usage was explicitly addressed
by Congressman Moorhead in explaining
the House bill. on the ficor of the House:

1t sbould be nowd that the “routine use”
exception is in sddition W the escepticn
provided for dussemination for law snforce-
meat ACLITILY under subsection (b) (T of the
biil. ‘Thus & requesied record may be dissem-
insted unoer either the “Toutine use” oxcep-
tion. the “law epforcement” excepuon. or
both sections, depending o the CiIrCUmMstAn-
ces of the case. (Congresnonal Record No-
vernber 25, 1974, p. X10962.)

in that same discussion. sdditional
guidance was provided on the term “head
of the agency’ as that term is used 1o this
subsection b}

The words “head of tbe agency” deserve
elaboration. The committes recognizes that
the beads of Government departmenu cane
not be expected W0 personslly request each
of tbe thousands of records which msay pro-
periy be disseunated under this SuUDNECtIOn.
11 that were required, such officials could not
perform their other duties. and is many
cases. they could DOt even periorm record re-
quesung duties alone. Such duties msy de
delegated, like other guties. to otber officials,
whes absolutely necessary but never beiow &
seclion chief, and this i3 What 13 ccolem-
plated br subsection tb1:%7). The Altorney
General. for example, will have the power W
deiegate the authomty to request the thou-
sands of records which may be requred for
inhe operation of the Justice D pariment ut-
der this sectioh.

It should be noted that this usuage is
somewhat at variance with the use of the
term “agency head” in subsections (),
and (k;. rules and exemptions, where
delegations to this extent are neither
necessary nor appropraate.

This subsection permits disclosures for
law enforcement purposes only to gove
ernmental agencies “within or under the
control of the United States.” Dis-
closures to w foreign as well as to State
ancd local) law enforcement agencies
may. when appropnate, be established
ss “routine uses.”

Recorcs in law enforcement systems
may also be disclosed for law enforce-
ment purposes when that disclosure has
properly been established as s “routine
use”; e.g.. statutorily authorized re-
sponses to properly made queries to the
National Driver Register: transfer by &
law enforcement sgency of protective
intelligence information to the Secret
Service.

Disclosure under Emerpency Circume
stances. Subsection (b)(8) “To s person
pursuant to 8 showing of compelling cir-
cumstances affecting the health or safety
of an individual if upon such disclosure
potification is transmitted to the last
known sddress of such individual:”

Agencies may disclose records when.
{or example, the time required to obtain
the consent of the individual to whom
the record pertains might result in a de-
sy which could impair the health or
safety of an individual: as in the release
of medical records on a patient under-
going emergency treatment. The wndivid-
ual pertamming t%© whom records are

voe
28635

disclosed peed DOt necessarily be the ir-
dividua! wbose health or safety it a:
peril. eg.. release of dental records on
several ipdividuals 1B order 0 identis

‘ap individual who was injured in arn

accident.

Dnsclosure to the Compress. Subsectior.
(b)(9) “To either House of Congress or
to the extent of matter within its juns-
diction. any committee or subcommitiee
thereo!. any jolnt committee of Congress
or subcommitiee ©f any such joint
commitiee.”

Trus language does not suthorize the
disclosure of a record to membess ol
Congress acting in their individuai ca-
pacities without the consent of the in-
dividual.

Dusclosxre to the Gencral Accouniing
Office. Bubsection (b 10! “To tne
Comptrolier General. or any of hu au-
thorized representatives. in the course (¥
the performance of the duties o! the
General Accounting Ofice:”

Duisclosure Pursuant to Court Arder
Subsection tb)t11) “Pursuant to the
order of & court of competent juriscice
won.”

SULSICTION (€} ACCOUNTING OF CEATAIN
DiscLosuRLs

Subsection ¢! “Each agency. with re-
gpect w0 each gysiem Of recorc under
its control. shall—"

When Accounting Is Required. Sub-
section (e)t1) “Except for disclosures
made under subsections (b)(l1) or (b
(2) of this section. keep &n aecurate
accounung of —

“1A) The date. nature. and purpose of
each disclosure of 8 record to any person
or to another agency made under sub-
secuon tb) of this section: and

“B' The name and address of the
person or agency to whom the caisclosure
1s made:”

Ar accounting is required

For disclosures outside the agentr

-even whnen such disclosure is at the re-

quest of the individual with the writter
conser.t or at the request of the mcivi-
dual;

For disclosures for routine uses (see
(b'{3¥);

For disclosures to the Bureau of the
Census 'see (b) (4))

For disclosures to & person or another
agency for staustical research or repori-
ing purposes isee b)(§¥);

For disclosures 10 the Archives (see
(b)6));

For disclosures for a law enforcement
activity consistent with the provisions
of subsection isee (B) (7))

For disclosures upon 8 showwmg of
“compelling circurnsiances” isee b
(8)7;

For disclosures w the Congress or tuv
Comptrolier Creneral tsee b 19 WG
(10)); or

For disclosures pursuslit W0 3 Cuuil
order tsee (b1(11)).

A sccOuUnUng uf dsclosures i Lo
required

Por dusclosures to employees vl Wi
agency mAintg:Miuy W 1evord Wi L
a peed 0 have sctes W Wie perfvimuao
of therr official dutles fur Wit aetsn:
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(Agencies are required to establish sale=
gusrds, pursuant to subsection (0) (10,
10 assure st individuals wbo do Dot
have s “need 10 Know” will 808 Dave ace
cess.) (see (D) (1)) af

Tor disclosures 0 members af the pub-
le which would be required under the
Preedom of Izformation Act e
(9)(3)).

(Mots: Thst ¢ S0UANNE TOqUIremss
15 20t one JOmA Whith s DMLY MY
saek ;. exemption uDder subsectisns (J)
and (X))

“The term ‘accountiag’ rather than
‘record.’ [was Gsed) 0 indicate st an
agency tesd 2ot maks & Dotatiom oo
a smgle document of every disclosure
of » pardcular record Thes SSSRCY WAY
Use aZy systam it desires for keeplag
notations of disclosures, provided that
it can comstruct from its system a docu-
ment lisuing of all disclosures” (Houss

Repor: §3-1416, . 14). For sexampis. U -

a list of names and other pestinens dsta
necessary to issue payroll or bensfit
checss 5 wansierred w0 8 disbursing of-
fAce cutnide ths agency. the agency rans-
fersing the recors bDeed not maintain 8
separate record of such transfer in each
individual record provided thst It can
consTuct the required sccounting mlore
mation when requested by the individ-
ual (subseczion (€)(3)) or when neces-
sary %0 inform previous recipieats of any
corrected or disputed nformmation tsub-
sectiop (¢) (4)). The sccountrg should
also provide s crossereferencs t0 the
basis upon which the release was mage
{ncluding any writtez documextation as
is Tequired in the case Of the reiesss of
‘Tecords for statstical or law enforcement
purposes.

In some irstances. (e.g.. invesigation

.Or prosecution of suspezsed criminal ace
tivity) s disclosure may consist of a con~
imuing dialogue between two agencies
over 3 period of weeks or moatks. In
sach 3 situanon. it may dbe appropriate
10 make a gexeral notation that, as of
2 specifed date, such contact was ini-
tated and will be maintained untll the
corciusion of the case.

While the sccounting of disslosures,
wher maintained azast {rom the record,
might be considered a system of records
undes the Act. this could jead to the situ-
ation of having t0 matntain An sccounte
ing of disciosures lrom tbe original ac-
cou=ting and having t0 Mmaintain that
second accounung for Sve years. ets.
Note that subsection (¢) (3) gives an in-
dividual a rigat of access to the sccount-
ing wich would not have been necessary
{f the ACCOURURE Were consiGeres 3 seda-
rate syste= of record. Therefore, it would
seem that the intest was to view e
accounting of disclosures as other than s
system of records and to copclude that an
accounting need not de mauntained for
disclosures frozn the accouating of dis-
closures.

Retgining the Accounting of Dis-
closures. Subsecuon ‘¢)(2) “Ratam the
accoungng made under paragraph (1)
of thus subseczon for at least 8ve years
or the life of the record, whichever is

ciosed (subsectiom (¢)(3}): (3) t pro-
vide s basts {oc subsequently advising re-
cipients of recorts of any ocorrected or
disputad records (subsection (e) (4):
and (3) to prowde an audit =il for sub-
sequent reviews of agency compllance
with subsection (D) (conditions of dis-
closure) . As discussed above, with respect
to mafntaining the accountng, the ac-
counsing seed ot be retawned on & record
by secord basis as long a3 the procesdures
adoptad by the sgeNCY Dermit it 10 satisly
these objectives. While the accounting is
required 0 be mmaintained for at lesst
five years, nothing in the Act requires
the retention of the record itself where
the record could otherwise lawtully be
disposed of sooner.

The sccounting is required to be re-
tained for five years from the date of
the disciosure unless the record i3 re-
tained longer. Record retentQn stand-
ads remain as prescribed in applicable
law and GSA regulations.

Making the Accounting of Disclosures
Avcilable to the Individual. SubsecHon
(©)(3) “Except for disclosures made
wnder subsection (D) (T7) of this section.
maks the accounting mads under pars-
£aph (1) of this subsection availabis to
the individual damed in the record at his
request;”

Upon request of the individual o whom
the record Dertains an agency must make
svailable to that {ndividual all informa-
tion in 1t3 accounting of disciosures exe-
cept those pertaining to disclosures to
another agency or governmesnt nstu-
mentality for law enforcement purposes
pursuant to subsection (b) (7) unless the
system has been exempted Srom this pro-
nsi0n pursuant to subsections (§) or (k).
Agencies may wish 0 masairtain the ac-
counting of aisclosure in such a manner
that notations of disciosures pursuant to
(D) (D) are resdily segregable in order to
facilitate timely release of the disclosure
accounting when requested by the in-
dividual Since the accounting will often
not be maintained in s form whieh is
readily comprehensid’e to the individual,
the process of “making the accounting
avallabie” may eatail some transforma-
tion of the accounting by the agency so
as to make it intellipibie to the individual
This may require the ageacy to compuls,
from the accounting., a lst ol those to
whormn the record was disclosed.

Intorming Prior Recipients of Core
rected or Disputed Records. Subsection
(€) (4) “Inform any person or other
agency about any correction or potation
of dispute made by the agency in aceord-
ance with subsection (d) of this section
of any record that has been disclosed to
the person or agency If an accounting of
the disciosure was made.”

When & record is corrected at the re-
qQues: of an incdivnidual acting i accord-
ance with subsection (d) (2) or 3 siate~
men: of dispute is fled as provided (n
subseczion (d) (), the agency maintain-

(e) (4
sponding language i AR 16373 30 thas
the HEouse repor; discussiod of this pro-
vion i3 2o longer sPplicanls).

Given the dsfinitton of “record™ (s
record may be construed 0 be & Dant of
another record) and the lacguage of
subsection (&) (4), below, it would appesr
that the notiScation of correction or of
the Aling of & statement of dissgreement
is required only to the extent that the
correc=0n or disagreement pertans to
the informstion sctually disclosed: Le..
recipients of & porsion of & secord other
than the portion which is subsequestly
corsecsed or disputed need 20t be in-
formed. Where there is any doubt as to
whether the correcied lmformasaiion was
included {n or might be relevan:t 0 2
orevious disclosure. agencies shouid
noti{y the recipients in quesson.

The langusge of this subsection ev
plcitly requires only LEal Prior recipier
be notified of correstions mace pussua
to 3 request % amend 3 record by AL
individual and does 20t address records
corrected for other reasons: e.§.. ageACY
staf detects erToneous data or & turd
pacty source provides corTeciad Wmiorm
tion. Nevertheless, agencies ase encour-
aged to provide corrected (nIormation 0
previous recipients. ircespective of the
means by whuch the correction was Dade
whenever it is deemed feasidle to do 30
¢ information included in & previous dis-
closure was changed particularly when
the agency is aware tha: the correction
is relevant Lo the recipient’s uses trre-
spective of the means dy which the cor-
rection is made

StsszcTioN (d) Acczss To Rxcorss

Subsection (d) “Each agengy tha:
Dawntaing 3 system of recorz shalle"

Individual Access to Records. Subse:-
tion ¢d)(3) “Tpon request by an indi-
vidual to gain access o Ris record or 2
any information pertaining to um wiucn
is contained in the system. perzrut R
and upon his requess. 3 person of s owT
choosing to acecompany him. o review
the record and have & copy made 0f .
or any portion thereof in & form com-
prenensidie o him. except that the
agency may requitt the individual t°
furaish 3 written statement suthor:ning
discussion of that incdividual's reecerd o
the ACCOmMPANYIRg Pes3On’S resence

An agency must. upen request: !
Inform an individual whethes a8 s¥su
of records contans a record 0T recd:
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pertatning to him, (2) permit an indi-
vidual 10 review any record periaining
to himm which is contained i & system
of records. (3) permit the individual W
be accompanied for the purpose by &
person of hus choosing. and '4) permit
he individual o obtain & copy of any
such record ip & form comprehensidle to
him at s reasonable cost. This provision
it should be noted. gives an individual
_ the right of sccess only W records which

" are contaiped in a systemr of records.

See 12)(5). above.

This language further suggests that
the Congress did pot intend to require
that an individual be given access o in-
formation which the agency does DOt
retneve by reference to his or her name
or some otber identifying particular. See
subsection (8)(5). If an individual is
pamed in s record about someone eise
(or some other type of entity) and the
agency only retrieves the portion per-
taining to hun by reference to the other
person’s Dame (Or some organization/
subject identifier). the agency is not re-
quired to grant him sccess. Indeed, I
this were not the case, it would be nec-
essary to estatlish elaborate cross-
referexces among records, thereby in-
creasing the potential for privacy abuses.
The following examples {llustrate some
applications of this standard.

1. A record on Joan Doe &s an employee
{n a file of employees {rom which mate-
rial is accessed by reference 1o her name
(or some identifying number). This is
the simplest case of & record in 3 system
of records and Joan Doe would have a
right of access.

2. A reference to Joan Doe in a record
about James Smith in the same file. This
‘s also a record within a system but Joan
Joe would not have to be granted sccess
anless the agency had devised and used
an indexing capability to gain access to
her record in James Smith's file.

3. A record about Joan Doe in & con-
tract source evaluation file sbout her
employer, Corporation X. which is not
accessed by reference to individuals’'
names, or other identifying particulars.
This is & record which is not in a system
of records and. therefore, Joan Doe
would not have a right of access 1o it.
1¢. as in 2. above, an indexing capability
were developed and used, however, such
s system would become s system of rec-
ords to which Joan Doe would have &
right of access.

Agencies may establish fees for making
copies of an individual's record but not
{or the cost of searching for a record or
reviewing it (subsection (f)(5)). When
the agency makes & copy of a recard asa
necessary part of its process of making
the record avallable for review (as dis-
tinguished {rom responding to & request
by ap individual for a copy of & record),
no fee may be charged. It should be noted
that this provision differs from the ac-
cess and fees provisions of the Freedom
of Information Act.

The granting of access may not be con-
ditioned upon Any requirement to state
& ressod or otherwise justify the need to
gain access.

NOTICES

Agencies shall establish requirements
to veridy the identity of the requesier.
Such requirements shall be kept W0 &
minimum. They shall only be sstablished
when Decessary reasonably to assure that
ap individual is not improperly granted
access 10 records pertaining to another
individua) and shall not unduly impede
the individual's right of access.
dures {or veruying identity will vary de-
pending upon the nature of the records
w whicn access is sought. For example,
no verification of identity will be re-
quired of individuals seeking 8ccess 0w
records which are otherwise avalladle to
any member of the public under § USC.
$82, the Freedom of Information Act
However., {ar more stringent Imeasures
should be utiized when the records
sought 10 be accessed are medical or
other sensitive records.

For individuals who seek access in per-
son. requirements for verification of
sdentity should ** limited W information
or documents which an individual is
likely to have readily available (eg., 8
driver's license, employee identification
card. Medicare card) . However, {f the in-
dividua) can provide no other suitable
docurrentation, the agency should re-
quest & signed statement from the in-
dividual asserting his or her identity and
stipulating that the individual under-
stands that mowingly or willfully seek-
ing or obtaining access to records about
another indivicual under faise pretenses
is punishable vy & fine of up to $5,000.
(Subsection (1)(3).)

For systems to which sccess is granted
by mall (by virtue of their location)
verification of identity may consist of the
providing of certain minimum jdentify-
ing data; e.g.. pame, date of birth, or
system persopal identifier (i known %o
the individual). Where the sensitivity of
the data warrants it; (i.e.. unauthonzed
sccess could cause harm Or embarrass-
ment to the individual), s signed nota-
rized statement may be required or other
reasonable means of verifying identity
which the agency may determine to be
necessary, depending on the degree of
sensitivity of the data involved.

Norz: That section 7 of the Act forbids an
agency to deny an individual any right (in-
cluding access to a record) for refusing W
disclase s Social Security Number unless 8is-
closure is required by Federsl statute or by
other laws or regulations sdopted prior o
Jenusry 1. 1973.

Agencies are also permitted to require
that an individual! who wishes to be ac-
companjed by another person when re-
viewing & record furnish & written state-
ment authorizing discussion of his or ber
record in the presence of the accompany-
ing person. This provision may not be
used to require that individuals who re-
quest access and wish to sutharize other
persons to accormpany them provide any
reasons for the access or for the accom-
panying person’s presence. It is designed
to avold disputes over whether the in-
dividual granted permission for disclos-
ure of information to the accompanying
person.
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Agency procedures [or complying with
the tndividual access provisions will nec-
ssanly vary depending upon the size
and nature of the system 0Of records
large computer-dased systermns of rec-
ords clearly require & difierent approac’,
than do small. regionally dispersed. mar.-
vally maintained systerns. Nevertheies:
the basic requirements are constant
namely the mght of the individual tc
have access to a record pertaining t
him and 0 bave 3 copy made of all o:
any portion of such records in a form
which is comprehensible to him Putunc
informsation W 8 comprehensidle form
suggests copverung computer codes to
their literal meaning but not necessarily
an extensive tutorial in the agency's pro-
cedures in which the record 13 usec.

Neither the requirements to grant ac-
cess nor 10 provide copies nDecessanly
require that the physical record itsell be
made available. The form in which the
record is kept (e.g.. On Magnetic tape: or
the context of the record (e.g.. access W0
s document may disclose records adout
other individuals which are pot reievant
to the request) may require that a rec-
ord be extracted or translated in some
manner; ¢.g.. to expunge the identity
of s confidential source. Whenever pos-
sible. however, the requested record
should be made available in the form in
which it is maintained by the agency and
the extraction or translation process
may not be used to withhold information
in a record about the individual who re-
quests it unless the denial of access 15
specifically provided for under rules is-
sued pursuant to one of the exemption
provisions (subsections (§) and (k)).

Subsection () (3) provides that agen-
cies may establish “a special procedure.
{f deemed necessary, for the disclosure
to an individual of medical records. in-
cluding psychological records, pertain.
ing to him.” 1n addressing this provi-
sion the Rouse committee said:

11, 1o the judgment Of the agency. the
tansmission of medical information Girect-
ly o nquuu.n( individual could have an
sdverse efiect upon such individual, the
rules which the sgency promulgstes should
provide means whereby st individual who
would be adversely afected Dy receipt of
such data may be apprised of it 1n & manaer
which would DOt cause such adverse eflects.
An example of s rule serving such purpose
would be transmission to & doctor named by
the requesting individual. (House Report 93—
1618, pp. 16-17)

Thus, while the right of individuals to
have access to medical and psychological
records pertaining to them is clear, the
nsture and circumstances of the disclo-
sure may warrant special procedures.

While the Act provides no specific
guidance on this subject, agencies should
ackpowiedge requests for access to rec-
ords within 10 days of receipt of the re-
quest (excluding Saturdays, Sundays,
and Jega! public holidays). Wbherever
practicable, that acknowledgement
should indicate whether or DOt access
can be granted and. if so, when. When
sccess i3 to be granted. agencies will
pormally provide access o & record
within 30 days (excluding Saturdays,
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d 3
records centar and. therefore.
readily sccessible. See subsection (D (1),
Presumably. {8 such cases the Sk of
adverse determinstion being made
the Sases of 3 secord to which access i3
sought and which the indindual mught
choose 10 challenge 5 Teistively low.

Requests 10r Amending Records. Sub-
secaon (d) (2) “Pemmit the individual to
reques: amendment of 3 record pestain-
ing w hum ande="

give 1ndividuals the opporiunity to fe-
ques: that tBelr records be axnended. The
procedures may permit the individual
to present & fequest either in person. dY
teiephoae. or through the mall but the
process should not normally require that
the individual present the request in
persog. I the sgency deems (¢ appropri-
ate. 1t Mmay require the requests be made
in writing, whether preseated in person
or through the mal Instructions for
the preparation of s request and any
forms empoloyed shouid be as bnef and
as simpie as posnible. If & request i3 re-
ceived on other than a preseribed form.
e agency should not seject it or request
resubmission unless additional informa-
on 1S essent:al to process the request.
1= wnat case. the inquiry % the indivd-
ual shouid de limited to obtaining the
neeced additonal wformation. nok re-
subrrassions of the eawre request, Incom-
Diete or 1naccurate tequests should not
pe re:ected categoncally. The wdividual
should be asked %0 cianiy the request as
rneedesd. Requests presented (o person
should be screened driefly while the indi-
vidual is still present. wherever possidle.
t0 assure that the request is complete 50
that clarification may be obtained on the
spot.

These provisions for amending records
are not intended O permit the aiteration
of evidence presented in the course of ju-
dicial. quasi-judicial or quas-ieqisiative
proceeZ1ngs. Any changes 1n such records
should de made only Wurough the esiad-
lished procedures consistent =th We ad-
versasy process. These provisions are 20t
designed 1o per=it collateral attack upon
that whuch Ras already been ihe subject
of a judic:al or quasi-judic:al action. For
example. these drovisions are not dee
signed 0 permit an individual % chal-
le=ge a convicnon for s crunal ofense
received 10 another forum or to reeped
the assessment of a tax liability. but the
individual would be adie to challenge the
facs Wnat conviction or liadility has beed
naccurately recorded 1n hus records.

The sgeacy should also requre veridl-
cason of identity o assure that: the re-
Quesiors are seekiag o amend records
pemainung to themseives and oot inad-
vererntly or intentionally. the records of
other ingividuals.

Acknowliedpgement of Requesis 0

NOTICES

Amend Records. Subsection (4)(2) tA)
*Not later Whan 10 days (excluding, Sat-
urdays. Sundays and legal pudlic holl-
days) after the date of recsipt of such
request. acknowiedge in writing such re-
cetpt: and”

A wntien acknowiedgement by the
agency of the recmipt of a fequest %0
amand a record must de provided to the
individual wain 10 days (exeluding
Saturdays. Sundays. and legal public
holidays'. The scknowlecgement should
clearty descrmibe the request (a copy of
the request form may be appended 0 the
acknowledgement) and advise the indi
vidual when he or she may expect 0 be
advised of acton taken on the request

No separate acknowiedgement of re-
et is necessary U the request ean be
teviewed, processed, snd the individual
advised of the results of the review
(whether complied with or denied)
withun the 10-day period.

For requests presexted in person, writ-
ten acknowledgement should de provided
at the time ths request is presented.

Actions Regquwired omn Requesis o
Amend Records. Subsection (d)(2)(B)
“Prompuly. either

{1} Make any correction of any por:ion
thervo! wiich the ladividual delieves is tot
sccurats. relevast. timely, or compiets: o

(1) 1aform the individual of 12 refusal to
amend e Mecord N ACTOrSARCe With Als ree
Qquest. the Teason fof the fefusal, the proce-
dures establisbed Dy the agedcy for the 1adi-
vigual to request & review of the refusal dY
the hesd of the sgeacy OF ap oZcer desig-
natad Dy :he hesd of :he sgency. and the
came sud dumness sacress of that odlgiad:

Ia reviewing an individual's request to
amend a3 record, ageacies should, whes-
ever pracucable. complets tke review
and advise the indivdual of the results
within 10 dass of the receipt of the re-
quest. Prompt aclion is necessasy both
to assure that records are as accurate
as possidble and to reduce the adminise
trative efort which would otherwise dbe
involved :3 issuing a separate scknowl-
edgeent of the receipt of the request
and subsequently inforaung e indi-
vidual of the action taken If the nature
of the request or the sysiem of records
preciudes compieting the review within
10 days. he required acknowiedgement
tsubsecuon d) (2) 'A) above.) must be
provided within ten cays and the review
should be complesed as s00n as reason-
ably possible. normally wittun 30 days
{rom he receipt of the reques: (exsiud-
ing Saturdays, Sundays. axnd iegal public
holidays) unless unusual circurasiances
preciude completing action within that
time. (The number of cases on which
the agency was unable to act wittun 30
days will be included iz the ansnual ree
por: (subseciion ‘pi). If the expected
compietion date for the review indicated
in the acknowiedgement cannot be met.
the individual should Se advised of that
deisy and of a revised date when the
review may be expeciad 10 be compieted.

“Cousual circumsiapcas” can be
viewed as situations in which records
caanot be reviewed through the agency's
nor;nal process. By definition. such cases
would. statistically, be ine excepuon. A

review which entails obtaimng supparti.
ing data from retired records or {rom
another sgency and which oould Bol.
therefore De completed wnthin the re-
quired time might qualify.

1n reviewnng & record i respodss 0 b
request o amend it the agency should
assess the sccuracy, reievance. Wmel-
ness, or comdieteness of e record o
terms of the cnitess established in sud-
section ‘@) ($), i.¢. tOo assure Jaress 0
the indindual 0 whorm the record per-
tains 13 any determination about that
individusl which may be made on e
basis of that record.

With respect to requests 0 delete =n-
{formation. agencies Just heed the cm-
tema established in subsecdon (e2 ‘1),
nsmeiy. that the infor=sation must de
“we ¢+ ¢ relevant and necessary to ace
complish & starutory purpose of e
agency required to be sccomplished by
law or by executive order of the Presi-
dent.” This is not to suggest that age=-
cies may routizely mainlaxn irelevan:
or unnecessasy informatiopn unless it is
challeaged by an individual. but rather
At rece:pt of 3 request o delete infore
mation should cause e agency to re-
consides the need for such informar:
Reviews ia connection with the develod-
mesd of 3 sy3tem, Whe predantion of e
public potice and the cescrmiption of e
purposes for which it is rmaintained and
periodic fetiews of the s7stem, tO assure
thas only informmation which is neces-
$ary for the laxtul purpeses {or *hich
the sysie of secosds was established is
maintained n it will be the primary
vehicles for assuTing that ozly relevaz:
and necessary informaticz s =amn-
tained

Agenacy standards lor reviewing vesords
in response t0 a cequest W amend them
may. 3t wse agency’s option, dbe incluced
as par of the mules promulgaied pussy-
ant to subsection ({4, Generaly. it
would seem cwasonable to conclude tnal
such standards ‘or review need be 20
more striagent than is reasonadir neces-
sary to meet he general critesid in sub-
sections @) 1) and we) 3 {or accusacy.
relevancs, tirnsliness. and completeness.

Judic:al review is avauadle {or agency
deteruupations to grad: an individual
access and % amend Or not ame=d 3
record pertaining 0 the individual. While
the dedznite burden of proof for Franig
access is upon the agency in such judicia.
review, i e judicial review of the re-
fusal of an agency to amend a recors
ere 5 nNo SIMuias burgen uporn the
agency. An analogous standard r=ay be
utlized by the agencies Wn establshiag
stancards for review of iinghtvidual re-
quests {or amencments of recores. The
burdea of going {orward couid dbe placec
upon the indivigual wio in ot :n-
stances wul know becter than the ageaes
the reasons wiXy the reesrd should bde
smended. It would be appropriaie. 1=
agency regulations setung forir the
stapdards they will use upon review of
such request. that the individual be re-
qured 0 5uppiy certawn miormatiog I
suspos: of Ris recuest {or ameadment of
e record. Tiie request would tnen be
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appropriate for resolution upor detere
minaton of Rreponderance of evidence.

1 the agency sgrees with the ind-
vidual's request 10 amend & record, the
agency shall—

Adwvise the tndividual;

Correct the record accordingly. and

Where al accounting of disclosures has
been made. advise all previous recipients
of the record of the {act tbat the cor-
rection was made and the substance of
the correction.

If the agency. after its initial review of
a request to amend a record, disagrees
with all or any portion thereo!, the
agency sball

To the extent that the sgency agrees
with any part of the individual's request
1o amend, proceed as described above
with respec: W those portions of the
record which it has amended.

Advise the individua) of its refusal and
the reasons therefor including the crite-
ria for determuning accuracy which were
employed by the agency (o conductng
the reviex;

Inform the individual that he or ghe
may request a further reviexw by the
agency head or by an officer of the agency
designated by the agency head; and

Describe the procedures for requesting
such a review including the name and
address of the official 0 whom the re.
quest should be directed. The procedures
should be as simple and brief as possible
and should indicate where the individual
can seek advice or assistance in obtaining
such a review.

If the recipient of the corrected infor-
matior is an agency and is maintaining
the information which was sorrected in
s svsitem of records, it must correct its
records and, under subsection (¢) (4), ap-
prise any agency or person to which it
had disclosed the record of the substance
of the correction. Subsequent recipient
agencies should similarly correct their
records and advise those to whom they
bad disclosed it. Agencies are encoursged
to establish in their regulations, time
limuits by which. except under unusual
circumstances, transferees of any
smendment t¢ & record.

Requesting a8 Review of the Agency’s
Rerusal To Amend ¢ Record. Bubsection
(d) (3) “Permit the individual who dis-
agrees with the refusal of the agency o
amend his record to request a review of
such refusal. and pot Jater than 30 days
(excluding Saturdays, Sundays, and legal
public holidays) from the date on which
the individual requests such review, com-
plete such review, and make & final de-
termiration unless. for good cause
showp, -the head of the agency extends
such 30-day period: and if, after his re-
view, the reviewing official also refuses to
amend the record in accordance with the
request, permit the individual to file with
the agency a concise statement setting
forth the reasons for his disagreement
with the refusal of the agency, and notify
the individual of the provisions for judi-
cial review of the reviewing official’s de-
terminsation under subsection(g) (1) (A)
of this section;”

NOTICES

ADp bdividual who disagrees with an
agency's initial refusal to amend s record
may flle & rvquest for further review of

thet determination. The agency bhead or -

aD officer of the agency designated in
writing by the agency head should under-
take ab tndependent review of the tni-
tial determination. U someone other
than the agency head is designated t0
conduct the review, it should be an off-
cer who is organizationally independent
of or senior to the officer or employee who
made the initial determination. For pur-
poses of this section, an “oficer” i3 de-
fined to De “° * ° a justice or judge of
the United States and an individual who
JT—

(1) Required Dy law t0o be appointed in
the civll |or military]® service by one of the
foliowing acting ib an oficial capscity—

[°It 13 assumed tbat, while the languspe
above 3oes DOt specifically cover it, s milltary
ofdcer otherwise Quallded a8 the reviewing
offcial would be permitted 30 serve a3 the
reviewing oficial.)

(A) Tbe Preaident:

(B A court of the United States:

{C) The head of an Ezescutive agency. or

(D) Tbhe Secretary of s military depart-
ment:

(3) Zngeged 1n the performence of & Ped-
eral function under autbority of law or sb
Lxecutive act: and

(3) Subdject to the supervisiod 0f an su-
thority named by B (1) of this sec-
tion, or the Judicial Conferencs of the
Tnited States, while engsged I the per-
formancg of the duties of his offioce. (8 US.C.
2104(8)).

Delegations must be made in writing.
In conducting the review, the reviexing
official should use the criteria of ace
curacy, relevance, timeliness. and com-
pleteness discussed above. The reviewing
oficial may, at his or her option. seek
such additional information as is deemed
necessary to satisfy those criteris; Le.,
o establish that the record contains
only that information which is necessary
and is s accurate, timely. and complete
AS DECEESATY 1O assure fairness in any de-
termination which may be made about
the individual on the basts of record.

Although there is no requirement for
s formal hearing. pursuant to the pro-
visions of 5 U.S.C. §56, the sgency may
elect genenally or on & case by case basis
to use such or similar procedures. The
procedures elected by the agency, how-
ever, should insure fairness to the indi-
vidual and promptness in the determi-
nation. The procedures should provide
that as much of the information upon
which the determination is based as pos-
sible is part of the written record con-
cerning the sppeal. The records of the
appesl process should be maintained by
sgencies only &S Jong as is reasonably
necessary for purposes of judicial review
of the agency's refusal 1o amend s record
upon appeal

¢, after copducting this review, the
reviewing official also refuses to amend
the record in accordance with the indi-
vidual's request, the agency shall advise
the individual:
1Otttsrﬁua.lmdt.hemmen-

or;
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Of his or her right to file » concle
statement of the Individual's reasons for
disagreeing wilh the deciiop of the

agency .

Of the procedures for filng s state-
ment of disagreemaent;

That any such statement will be made
avallable t0 anyone to whom the record
13 subsequently disclosed together with.
4 the agency deems it appropnate. &
brie{ statement by the agency sum-
manzing its reasons for refusing to
amend the record.

That prior recipients of the disputed
record will be provided s 00py of any
statement of dispute 10 the extent that
an sccounting of disciosures was maun-
tained (see subsection (¢)(4)); anc

Of his or her nght to seek Judicial re-
view of the agency's refusal to amenc a
record provided for in subsectior
(g 11) (A), below.

If the reviewing oficial determines that
the record should be amended in accorc.
ance with the individual's request, the
agency should proceed &3 prescribed in
subsection (d) (2) (B) (1), sbove; name!y.
correct the record, advise the individua!l,
and inform previous recipients.

A notation of a dispute is required to
be made only {f an individual informs the
agency of his or her disagreement with
the agency's determination under zub-
section (d)(3) (appeals procedure) not
to amend a record.

A final agency determination on the
individual's request for a review of an
agency's initial refusal to amend a record
must be compieted within 30 days unless
the agency head determines that a fair
and equitable review cannot be completed
in that time. If additional time is re-
quired. the individual should be Informed
in writing of the reasons for the delay
and of the approximate date on which
the review is expected to be compiezec
Such extensions should not be routine
and should not normally exceed an add-
tional thirty days. Agencies will be re-
Qquired to report the number of cases in
which review was not completed within
30 days as part of the annual report
(subsection (p)).

Disclosure of disputed information.
Bubsection (d)(4) “In any disclosure,
containing information sbout which the
individual has filed a statement of dis-
agreement, occurring after the filing of
the statement under paragraph (3) of
this subsection. clearly note any portion
of the record which is disputed and pro-
vide copies of the statement and, if the
agency deems it appropriate. copies of »
concise statement of the reasons of the
sgency for not making the amendments
requested. 10 persons or other agencies
to whom the disputed record has been
disclosed™;

Whea an individual files a statement
disagreeing with the agency's decision
not to amend a record, the agency should
clearly annotate the record so that the
fact that the record is disputed is ap-
parent {0 anyone who may subsequently
access, use, or disclose it. The notwation
itself should be integral to the record
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and specific to the portion 1o disputs.
For atomated systams of records, e
notalion MAY consist of » special indice-
tor on he epture record or the specific
part of :ne record in Alsputa

T statemants of disputa oeed noOt be
santaned &3 an integral part of e
secords W wihuch they pertaa They
shouid. however. be filled L3 such & maAde
res a8 W perTul Whem t0 De retneved
resdily whenever e disputed poruion of
tae record 4 o be disclosed

T there s any queston s 0 whether
the Cispute pertauips W infortmation beng
cisclosed. the s:atament of dispuwe
shouid be 1nciuded.

Whe= ixformation which is the subject
0! a statement of dispute 13 subsequestly
disciosed. ageDcies must DOte WAt the i~
{formation 13 disputed and provice 3 SoOpYy
of he ipdividual's statement.

Agedcies may, 3t thelr duscretion. ine
clude s brie! summary of thewr reasons
for not maidng & correction when dis-
clos:ng disputed informaton. Such state-
ments will normally de lizuted to the
reasons stated t0 ths individual uader
subsecuon () (2)(B) () and (@ 3),
above. Copias of the agency’'s statement
need 20t be mantained as An integral
par: of the record dut will be treated as
part of the ndividual's record for pur-
poses of granung the individual access.
subsection (d) (1). However, the agency's
statement will not be subject to subsec-
nons d) (2 or (3) ‘amending records).

Access to Informasion Compiled in
Anticioation of Civil Action. Subsection
(d) ($) “Nothag i s secsion shall al-
Jow an indivadual sccess O snY informa-
tion compued in ressotable anticipation
of a.ccvil action or Droceeding.”

This provision is not intended to pre-
ciude actess by an indivnidual o records
which are available to that individual
under other procedures (e.g., pre-trial
ciscovery). It is intended to preciude es-
tablishing by this Act & basis for access
to matenial bang prepared for use ia
lngation othsr than that established

stand it, W0 PUSHCes 6f e ADanAinant I3 o
protecs. as an example, e s of e U
attoraey OF LD SOLCIOP that i3 prepared Lo
azficipetiot Qf the defense of » sWit sguinst
e United Statas O CCICeTT OF S0LDE FUCH
waag?

M2 BUTLER. That i3 tDe subject W have In

and that prowctios ought t© be aicraed.

The onlT prodiem ! And Witd hat amend-
mest s tAI: I SOWE PIYVUDPCOES WO ide
waczaed e gelning Al “Tecard symam” to
precitiGe nat TYpe af record. I 65 DOt thiDK
wo aMd.

oab UG Ubed. ARG pudlishung 5 the FI>-
14" L Eweallie

NOTNICES

Pranxiy. [ 60 0ot \IRK the sttorseT's fles
st are coleoted \B aducipelion &f & Lwe
uD)eCT W8 Do PPUcLios of
instance. MULH leas e scowMs
our oo
ms

212K it shouid be.

Mr. Brriam. Mr. Clairmad. I share e
geStiomAS's COOCHrR. When this amende
ment vas onginally Arnfied. It stated “ace
cass W0 37 record” afd We struck the word
~reoord.” a0G 18seried “information.”

S0 we made It Derfectiy tlsar we were 2ot
sleveting an iovestigation With the word.
“record.® 10 t3e status of records. We Q48
want 0 Maks It Cisar there was DOt 10 De
such s0Ceas Decauss thst sctms would de
withid the usual rules of eivil procegurs.

My Eatcwsoax. M2, Chaurman. If Whe ged-
teman Wl Neid furider, it 3 tBe penties
man 3 coNteBtOn. udder Lis interpretation
of 98 act, bt he other Provisions would
not apply o the asworners Ve as well: 5
st correes?

Mr. BrTiza. The gentlemsn (3 COTTECR.
(Congresnonal Aecord, November 31, 1974
p- R108338).

goverament it is. of cousse, equally ap-
plicadie to the assembly of information
in anticipstion of government-imitiatad
law swits.

The mers {fact that records in & $ys-
tem of records are {rsquently the sub-
ject of ltigation does not bring those
systems of records within the scope of
this pronision. The information must be
“compiled 13 rsasonable anticipation of
s anil acuon of proceeding” and there-
fore tae purpose of the compilation gov-
erns the applicadility of this provision.
It would sesmm that in 3 suit in which
governmental action OF {Dactian 13 chale
lenged the provision geoerally would not
be avauladle until the initstion of ltiga-
ton or until nformation begad WO be
compied in reasonable anticipstion of
such Lhigation Where the government is
prosecuting or seeking enforcement of its
laws or regulalions, this provision may be
applicable at the outset i informstion
is being compiled iz ressonabie anticine-
won of 3 civil action or proceeding. The
wrm arvil proceeding was inteaded to
cover those quasi-judicial and prelmi-

have the efeet of an exempiion it i3 ot
subject o the {ormal rule-malcng pro-
cedures which goven the exempRons
set forth in subsectian (§) and (R,
Neverideiess, ageaciss should utiize the
specific exemptions set fortd in subsec-
tiogs (J) and (k) o the extent st they
are aoplicable before utiimng ths
provision.

SEeTION (6) ACINCY RIQUMEMINTS

Secuon (¢} “Each agency that man-
tains a2 system of records -

Restnictions on Coliscting Information
adout Individucls. Subsection (¢)())
“Maintain in its records oaly such wnfor-
mation about an individual as is relevant
and necessary o accomplist a purpose
of the agency requured to be accoru-
plisned by statute or by executive order
of the Presudent;”

A key objeciive of the Act is to reduce
the amount of personal information £oi
lectad by Federal sgencies 0 reduce W&
risk of intentiopally or (nadveractly un-
proper use of persopal data. 1o aumpies:
terms, information 20t collected adou:
an 1ndividual cannos be musused. The Act
recog=izes. however. tiat sgencies Deed
to maintain information about nc:-
viduals to discharge their responsidbul-
ties efectively.

Agencies ¢an derive authority 0 ¢ol-
lect 1nformation about individuais 1 one
of two ways:

By the Constitution. a statute, or Ex-
ecutive order exdlicitly aythorng or
direching he maintesance of 8 syster:
of recoras: ¢.g.. the Constitution and Tiile
13 of the United States Code with sespes:
to the Census.,

By the Coastitution. & statute. or Ex-
ecutive order authonzing or direcsing the
sgeacy tw perform & functon. the dis-
charging of which requires the maine
tenance of a system of fecords.

Each agency shall with respest 0 each
system of records which it mantains or
proposes to maintain, jdeatify the spe-
cific provision in law which authorizes
that actinity. Wnile the Act does 20t spe~
cfically require it. whese feasible, thus
33atutory suthority ssould 3lso be cited
in the azz=ual public potice asbout the
systez published >ursuan: to subsesnion
(@) (4). The authornity t0 mAInIAIs 2 S¥S-
tem of records does not give the agency
the authority to mainiais any informas-
tion which it deems useful. Agedc:es shr
review the nature of the wlormaln
which they majntain o their systems O.
records 0 assure that it is. in face, “rele-
vapt and Decessary”. laformmation ms:
20t be maintained merely because it 3
relevadi;: it mmust.be both relevant and
necessary. While this determinalion is.
in the final analysis. judgmental, the fo0i-
lowing types of questions snall dbe cob-
sidesed in making such deseszunalons:

Bow does the informsation reists W0 te
purpose (in law) for which the system
is maintained?

What are the adversse consequences. U
any, of not collecting thal informanorn’?

Could the need de met through the use
of information that is 30¢ i indtvidually
identifiadie form?

Does the information need o de col-
lected on every indindual who i3 the
subject of & record in the system O
would 3 sampling procediuxe sufice”

At what point will the =formauco
have satisfied the purpose for which it
was collessed: Le. how long is it peces-
Sary to retain the {nformation? Con-
sistent vith the Federal RBecords ALt anc
reisted regulations could pas= of the
reeord be puryed?

What s the Snancial cost of alnzals-
ing the record as compared to he riskcs.
adverse consequences of Dot Mmaisiainng
is?

Is the informalion. while geperally
relevant and Decessary 10 accomplan -

and necessary only iD ceTtain cases? }

exampie 1n establishung Ssancial deed a
part of assessing elifidbility for a pro-
gram for which peed & legiimale
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criterion, parental income may de rele-
vant only for certain applicants.

Subsection (e¢)(7), below, provides ad-
“‘itional critems governing the mainte-

\nce of records on the activities of in.

nduals in exercising their rights under

: First Amendment.

Tius provimon does not authorize
agencies to destroy records which they
are required to retain under the Federal
Records Act.

Agencies shall assess the legality of.
need for. and relevance of the informa-
tion contained or proposed to0 be con-
tained in each of its systems of records
at various tumes:

In preparing initial public potices
(subsection (e) (4)).

1n connection with the initial design of
2 new system of records (subsection (o) ).

Whenever any change 13 proposed in
systemn of records (subsection (0)).

Al least annually. as part of a regular
program of review of its record-keeping
practices. This should be done for each
system prior o reissuance of the public
notice unless a comprehensive review of
the system of records was conducted

within the previous year in connection.

with the initiation of the system or im-
plementation of a change to the system.
This provision does not require that
each agency conduct s detalled review of
the contents of each record in its posses-
sion. Rather, agencies shall consider the
reljevance of, and necessity for, the gen-
eral categories of information main-
tained and, incident to using or disclos-
ing any individual records, examine their
ntent to assure compliance with this

NSO,

Tt should be noted that subsection (e)

't intended W interfere with the pres-

tion of evidence by the parties before

quasi-judicial or quasi-legisiative
body. For example, & quasi-judicial board
or commussion need not rejest otherwise
admissible evidence because it is prof-
{ered by a part other than the individual
to whom t relates or because it is pot
“necessary” to the decision or is not
“complete.” The normal rules of evidence
would contains to govern in such situa-
wons.

Infjormation is to be Collected Directly
from the Indiridugl. Subsection (e) (27
“Collect information to the greatest ex-
tent practicable directly from the sub-
ject individual when the information
may result in asdverse determinations
about an individual's rights, beneats and
privileges under Pederal programs;”

This provision stems {rom a conecern
that individuals may be denied benefits,
or that other adverse determinations
aflecting them may be made by Pederal
agenties on the basis of information ob-
taned from third party sources which
could be erroneous, outdated, irrelevant.
or biased This provision establishes the
requirement that decisions under Federal
programs which affect an tndindual
should be made on the basis of tnforma-
tion supplied by that individual for the
purpose of making those determmations
hut recogruses the prictieal limitations

this by gualifying the requirement

i the words “to the extent practi-

NOTICES

cable”. The notion of protecting the in-
dinidua) against adverse determinations
based on information supplied 0 other
agencies for other purposes is also em-
bodied 1b the provisions of subsection (b)
which constrains the transfer of records
between agencies: subsection (d)(2),
which gives individuals the opportunity
0 challenge the accuracy of agency rec-
ords pertaining to them: and subsection
(e)'4) which prohidits the keeping of
secret files.

Except for certain “statistical records”
(subsection (a) (8) ), which, by definstion.
tre “not used in whole or in part i mak-
ing a determination about an individual
¢ * °*", virtually any other record could
be used. ip making a “determination
about an individual's rights. benefius. or
privileges * * °” including employment.
‘The practical effect of this provision is to
require that information collected for in-
clusion in any system of records, other
than “statistical records”, should be ob-
tained directly from the individual when-
ever practicable.

Practical considerations (ineluding
cost) may dictate that a third-party
source, including systems of records
maintained by another agency, be used
as a source of information in some cases.
In analyzing each situation where it pro-
poses 10 collect personal information
from a third party source, agencies
should consider

The nature of the program: {.e.. it may
well be that the kind of information
needed can only be obtained from s third
party such as investigations of possible
criminal misconduct;

The cost of collecting the information
directly {rom the indinidual as compared
with the cost of collecting it from a third
party: .

The risk that the particular elements
of information proposed to be collected
irom third parties. if inaccurate. could
result in an adverse determination:

The need to insure the accuracy of in-
formation supplied by sn indjvidual by
verifving it with a third party or to ob-
tain a qualitative assessment of his or her
capabilities (e.g., in connegtion with re-
views of applications for grants. contracts
or employment): and

Provisions for verifying, whenever pos-
sible, any such third-party tnformation
with the individual before making a de-
terminstion based on that information.

1t should be noted that a determina-
tion by Agency (A) that it is {n its best
interest and consistent with this sub-
section to obtain information about an
individual {rom Agency (B) instead of
directly from the individual! does pot
constitute, in and of itself, sufficient
grounds for Agency (B) t0 release that
infarmation to Agency (A). Agency (B)
is minimally required to meet the re-
quirements of any statutory constrsints
on the permissibility of making a dis-
closure to Agency (A) including the con-
ditions of disclosure, in subsection (b).

The standards and procedures set forth
in the Federal Reporu Act (44 USC 3501)
as they apply t0 otber thap individuals
as defined by this Act remain the same.
When information is sought, however,
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{rom ten or more individuals. as defined
by the Privacy Act. ib response to ident;.
cal questions, the Federal Reports Act
requirement that the reporung burden
upon individuals be reduced w & myn:-
mum should not be construed o override
the later enacted requirement that o
the grestast practicable extent, informa-
tion periaining to individuals be eollected
directly from them.

Informing Individuals from Whom /r.
Jormation is Requested. Subsecuon e
(3) “Inform esch individual whom 1t
asks (0 supply information. on the form
which it uses to collect the information
Or on 8 separate form that can be re.
tained by the individual—"

Thus provision is intended to assure
that individuals from whom informatior.
about themselves is collected are ir.-
{formed of the reasons {for requesting the
information. how it may be used, anc
what the consequences are. if any, of no:
providing the information.

Implicat in this subsection is the no-
tion of informed consent since an indi-
vidual should be provided with sufficient
information about the request for infor.
mation to make an informed decision on
whether or not to respond. Note however.
that the act of informing the individual
of the purpose(s) for which a record may
be used does not, in and of ftsel!, satis!y
the requirement to obtain conmsent for
disclosing the record. See subsection (b,
conditions of disclosure.

The {nformation called for in para-
graphs (A) through (D) below. should
be included on the information collection
form. on a tear-off sheet attached to the
form. or on a separste sheet which the
individual can retain, whichever is mos:
practical. When information is being col-
lected in an interview, the interviewe:
should provide the individual with 2
statement that the individual cas reta:r..
Eowever, the interviewer should also
orally summarize that informatiop be-
fore the interview begins. Agencies mar.
at their discretion, ask the individuals
to acknowledge in writing that they have
been duly informed.

‘While this provision does not explicitly
require it, agencies should, where feas:-
ble. inform third-party sources of the
purposes for which informauorn which
they are asked to provide will be used.
In addition. the agency may. under cer-
tain circumstances, assure a source that
his or her ideptity will not be revealed
to the subject of the record (see subsec-
tion (kv (2), (3), and (7)). The appro-
priate use of third-party sources is dis-
cussed in subsection (e)(2) sbove.

In providing the information required
by subseections (e) (3) (A) through (D,
below, care should be exercised 10 assure
that easily undersiwod language is used
and that the msterial is explicit and
informative without being 30 lengthy as
to deter an individual from reading it.
lnformation provided pursusnt to thus
requirement would pot. for example. be
AS extensive as that contained {n the sys-
tem notice (subsection (&) (§)). :

It was not the intent af this subsection
to create & right the nomobservance of
which would preciude the use of the
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in‘ormation or void an action taken o0
:=¢ basis of that information. Por exam-

erop uDpOr: quota based, I sart. upon

suca informauon. However, such an
individual 3ay have for civil
2-0:0n under subsecuons (g) (1) 1D) if 2o

cnmmuammtotm:
deterTmusation.

Subsection (@) (3 (A) *“The suthority
(whether granted by statute. of by exece
uuve ordsr ©of the Presudent) which
autnorizes the solicitation of tde infor-
mazon and whether disclosure of such
wformation is mandatory o voluntary:”

The agency should cite the specific
provisios & siatute or Executive order
which suthorses the agency to collect
the requested informadion (see¢ subsection
(e) (1) sbove), the bne! title or subject
of that statuts or order, and whether or
not the collecting agency is i 2]
impose pesaities for falling W respond or
is suthonzed to impese penalties. Where
the system is mantained pursuant W
some more general requirement oOr
authority, it shouid be cited. Tde ques-
tion of whether compliance is manda-
tory or vojuntary is ciferent {rom the
question of whether Nere are ny eon.
sequences of not providing informastion:
i.e.. the law may not require individuals
to apply for a beaefit but cleirly, for
some trpes Of vOluntary programs. to
asply wtheut supplying certain minimal
information might preciude an agency
fsom making an informed judgment .73
-sheveby prevest an individual from
obzaiming a benefit. See subseciion
(&) (3 (D) regarding the requirements W0
inform individuals of the effects, i any,
of mot providing mformation.)

In some instances it may be decessary
to inelude sequired and optional infor-
mation on the same data coliection form.
~~is should be avoided to the exient
pessible since the Ukely efect oo some
respondents may be coestive! {e. they
may f{ear that eves though portions
of a2 tnformation request are voluntary,
by failing to respond. they may be per-
ceived to be uncooperative and thetr
opportunities would theredy de preiue
diced. (See 44 US.C. 3511, the Federal
Revoris Act.)

Subsection (e) (3)(B) “The principal
purpese or purpeses {or which the infor-
matiop is intended 10 be used;”

<he individual should be informed of
the pnncipal purposeis) for which the
information will be used; eg. o evalu-
ate suitability, to issue benefit payments.
The description of purpose(s) must in-
clude all major purposes for which the
record will be used by the agency which
maintains it and particulariy those lixely
to entail determinations as to the ndi-
ridual's rights. bDeneSts. ets. As in all
othe: poruons of the information col-
leczi0n process. purposes should de stated
with sufcient speciicify to communie
eate 1o a0 individual without bemg so
lengthy 2s to discourage resding of the
notice. Genenlly. the purposes will be
directly related 0. and Decessary for,
the purpose suthor:zed by the statute or
executive order cited above.

NOTNCES

Subsection ¢e)(3)(C) “The routine
uses which may be mads of the informa-
tion. as published pursuant o
(4) (D) of this subsection: and”

“Uses* csn be distingwshed f{ram
“purpcses” 1o that “purposss” descride
the 0b;ectives for collesning or maintaln-
{ng information, wheress “uses” are the
speciic Ways or processes in which tbse
informstion is employed mcluding the
persons of sgencies 0 whom the record
may de. For example. the pur-
posss for collecting information may be
to evaluate An application for s veterans’
benedt and issus checks. Uses might tn-
cluds verifcation of certain information
with the Depar-ert of Defense and re-
jease of check-issue data to the TTessury
Department, or disclosure to e Justice
Deparment that the spplicant sppare
ently inteationally provided false or mis-
leading informatios.

The term “routine use” is defined io
subsection (s) (7) to mean the disclosure
of » record “° * ° for s purpose which
is compatibie with the purpose for which
it was collected.” A “routine use” is one
wrkich is relstable and necessary 0 &

urpose described pursusnt to subsection
‘) (3) (B), and involves disclosure oute
side the agency which maintains the
record. “Routine uses” must be inciuded
not only in the public notice about the
system of records published in accord-
ance with subsection (&) 43, below, dut
also established in advance by notice in
the Frorxas RrcisTrz to permit pubiic
comment. See subsection ¢+ 11, balow.

The description of “routine uses’ pro-
vided to the individual st the tme ine
formation is collected will frequently be
s summary of the material published in
the public notice pursuant to subsection
(e) (4) (D). As with other portions of the
notification to the individual. care
should be exercised to tailor the length
and tone of the notice to the cireume-
stances; l.e., the public nou)e(e‘pubmaed
(@) (4)
much more i

the individual appended to an informa-’

tion collection form.

Subsection (e) (3) (D) ~The effects on

ma.um.otnotymmmorm
of the requested information™:

ncmuntotmbsubucﬁonhwmo'
an individual from whom persopal ine
formation is requested to koW the eflects
(beneficial and adverse), i any, of not
pm&umunormoimemmm
infermation so 13t be or she tao make
ar informed decision as to whether t©
provide the information requested on An
{nformation coliection lor= oF in an
interview.

The tndividual should be informed of
the effects. if any. of Dot responding.
Tnis should be stated iD & manner which
relates to the purposes for which the {n-
formation is collected: eg.. the informs-
tion is Deeded to evaluste disabled vete
erans for special counseling and training
and if it i not provided. BO additional
training will be considersd but disability
annuibes payments will continue. Par-
ucuhranmnstuuemmme
drafting of the wording of the notce to
assure that the respondent o the infor-
mation request is Dot misled or insdver-
tantly coerced.

Pudlicstion of the Annual Notice of
Systems of Records. Subsection (e
“gubject to the provisions of paragm
(1]) of this subsectiop, Publish n %W
Proraal R26137T22 At least annually & 20-
tice of the existencs and charscier of the
systezz of records. which notice shal
inciude="

The public notice provision s cencal
to the achisvement Of one of the das:c
objectives of the Act: fostering agency
sccountadility through 2 systam of pubiic
scmunay. The public notice provisior s
prezused on the concedpt that there
should be no system of records whose ver”
existance 1S secret.

The purposes of the DOTce are 0 1O~
form the public of the exstence of sys-
tams of records:

The kinds of information maintainesd:

The kinds of individuals on whom i=-
formation is maintained:

a.n?‘ purposes {or which they arce used:

How (ndividuals can exercise thew
rights under the Act.

All systems of records maintained by
AZ agency are sudject to the ansual pul-
lic notice requirement. (The general ancd
special exemption seciOns permit sgen-
cies 0 omit porsons of the potce loF
certain systems. They do 2ot exempt any
agency {rom publishing a public notice
on any system of recorgs) .

Care must be exercised to assure that
the tone. language. level of detail and
length of the pubiic notice are consider~~
to assure that the notice achleves
obec=ve of ‘nforming the public of
rature and purpeses of agency sysie..
of records.

fizing what constitutes a “systex”
for pusrposes of preparing » notice will be
Jelt w0 agency discretion within the gea-
eral guidelines contained DRerein (See
also subsection (3) (5)). A sysie= can be
3 sz=all group of records or. comcesvably,
the entire complex of records used by a3
agency for s parsicular progTam. Several
fac:ors bear on the determicaiion by e
::g‘.cv as to what will consatute a sys-
1¢ each small grouping of records is
trested as & sepArate sysiem, hea pube
lic notices and procedures will be re-
quiced for esch. The publication of
aumerous notices may have the efect
of limitizg the informaticn value to toe
publie.

1 a large complex of records is
treated a3 3 single sysie=. only ope no-
tice will be required but that 3otice and
the procedurss may be cotsidesably
more complex.

Agencies can expect 0 be required W
respond W individual requesis for ac-
cess to records pertaining to them at tae
jevel of detail 1n their pubbe dotices.
fe. Y an agency trests its records for s
parzcular program as 3 single s¥Ste=.
12 =ay be cailed upon by 13 ‘ndiwidusl
to be given access to all information In
records pertaining to that ndimdus =
the systex.

The purpose(s) of & system is 3¢
importast cnterios i deterT
whether 3 Sysie= s 10 be Teated & »
singie system or several systems for wae
purposes of the Act If each of severi.
grousings of agency records is used for 3
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unique purpose or sei of
delineated 1D subssctiod
above. each DAY
trested B3 8 separsie systemn. Apancies
\nould keep in mind that & major pur-
;ooco(\bemubotthcmwczumc
of exisung systems of records. but
rather the publicizing of what those 5y~
temms are and bow they are used. It doss
pot. of course. preclude such restructurs
ing where otherwise pecessary or apPro-
priste such as to‘reduce the nk of
improper access.

Geographuc decentralization will pot
in and of itaelf be considered & criterian
{or niewing 8 system of records as seve
eral systems. AD agedcY Ay trest &
decentralized system 83 8 single system
and specdy several locstions and an
agency official responsible for the sys-
tem a: esch locstion. See subsections
(e) () (A) and (F). While the develop-
rment of central indexes for systems
which do not presently requare such in-
dexes should be avoided wherever possi-
ble. indinduals wbho seek to jearn
whether 8 geographically decentralized
system of records contains 8 record per-
taining to them (subsectiod (O an
should not be required to query each
jocation. (In deciding whether or not to
construct an index. agencies must weigh
the potential threst of misuse posed by
making individual records more accessi-
bie against the capability to meet the
needs of those indhiduals for access to
their records) . It may, however, be possi-
ble to guide individuals as to which lo-
cation may have s record pertaining to
them: e.g.. systems segmented by loca-
tion of birth, or by range of identifica~
tion pumber. In any case. »if a system
is located in more than one place, each
jocation must be listed.” (House Repors
93-1416. p. 15) See subsecuon (e} ) (A

A major criterion in determining
whether & grouping of records consti-
tutes one system Or several for pur-
poses of the Act, will be the ability o
be responsive to the requests of the in-
dividual for access 0 records and gen-
eralls to be informed.

Systeme. however, should not be sub-
divided or reorganized so that informa-
tion which would otherwise have been
subject to the act is no longer subject to
the act. For example, {f an agency main-
tains & senies of records not arranged by
name or personal identifier but uses 3
separate index file 0 retrieve records
by name or personal jdentifier it should
not treat these files as separate systems.

A public potice 1S requured to be
published:

For each system in operatiod on Sep-
tember 27. 1875 on or prior W that date
and the notice shall be republished. in-
cluding any revisions, es or before Au-
gust 30, each year thereafter.

For new systems, before the system
o! records becomes operational ie.. be-
fore any information about individuals
is collected.

1t should be noted that each “routine
use” of & system must have been estab-
kshed in s notice published for public
comment at least 30 days prior to the
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disciosure of s record for that “routioe
use” as specified in subsection (e) (3.

For ta)or changes 10 exiating systems,
a revised public Dotice s yequired befors
what change 5 efective. I the change
to AD existing system involves changes
w0 “routine uses”, they Are subject to the
30 day sdvance potice provisions of sub~
saction (e)(11). The mnature of the
changes iD 3 system which would require
the tssuance of s revised public notike
before the pext annual public notice is
described for each element of the public
potice in the succeeding paragraphs.
Genenlly, any change io 8 system which
has the efect af expanding the cate-
gories of records maintained, the cate-
gones

ents of the informstion, will require the
publication of 3 revised public notice
before the change is put into efSect. In
sddition. any modification that alters
the procedures by which ipdividuals ex-
ercise their rights under
for gaining access) will require the pub-
lication of a revised notice before that
change becomes effective. .
® Changes of the
will typically also require the preparation
of s “Report on New Systems” under
subsection (o), below. Any other change
will be incorporated into the next annual
revision of the notice.

Tne Geperal Services Administration
(Office of the Federal Register) will issue
more detailed guidance on the formats
to be used by agencies in publishing their
public pouices. The formats prescribed
by GSA are to be used to {scilitate the
annual compilation of the notices and ©
assure that notices are produced in &
consistent manner to make them more
useful to the public.

Descriding the Neme and Location of
the System in the Public Notice. Subsec-
tion (e) (4) (A) *The name and location
of the svstem”™

Agencies will specily each city’/town
and site at which the system of records
is located. For 8 geographically dispersed
system each location should be listed. A
change in the list of locations will not
require publicationof & revised notice.

while the House report lJanguage cited
above clearly indicated that the location
of each site at which the system is main-
tained is to be listed. exceptional situs-
tions may dictate not including the list-
ing in the body of tbe notice; e&§..
military personnel records which are
Xept at several hundred installations or
certain farmer records which are kept
at several thousand county extension
agent offices. To include the list of joca-
tiors in each applicable notice would
only serve to inflate the size and thereby
reduce the readability of the notice. In
these instances. it may be appropriste
publish a single Ust of field statinns, or
to refer in the notice for all systems at
those sites to 8 list which is generally
available.

Describing Categories of Individuals in
the Public Notice. Subsection @) () (B
“The categories of indiniduals on whom
records are mainiained in the system;”

28963
“The of this requirement
for an lndindual to determine 4 infor-

mation op him mught be io (the) system.
The description of the categonss should
therefore be clearly stated in Don-tech-
nical terms understandable to wdivid-
usls unfamilar with data collection
techniques.” (House Report 83-1416. p.
18). Por exampie. the notice might tn-
dicate that the records are maintained
ob students who spplied for loans under
s student Joan Program, Not persons who
filed form X or who are sligible under
section ABC-000.

Any change which has the efflect o!
adding new categories of indivnduals on
whom records are maintained will re.
quire publication of 8 revised public
potice. 1, in the absence of s revisec
potice. an tndividual who is the subjec:
of a record in the system would not
recognize that fact. a revision should de
fssued before that change is put into
effect. A narrowing of the coverage of the
system does not require advance issuance
of & revised notice.

Describing Categories of Records in
the Public Notice. Subsecuon (e) (4) o
“The categories of records maintained
in the system.”

Tnis portion of the Dnotice should
briefly describe the types of information
contained in the system; e.g.. employ-
ment history or earnings records. As with
the previous item, pon-technical terms
should be used. The addition o! any pew
categories of records not within the cate-
gories described in the then currernt
public notice will require the issuance of
s revised public notice before that change
is put into eflect. The addstion of 8 new
data element clesrly within the scope of
the categories in the notice would not re-
quire the issuance of a revised notice.

Describing Routine Uses in the Pudlic
Notice. Subsection (&) /4 DV “Each
routine use of the records contained 1
the system. including the categones of
users and the purpose of such use:"”

1n describing the “routine uses” of the
system in the public notice. the notice
should be suficiently explisit o com-
municate to a rezder unfamiliar with the
technical aspects of the system O the
agency's program.

For a more extensive discussior of
wpoutine uses.” see subsections @)
(definitions). (b)3) (conditions of dis-
closure), (&) (1 (O (potification to the
individual', and (erdll) (notice of
routine uses’.

Any new use or significant change in
an existing use of the system which has
the effect of expanding the svailability
of the information in the system will re-
quire publicaton of a revised public no-
tice. Any such change 10 2 routine use
must also be described 1n & potice in the
Feprral REICISTER tO permit public com-
ment before it is implemented.

Describing Records Acnapement Poli-
cies and Practices in the Pubdlic Notice.
Subsecuon (e) (4 (E! “The policies anc
practices of the agency regarding stor-
age. retnevability. access controls. re-
tention. and disposal of the recoras”.
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Tais portion of the public notice should
descnibe how the records ars maintained,
how they sre safeguarded. wiat cate~
gones of oficialy mthin the agency are
permuitted 0 have access. and Bow loag
records are retaned both on the sgency’s
premuises and 3t SeCONCArY Storage sites.

1o describing record “storage’’, the
agency should indicate the medium 1a
wrach the cecords are maintalned (e.g.
Sle {oiders. magnetic tape). "Retnevs~
bility” covers the capabilities in the sys-
tern of records to index and access o
record (e.g. DY name, combinations of
personal charactenstics. identification
numbes3) . “Access controls” describes, in
genesal terms. what measures have beed
taken t0 Srevent unsuthor:zed disclosuse
of records (e.g. physical secunty, per-
sonnel screening) and what categones of
incividuals withun the agency have ac-
cess. “Retestion” and “disposal™ cover
the rules on how long records are maine
tained. if and when they are moved to 8
Pederal Records Cester or to the Ar-
chuves, if and how they are desiroyed.
The description skall aot describe see
cunty safeguards in such detail as 0
increase the nsk of usauthorized access
W tSe recoras.

Charges in this !tem will aot normally
requre ummediate pyblication of & re-
vised public notice unless they refect an
expansion in the availability of or access
to the system of records. )

ldentitying Oficicl«s) Responsidle for
the System in the Public Notice. Subsec-
zom (@) 14 (P “The ttle and dusiness
acddress of tte agency oficial who is fe-
szorsible Jor the system of recorcs”:

Tads porion of the potice must include
the ttle and address of the agency oSic:al
wno is responsibie for he policies and
pracgices govesning whe sysiem described
in (@) (4)(E), above. For geogTazhically
dispersed systems, where individuais must
deal directly with agency oficials at each
location in order 0 exercise their nghts
uzder tBe ALt (e.8. tO FAiD secess), the
tivle and address of the respongible ol
cial at esch location should be listed {n
agdition to the agency oficial responsible
for the entire systam. See discussion of
subsection (e) (4) (A), abowve, for special
wesatment of ceriain multiple location
systems.

A revised public notice shall be issued
before the impiementation of any change
in the sddress t0 which individuals may
preseat themselves in person o ingquire
whether they ase the subject of » record
1B De System Or to seek access 10 a record
or m the address to which individuals
may mail {nquiries, unless the agency has
established internal procedures to assure
that mail will be forwarded prompily so
that the agency will be abie to respond
to “Inquuries within the time copstraints
established (n subsection (d). Generally,
changes of this type in the interim be-
twee the snnual publications of the
compilanon of notices sbould be avoided
i2 at all possible. Indinduals are more
likely to rely upozn the annual compiise
tion and are not as likely to be aware of
modiScations publicized only dy means
of separile potice {8 the Frzaal Ric-
ISTER.

NOTICES

Descriding Procedures for Determine
ing t/ ¢ System Contains @ Record on an
Individual in the Pudlic Notice. Subsece
tion (#) (&) (Q) “Ths sgency procscures
whersdby an individual can be notified s
his reques: if the system of records cone
tains & record pertaqung 0 hum:”

This portion of the nouce should spece
Uy a3 s unmum. the following:

The address of the agency offce %o
whick inquuries should be addressed or
addresses of the location(s) at which the
individual may presest & request it Def-
son. Wherever practicable. s list
should be the same as the Lst of ofRcuals
responsible for the system in subsection
(8) 14) (P, above. If this is the case, it
need not be reported.

What identifying information is fee
quired t0 ascertain whether or not the
system contains a rscord abouyt :ihe
inquirer.

The agency may require proo! of idena-
tity only where it has made 2 determina-
tion tha: knowledge of the {act that a
record about an individual exasts would
ot be required to de disclosed to A mem-
ber of the public under seczon 553 of
title 3 of the United States Code (the
Freedor of Information Act). For exam-
ple. an agency may determuine tha: dise
closure of a record in a dle perzaining o
conflicss of interests wouid be a clearly
unwarranted invasion of personsal prie
vacy, within the meaning of § U.S.C. 552
() (6), and iz this :nstance the agency
may require proof of ideaw:y.

A revised public notice will be issued
before efecting any change which meets
the criteria outlined in subscction (e
14) (P), above.

Ttis portion of the notice :must be con-
sistent with agency rules promulgated
pursuant to subsecuor () (1), ARy
change in these procedurss is subjec: 0
the requirements of the Administrative
Procedure Ac: &3 specilled in subsece
tiop ({).

Descriding Procedures for Gaining Ac-
cess in the Public Notice. Subsection te)
(4) (E) “The agency procedures wheredy
an individual can be notified at his re-
quest how he can gait sccess O any rec-
ord periaining to him contained in the
system of records. and how he can con-
test its content; and”

This portion of the public notice must
include the mailing address(es) and. i
possidble, the telephone number(s) of of-
fcial(s) who can provide assistance; and
the location of offices to which the indi-
vidual may go to seek mformation.

This provision does not specifically re-
qure that the actual procedures for ob-
taining sccess or for contesting the ac-
curacy of s record be included in the
public notice. It only requires that in.
dividuals be advised of the means by
which they can obtain imformation on
those procecdures. However, it should be
noted that pursuant to subseczios (f),
agencies are required o publish rules
which stipulate the procedures whereoy
the individual can exercise each of these
rights apd that these rules are required
t0 be incorporsied into the annual com-
pllagion of potces and rules published
by the Ofice of the Federal Register.

A revised public notice shall be issued
before efecting any caange asout whica
the indivicual would have o mow i
order Lo sxercise his or her rghis unde
tWhe Act. Changes of this tyDe i ‘he
interim between the wanual pudlicaznons
of the compuadon of nouces should be
avoided U at all possible

TrRis porton of the notice must be
coasistent with agency rules promuigaced
pursuant o subseciions 'f) 2) and /3,
ARy change :n these procedures is subrecs
to the requrements of the Administy.
Sve Procecurs Act as speciSed 1= sud-
secton ().

Describing Cetepores of Information
Sources in the Public Nonce. Subsecnon
‘e, (4)(]) “The categor:es 0f sources cf
records in the systex:”

For systems of records which cortam
information obtained {rom sources other
than the ipdividual to whom tae records
pertam, the notice showld list the types
of sources used: e¢.g..

Previous empioysrs,

- Fnanctal institutions.

Educational insttutons attended. or

Peer reviewers (such as 1n conneczon
with records of the review of propesals
{or resesrch projects)

The notice should indicate {f the n-
dividual to whom the recorts pertain is a
source of the informaton in the recorc.
Otherwise all the notices will appesr
be violating the regiurement that in-
dividuals be the main source of (nfor=a-
uon periaining o them.

Specific individuals or insutuuorns
need not te ideatifed. Guidance on when
the identity of & source may be withhei:
is contained in subsection &) (2), (§)
and (M.

Standards of Accurecy. Subsection fe)
(5) “Maintain all records whuch are used
by the ageney in making any determ
tion about any individual w3th such ac.
curacy, relevance. timeliness. anc eom-
pleteness 2s is reasonzbly necessary to
assure fairness to the individual iz the
deter=ination:”

The objeciive of this provision is to
minimize, if not eliminate, the risk tha:
An agency will mage an adverse deter-
mination sbout an individual on the basis
of inaccurate. incomplete. irTelevant. o~
out-of-date records that it maintains.
Since the firal determination ss %o ac-
curacy is necessarily judgmental. it is
Particularly csitical that this judgment
be made with an understanding of ihe
intent of the Act.

The Act recognizes the di®culty of es-
tabdblishing absolute standards of caza
Quality by conditioning the requiremen:
with the language "as is reasonably nec-
es3ary to assure fairmess o the incivic.
usl * * *." This places the emphasis on
assuring the quality of the record in
terms of the use of the record i1n making
decisions afeching the rghs. benef:s.
entillemenrs. or opporiunities «including
empioyment) of the tadivicdual

A corollary provision (subseciian (e)
(§), below) reguires ihat agencies applv
the same starndard t0 records whuek are
disclosed. except when they sre disclosed
to & member of the public under the
Preedom of Informscon Acs or @0 3D
otber agency. (An agency would be sub-
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ton and analysis. and program evalus.
ton. (The Communicauions Act of 1934
prescnbes standards and penaities for
pessonnel engaged o handlisg interstate
corunurucations and shall also oe com-
sulted. where applcadle. Thes agency
rules of condust are beirg developed).

Afiviues under thus provuion will
incluce

The uncorporation of provisions on
PRIVACY N agency standards of
esncues:

The aiscussion of individual empioyee
resTonmdilLtes unaer the Act wn gexeral
pessonnel cnerniaton programs: and

The incorporation of wrainung on the
speciiic procecural sequirements of e
Act 1nto bota {ormmal and informmal fon-
the-)od! SAiung orograms.

Concurrently, those agencies wits
broad policy development and traimng
responsibilities (e.g.. the Genesal Serve
ices Acdmumstration, the Civil Sernce
Commussion) will also be revising their
Programs as appropriate to augment
AFLNCY activities in this area.

This provision is also important in en-
suring that wndivicduals who «re poten-
tally cnmtzally Lable or Those asnons
could expose the ageney o civil suit (yne
der subsections (i) and (g). respecuvely)
are {ully irformed of their odligations
under the Act.

Administrotive. Technica! and Physi-
cal Safeguards. Subsectios (¢)10) “Eie
tablish aopropriate adaunistrazive. teek-
nicsl. ang physieal ssfeguasds to insuce
the security and confdestiality of rece
ords and to protect against any antici.
pitec threats or hazards to their secur-
13y or intsgmity which could resu't i
subsiantial harm. embarTassment. ine
convenience, of unfairness o any ine
divicual on whom information s
maintained:”

‘The development of appropriate sde
Sunistative, technical. and phrsical
safeguards will necessarily, have to be
tailored to the requirements of esch sys-
tam of records and other related require.
ments [or security and confdentiality.
The Deed 0 assure the integmty of sand
0 prevent unsuythorized access to. sys-
ems of records wall be determined not
only by the requirements of this Act but
also by other facwors lke the require-
ment for continuity of agency operations,
the need to protest proprietary data. ap-
plicsble access restrictions o protecs the
nagonal security, and the need for ac-
curacy and reliabulity of agency tmfor-
mation.

While the technology of system secu-
rity (both for computer-based and other
systems of records) is well developed as
it reistes 0 materials classified for res-
50N of national defense or foreign policy,
few standards currently exist o0 gwde
the “civil™ sgency in this ares. Untl
such sandards are developed and pro-
Zuigsted. agencies will be required to
ADAlyze each system a3 to the risk of ime
proper disclosure of records and the cost
and svailability of measures o minimize
thase risks. The Deparzment of Come
meree (Nadonal Buresu of Standards)
will be issuung pwdelines and standards
10 assist agencies {n evaluaiing varicus
technological approsches o prowmcing

FIDERAL MGIUSTER, VOL 40, NO. 132--WEDNESDAY, JULY

NOTICES

secunty safeguards ia their system aad
{or assessing risks.

Notwce ror New Revised 2outine Uses.
Subsection ‘e'(1l) “At lesst 30 davs
prior o pubdblication of Information un-
der paragrace 4/ DY of M:s sussecion,
pudlish 1n che Froeaar 2zessra astcs
of any new use or iatended use o the
formation 1o Wie svstem. anc »rovice
an opvorruruly for intecesied Dersons o
subrmut vnitien data. views, O aTruSents
to the agency

Agencies are required 0 pudbUsh :n cne
FEoraaL RzeicsIr 2 notce of "he:r iiten-
L.02 0 establish “rousine uses” fo- eacn
of thewr svstems of reccsds. Altnougn
this provision s desieied to sudplast ne
formal rule-making provie.ors of 38
T.8.C. 823, :he acoomm:ecatisn of :he
Public comments in the udic:ai revew
of the Sule-making exersise was intended
wherever practicable. Agencies raowd
furnish as compiete an explazanor of
the routine uses and any czanges made
or not made as a resuit of the sualic
comnernt as Dosrible so that the Ppublic
will be fully informed of the prsposed
use. Thuis is to give the public a2 oppor-
turity W tomment on the appropriate-
zess of those uses before :hey co=e :nto
edect. This notice should be zublished
scicientliv in advance of the proposed
effective cate of the use 0 Nermis ume
for the public to comment and for the
2§81y to review thote comments. dus ia
SO case mmav 2 New Urauling use” Ye used
as the basis {or 3 disclosuse less thar 20
days afier the publicatisa ¢f the “soutkne
use” zotice 3 he Froeral Prostx. A
Tevised public notice ‘subsecsion re: 41
must be zudiished before 3 “roulne use”
is put into eect: le.. zefore a record is
disclosed for such a use.

It 1s clearly permissidle to publish the
eplire systerm NOtiCe ' STESCTiDeC DY sude
section (e) «4)) as the notice of “routine
use” provided that such “rourice uses”
are not put into efect until the required
30 day notice penod. If an entire system
nouice is not published. he aouce of
“routine use” issued pursuant % sube
section (e’(1l) must, as a2 munimum,
contain

The name of the system of records for
which the “routine use” is to be estabe
Ushed:

Where feasible, the authority for the
system (see discussion of subseclon (e)
(1), and the reguired notice to the in.
dividual (8 subsecion (&) ():A)),
above) ;

The cstegories of records maintained:

The proposed “rounine use(s)”;

Ancd the categories of recipients for
sach proposed “routine use™.

For new “routine uses” of systems for
which 8 public notice under subsection
(@) (4) has already been publishec. refer.
ence should be made 10 that pudlic po~
tee

A notice io the Proraal Rrcistx tnvit.
ing public comment o s proposed new
“routine use” is required.

Por all existing systemns of records not
later than August 28, 1958, (Siree 30
days advance notice of & 'Toutine use” &
required, an ageacy that fails to pubiish
DECesSAIY Dotices {0r exasting systems an
or ricr 0 August 28 may And that it is

preciuded om akirg ascessars witer-
agency wransiers unul it Zag compi.er
%3ih nts provisien ) :

For an exuting svitem of see:
TLESEVEr 3 Rew roulize wWe >
pose<. A new “routine use” i sne whio
invoives dusclosure of recesss {or 3 mew
PUry0se compatidle mitn e zuToose o
which the reeord g maurniaimed sr 2 2
Sew recipient Or category of resiiencs
reven i other uses are concurseatly cus.
taled, : and

For any new wvstemms ¢f recorzs s
TRIED “TOULINL uSeS are contemDiated.

SeeTion () AcINeY Bouirs

Subdseczion - “ln order 0 carey ou:
5N ProisIcns of his teson. eacs agens
1620 TALLAINS 2 sTRiem Of Secorss jna..
promulgste sules. 1n acearcance vith Lo
recudednents -including general notice
of seztion 853 of taus title. wiien IR -

Agencies must promuisate sules to -
piement the provisions o! the Ac: it ac-
cordance wilh the segwirements o! jec-
ton 353 of title S5 of the Troited States
Code ircluding publicauon of tme sies
= the Froraae RrcasTrr 3o tha: intes-
esiec persons can have an opporiunitrT o
commeZt. A “rule” is deAned as “the
wrole or 8 part of an agency statemerns
of seneral or particiuar apglecadilicy ans
fuiure eZect Zesigned 5 unmplemern:. i=-
terpret. or prescoide iaw or Policy or dee
sCTIbIng the orgasization. procedures. ¢
Practice requiremnents of agency * ° -
1§ TS.C. 351¢)). Formal hearings ace
St fequired with respes: o rules issives
under this seccicn. However. forma; =
1IBgS 8¢ not preciuded by thus e
and. 1n parueular (nstances. ages.
2:«,". elect to use the formal hearing Pro.
cecure.

Txo distinct obiectives mus: be sai:s.
Sed by the rules romulgated pursvaci
to this subseczion:

Ther must provide the public with
si8cient informatior. to understazd new
:.:duenw is compiring with the law:

They mus: provide suScient infor=a.
Ron for individuals 0 exercise the:t
rights under the Acs.

Rules promulgated under this subsec.
tion differ from notices under subses-
{on (e) in several wars:

_Rules promulgated under thts subsec-
tion are subject w0 requirements of sec-
Qon 353 of e Administrative Proce
dure Act goverming the Publication of
propesed rules for public comment be-
lore issuing Wiem as 2=2al myjes.

Rules must only be published twice—
as notice of rule making and when ey
tre promulgated as fnal rules-uniess
they are subsequently modified. (They
wili however. be includec iz an annual
compilation published by GSA.)

A separate set of Tiles need not be
published for eack sysiem of records s=a:
AD Jgezcy malntairs. The developmen:
of & single set of agency rules s en-
touraged wherever appropriate.

Agencies are Sequired o publish pro-
Posed rules under :his subsectiop allow-
ing at least 30 days for public com=
prior W publishing them g3 8asl ;
(For systems whush will be &t use
Setrezmber 27, 197S. agencies will bave
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ject to the Azt and, tharddare. would have
w s)ppb 1ta owD standards of aocurssy.
etc.

Agencies may davelop lolerances {or

accuracy” and “timellness” giving o0De

seration to the likelihood that errors

ithin those tolerances could result is ad
erroneous decision with sdverse conse~
quences to the individual (e.g.. denial of
rights, benefits, eptitiements, or employ-
ment). For example, for it purpeses in
determining entitlements bssed ob in.
come. It may only be pecessary for an
agency to record the fact that income was
greater than or less than & stipulated
level rather than to ascertain and record
the precise amount. In Questionable in-
stances. reveriicauan of pertinent infor-
mauod with the individual to wbom 1t
pertains may be appropnate.

Useful criteria for assuling “relevance”
and “completeness” may be somewhat
more dificult to develop. The pursuit of
“completeness” could resuit in the col-
jection of irrelevant information which.
1f taken into sccount in making Ao
agency determinstion could prejudice
the decision. Agencies must limit their
records 1o those elements of information
which clearly bear on the determina-
tion(s) for which the records are in-
tended to be used. and assure that all ele.
ments Decessary to the determirations
u-:d present before the determination is
made.

Validating Records Before Disclo-
sure. Bubsection (e)(6) “Prior to dis-
seminating any record sbout an indi-
vidual to any person other than &n
agency. unless the dissemination is
made pursuant to subsection (B)(2) of

us section. make reasonable efforts to

sure that such records are accurate,
.ompiete, timely, and relevant for
agency purposes:” i

While the Act recoguizes that an
agency cannpot guarantee the absolute
accuracy of its systems of records, any
record disclosed to a person outside the
agency (except another agency) must
be &S accurate as appropnate for pur-
poses of the agency which maintained
the record. (See subsection (e)(5)). The
only exceptions to this requirement are
for disclosures to another 2gency or o
the public under the Freedom of Infor-
mation Act which may not be delayed
or impeded.

Recognizing that an agency properly
disclosing informsation (pursuant o sub-
section (b), conditions of disclosure) is
often Dot in 8 position to evaluste accept-
able tolerances of error for the purposes
of the recipieat of the information. the
primary objective of this provision is.
ponetbeless, to sssure that reasonable
eflorts are made to assure the quality
of records disclosed to persons who are
not subject to the provisions of sub-
section (e) (5). The agency must, there-
fore. make ressopnable efforts 10 assure
that a record it discloses is &3 accurate.
relevant, timely, and complete as would
be reasonably pecessary o essure {aire
pess in any determination that it might
make op the basis of that record It
may. 1or example, be appropriste o sd-
vise recipients that the information dis-

NOTICES
daudmucmtcudsmcﬁc
uu.am::u:uehstuuoa'mc.h

s datermioation was mads by the sgen-
¢y ap the bass of the secord or o
othar Xpown limits on its securacy ¢f..
its source.

Records on Religious or Political Ac-
tipities. Subsection (e)(7) “Malotaln
po record describing bow-any individ-
usl exercises rights guaranteed by the
First Amendment unless expressly su-
thorized by statute or by the individual
about whom the record is maintained
or unless pertinent to and within the
soope of an suthorized law enforcement
sctivity:”

Whereas subsection (e) (1) geperally
enjoins agencies from collecting infor-
mation Dot “relevant and necessary to
sccomplish & purpose of the agency.”
this provisions establishes an even more
rigorous standard governing the main-
tenance of records regarding the exer-
cise of First Amendment rights. These
include, but are not limited to religious
and political beliets, freedom of speech
and of the psess, and freedom of assem-
bly and petition.

In determining whether or not & par-
ticular activity constitutes the exer-
cise of & right” guarsnteed by the First
Amepdment”, agencies will apply the
broadest reasonable interpretation.

Records describing the exercise of
Lhucruhu:uybemmmnedowu
ope of the following conditions is met:

A statute specifically authorizes it.
Specific authorizationh means that &
statute explicitly provides that an agency
may maintain records ob activities whose
exercise is covered by the First Amend-
ment: pot merely that the sgency is au-
thorzed to establish a system of records.
However, the statute need not address it-
self specifically to the maintenance of
records of First Amendment activities i
it specifies that such sctivities are rele-
vant to & determination concerning the
individual For example, since the Im-
migration and Nationality Act makes the
possibility of religious or political perse-
cution relevant to a stay of deportation,
the information on these subjects sy be
admitted in evidence, and therefore
would not be prohibited by this provision.

The individual expressly authorizes it;
eg.. o member of the armed {orces may
{ndicste & religious preference so that, i
seriously injured or idlled while on duty.
the proper clergyman Can be called. The
individual may also volunteer such in-
formation and if he does so, the agency
is not precluded from accepting and re-
taining it. Thus, if an applicant for poli-
tical appointment should list his political
affiliauion. association memberships, and
religious activities, the agency may re-
tain thus as part of bis application file or
include it in an official biograpby. Sim-
flarly, if sn individual volunteers in-
formation on civic or religious activities
in order to enhance his chances of re-
ceiving & benefit, such as executive clem-
ency, the agency may consider informa-
tiop thus volunteered. Bowever, nothing
{n the request for information should tn
any way suggest that information or an
ipdividual's First Amendment activities
is required
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record is required by the agency
sutborized law enforcemsnd func-

the discussions oo the floor of the
regarding the suthority to main-
tain such records for law enforcement
purposes, it was stated that the objec-
tive of the law enforcement qualification
on the general prohibition was “to make
certain that political and relipous ac-
tivities are oot used as & cover for legal
or subversive activities.” However, it was
agreed that “no flle would be kept of per-
sons who are merely exercising their cop-
stitutiopal rights * ° *~ and that 1b ac-
cepting this qualification “there was no
{ntention to interfere with Furst Amend-
mept rights” (Congresswonal Record,
November 20, 1974, K10892 and Novem-
ber 21, 1974, B10952)

Notification for Dnsclosures snder Com-
pulsory Lepal Process. Subsecton (¢) 1y
“Make reasonsble efforts 1o serve potice
on an individual when any record on
such individual is made svailable to any
person under compulsory legal process
when such process becomes & matter of
public record:”

When a record is disclosed under com-
pulsory legal process (eg. pursuant to
subsection (b) (11)), and the issuance of
that order or subpoens i made public by
the eourt or agency which lssued it
agencies must make reasonable efforts to
potify the individual to whom the record
pertains. This may be accomplished by
notifying the individual by mail at nis or
ber last known address. The most recent
address in the agency's records will suf-
fice for this purpose and Do separate ad-
dress records are required. Upon being
served with an order to disclose 8 recort,
the sgency should endeavor to determine
whether the issuance of the order is &
matter of public record snd f it is not,
seek 10 be advised when it becomes pub-
lic. An accounting of the disclosure, pur-
suant to subsection (¢)(1), iS also re-
quired to be made at the time the agencs
complies with the order or subpoens.

Rules of Conduct for Agency Personnel.
Subsection (e)(9) +“Establish rules o
conduct for persons involved in the de-
sign. development, Operation. or main-
tenance of any system of records, or in
matintaining any record, and instruct
esch such person with respect to such
rules and the requirements of this sec-
tion. including any other rules and pro-
cedures adopted pursuant to this section
and the penalties for noncompliance:.”

Ffective compliance with the provi-
sions of this Act will requre informed
and active support of 8 broad cross sec-
tion of agency personnel. It is important
that all personnel who in any Way bave
access to systems of records or who Gie
engaged in the development of pro-
cedures or systems for ing records,
be informed of the requirements of the
Act and be adequately trained in agency
procedures developed to implement the
Act. Personnel with particular eoncerns
include. but are pot Limited to. those en-
gaged in personne] maragement. paper-
work management (reports. forms. rec-
ords. and reiated functions), eomputer
systems development and operations,
communications, statistical dsta collec-

£y
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1o publish rules not later than August 28,
1975 No further republication of
eency rules is required (other then theis
‘Jusion in the annual compilatior. pub-
sed Dy the ofSice of the Federal Reg-

-) unless a change is proposecd.

_he language ©of subsection (f) exe
plicitly requires “general notice:” le..
section 553:b) ‘of title § which permits
sgencies oot to publish s genera) potice
{ “persons subjeci thereto are named
and either pesrsonally served or otherwise
nave actual potice * ¢ *.” shall not apply
to rules promulgated unde: this subsec-
tion. Agencies should aiso be aware of
the fact that. slthough the presump-
uon is of the validity of the proposec
rule. judicia) review under the Admnis-
t=atve Procedure Act will be available
10 AsSsure agalnst erbitrary or capricious
acuons.

Rules fo= Delermining if an Indirid.
ua! 1 the Subsect of @ Record. Subsec-
tion () (1) “Establish procedures where-
by an individual can be potified in re-
sponse to his request if any system of
records named by the individual con-
tains a record pertaining to him:”

The procedures for individuals to de-
termine if 8 system of records contains
records pertaining to them should be
kept as sumple as possible. The published
procedures should specify—

To whom the request should be di-
rected. As discussed above (subsection
(e) i4)), for geographically decentralized
systems. the individual should not be
required to query esch Jocation unless
the individuz] can reasonably be ex-

ected to be able to discern which Joca-

jon would have a record If one existec:

.. by place of birth. place of employ-

at. While the development of central

.exes to satisfy the requirements of
wus provision® is discouraged, such in-
dexes may be necessary in some
instances

The information necessars o iden-
tify the record. Where the svstem em-
ploys a specialized identification scheme.
the individual should not be required to
provide such 8 number or symbol as an
absolute requirement. although the in-
dividusl might be requested 1o supply it
if he or she can reasonably be expected
to know it. Instead. alternative combina-
tiont of personal characteristics may be
used to identify individuals who may
have Jost. forgotien. or are unaware of
thetr identification numbers or symbois.
For example, the combinauon of name.
date of birth, place of birth. and father’s
first name may be suficient to icentify
an individual without the use of a sys-
tem identificalion number. AS Was jug-
gested above, the development of new
retneval and indexing capabilities 15 not
encouraged. rather agencies should ex-
ploit existing capabilities to serve indi-
vidua] needs. Restrictions on the use of
the Social Security Number as an iden-
tifier established by Section 7 of this Act
showld also be noted where sapplicable
, ANY requirements for verificauion of
identity. ‘These may only be imposed
when the fact of the existence of &
‘record would not be requiurec 1o be dis-
closed under the Freedom of Information
Act (8 U.S.C.552).
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Agency procedures should provide for
scknowiedgement of the inquiry withun
10 days texcluding Seturdays. Sundays,
and legal public holidays).

Rules for MHandling Requests for Ac-
cess. Subsection (f112) “Define reason-
able times. places, and requirements for
jdentiiving sn individual who requesis
his recot¢ or information peritaining w0
rum before the agency shall make the
record or informstion availabie to the
individual.”’

Tne developmen: of procedures for
{ndividuais to 1dentify themselves {or the
purposes of gaining access to their rec-
ords will necessarily vary depending on
the nature. Jocation. and sensitivity of
the records in the system. Care must be
exercised 1o assure that the requirements
{for vernfication of identity are not 0
cumbersome as to prevent individuals
{rom galning access 10 records w which
they are entitled o have access. The
requirements pertaiming o verification
of jdeau:y contained in subsection
+f1¢1), above. should also be noted.

“Reasonableness” will be measured in
terms o

The risk of access being granted to an
individual who is not entitled to access
weighed against the probable harm (in-
cluding embarrassment) to the individ-
ua! to whom the record pertains which
would result fromm unauthorized access;
and

The s:andards for verification of iden-
tity which 8 typical individual about
whom recovd is maintained could be ex-
pected 10 meet.

When agencies spec:{y that individuals
may .c; must) present themselves in
persor. to verify their :dentity. hours and
Jocations specified shouwd take intwo ac-
count the kinds of individuals about
whom records are maintained. For ex-
ample. 1t may be appropriste to ask &
current empiovee who seeks access to his
record to present himself to the sagency
personne! office during normal working
hours. No requirements may be estabe
lsned which would have the effect of im-
peding an indivnidual in exercising bis or
her right to access.

Agencies which maintain systems of
records on widely dispersed groups of in-
dividuals and which have fieid offices
equipped to do so. are encouraged to use
those offices as sites at which an individ-
ual can present 8 request for access even
though his or her records may not be
maintained at any one of those field
offices. The information necessary to
identi’y individuals shouid be kept to the
absolute mmimum and neither this pro-
vision nor any other provision of the Act
should be used for the purpose of scquir-
ing and storing additional information
about an indsvidual.

The published rules prescribing pro-
cedures for veriication of idextity will
include——

A list of the locations and’/or mailing
addresses of locations to which the re-
quest may be presented;

When in-person verification s re-
quired or permitied. the hours when
those locations are open (including the
dates of holidays on which they =are
closed) ; and
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Documents which the sgency will re-
quire. if any. 1o establsh the identity of
the individual (specuying & many alter-
patives as possidie) .

Rules for Granting Access to Record:.
Subdsection (1) (3 ~“Establush procedures
for the dusclosure %0 an individua] upon
his request of his record or information
peraining to him. including special pro-
cedure (s1c), If deemed necessary. for the
disclosure w0 an individual of medical rec-
ords including psychological records. per-
tainung to hum:

Individuals may be granted access W
their records either in person or by hav-
ing copies mailed to them The nature of
the systern and of the indivniduals on
whom records are maintained will deter-
gune which method is appropriste. If an
agency determines (hat it ean gTant ac-
cess to records only by prowviding a copy
of the record through the mail because 1t
cannot provide “reasonable” means for
individuals to have access to thew rec-
ords in person. it may not charge a fee
jor making the copy.

The issue of access to medical records
was the sudject of extensive discussion
during the development of the Act. As
written. the Act provides that individ-
uals have an unqualified right of access
to records pertaining % them (with cels
tain exceptions specified in subsections
() and k), below) but that the process
by which individuals are granted access
to medical records may, st the discre-
tion of the agency. be modified to pre-
vent harm to the individual. [See sud-
section (d)(1).)

As » minimum. rules issued pursuant
to this subsection shall be consistent with
the requirements of subsection (d)(1)
and should include—

Some indication. for requests pre-
sented in person. as to whether the in-
dividual can expect to be granted im-
mediste sccess t0 the record and. for
written request, the expected tame lag.
i{ sny. between receipt of a request for
access and the granting of that access
(see subsection (¢)(2) for gudance on
maximum response tumes) ;. and

The locations at which individuals will
be granted access to their records or
the fact that access will be granted by
providing copies by mall:

Notice that an individual when re-
viewing s record in persoc, may be ac-
companied by another indindual of his
or her choosing and the agency’s ree
quirements. ¥ any. for s written state-
ment authorizing that individual's pres-
ence. Such suthorization statements. if
employed. should be as brief as possibie.

Rules for Amending Records. Subsec~
ton ({)(4) ~Establish procedures for
reviewing s request from an individual
concerning the amendment of any record
or information pertaiming to the indi-
vidual. for making a determination on
the request. for an appeal within the
agency of ap initial adverse agency de-
termination. and for whatever additional
means may be necessary for esch indi-
widual to be able to exertise fully s
rights under this section.”

Agency procedures for permitting an
individual %o request amendment of a
record shall be consistent with subsec-

9, 1978

Sanitized Copy Approved for Release 2011/08/03 : CIA-RDP05C01629R000701570007-1



S ————

Sanitized Copy Approved for Release 2011/08/03 : CIA-RDP05C01629R000701570007-1

3968

uons (A (2) and (3) and shall as &
olumum.

The oficial(s) to whem ths rTequast

The :depflying informmation required
o relats e requast W e APPIORIisis
record: '

The oficial(s) to whaoms & Tequest {or
s seview of ad inutial adverse datermie
paton oo fequast W amend may
be taken; snd .

Ofices/ofcials {rom whom assis
can be obtaised in prepanag s request
to amesd a recorc Or W appesl an inle
tial adverse determunation or W learn
fursher of s provinoas for judicial

reTIEV.

17 the agency deems it appropriste o
establish (Or already has) 8 formal Te
viewing mechanism [0r siSessing ‘De sc-
cwTacy of )ta records ar far recopcling
disputes, that mechanism or board should
be dascribed n it rules published pursy-
ant to this subsecton. This provision
does Dot require the establishment of
fnew. separate review mechanisms where
such capadbilities exist and are. or can be
modified t0 be. {0 conformance with this
Acs .

Rules Regarding Fees. Subsecton ()
(8) “Establish fees 0 be charged. if any.
to any individual for making copies of s
record. exclucling the cost of any search
for and reniew of the record.”

Fees may be charged to an individual
under wus sector only for the making of
copies of records when fequssted by the
incdividusl As stated above (subseclon
() (3)), whea copies sre made by the
ageccy lncident O fTAZDg access 10 8
record, & {ee maY DOt be
should be doted that the provisions on
fees.charged 0 An individual under wWis
Act difer from those governing fees
charged o the public. See $ T.S.C. 352,
as axmended, the Freedom of Informadon
At for guidancs op f{ees for compses of
records made svailable to the public.)

“[AZ)sgency Ay not charge the indi-
vidusl for tme spent searching for re-
quested recards or for Wme spent in ree
viewing records o detarmine {f they fall
within the disclosure requirerments of the
Act” (House Report $3-1416, p. 17.)
When ad individual requests s copy of &
record. pursuant o subsection (@)
(sccess to records), the fee charged may
Dot exceed the direcs cost of making the
copy (prnting, rping, or pbotocopying
and related persotinel and equpment
costs) and may not include any cost of
reteving the information In establishe
ing fee schedules, agencies shouid also
consicer ths cost of collecting the fee ia
determining when fees are spproprists.

Annual Publicgtion of Notices end
Rules. Subsectior (1) {final paragadhem
uznumbered) “The OZce of the Federal
Registar shall axnually compile a2d pub-
Ush the nilss promulgated undes this
sec%ion and agency noticss Published
under secHop (e) (4) of thts section = 8
form availasle to the public 82 low cost.”

The annual compilation of public oo~
tices (subsection (e)(4)) and agency
Tules (subsection () (1) through (§))
will be procduced I a form which pro-
motes the exercise of mdivicual ghts
under this Act
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Tha Cenaral Servicm Administration
wil) issus suidance an the format and
dming for submisalon of rulas and Bo-
tices to reduce the cost of preparing and
publishing the rulss and notices. t0 mini~
miza seduncancy wherever posubis. and
otherwise 10 enhance the Utility of Dese
publications. For exambple. ths various
pronisions of subsec=op (@) (4) add (D)
(1) shrough (4) calling for Usts of dames
and adcresses Deed 20t De Tested a9
sepaate porticns of the annual nocce for
sach gystem.

StvasscTion 13) CIvn Roexores

grounds for sction under other provisions
the law in addition to those provided
this section. For example—
An individual may seek judicial review
under other provisions of the Adminise
wamve Procsdure Act (APA).

An ipdividual may fle s complaint al-
lsting crminal misconduct un-
der section (D, below.

A Tederal employes may flle & griev-
ancs under personnel procedures, It
sbhould alsc be noted Ut an agency/eme
ployee resporsible for an adverse acSon
agninst as {ndividual may be personally
subject to civil suit, parmiculariy wiere
the agency’/employes acted in & manner
that was (ntentional or willful,

Judgments, cosws. and atlordey’s fees
assessed against the Taited States under
thus subsecxion would appear 0 be paye
sble from the public funds rather than
sgency funds, 28 T.SC. 2¢14 and 31
US.C. T24a (Payment of Judgments):
28 TS.C. 192¢ (Costs), While it {s pot
the purpose of these guidelines o discuss
the jurisciction of the district couwrts or
the procedures in such cases, it shouid dbe
noted that most Cases arising under sub-
seczion (g) will be bandled by the Gea-
eral Litigatiop Section of the Civil Divi-
sion of the Department of Justes. In
these cases, upan receipt of & copy of the
summors and complaint served upon the
Astorney General and potificadon of its
flinrg by the United States Attorney (see
Riule 4, Pederal Rules of Civil Procedure),
the General Litigation Section will re-
quest ke agency 1o furnish a Utigatien
Teport

Some agenciss are suthorized to con-
duct thelr own ltigation. Where its su-
thority permits. the agency may decide
to bandle i3 own cases under this Act
In view of the general ltigation respobe
sibility which the Departme=t of Justice
has for all other deparuments and agen-
¢les in the execative branch, it i3 impor-
tant that agescies handliing thewr own
litigation under this Act keep the De-
parznent of Justce curreptly informed
of tWeir progoess, and forward o be
Civil Divasion copies of sigzificant docu-
meats which are flled in such cases.

Each ageacy should maintaln s com-
piets and careful record af e admine

istrative procsdurss followed in process-
ing this stacute. THe record should de
malctained ¢ Wat it can be readily or
tled as the complets admunistrazive o
ord of e proceditgs as & alis {oFr >
udie use (o LUugaton

Grounds /or Action. Subseciior ¢
(1) ~Civil Remeciss. Whansver aty
agency”

Tae subsection suthonizmng avil ac-
tons by (ndividuals 15 desigmaed o assuse
that a8 indindual vho ‘1) was umsuc-
cassful in aD atiampt 0 Jave A agency
amend Ris or her record: (J) was =-
properiy densed access w0 Bus or ber rez-
ord or to informalior adout him or her
in a record: (3) was adversaiy aleciec
by an agency sc=ot dased UpoOD B -
properly consttuted record: or (4) was
otherwise ryured by AD tgessy acuon
in viclation of the Act will Rave s remedy
1 the Federal District courts.

Resusal to Amend o Record. Subsecuor
(8)(1)(A) “iakes s determination un-
der subsection (d)(3) of this seclon 2ot
to amend an lndividual's record in ac-
cordance with his requess or {als w0
make such review in conformity with
that subsecion:”

AR individual may seek judicial re-
view of an agency’s determiation 202
to amend a Tecord pursuant to 8 e
quest fijed undsr subsection (d) (2) un-
der either one of two conditions—

The individual has exhsusted hs or
her rezourse under the procsdures estab-
lished by the agescy pursuaset o sudsec-
tion (d)(J) (appeals OB the sgenmcev-
refusal W amesd) and the revies
official has also cefused (o0 smend
record, oF

The izdividual contends that ‘he
agency bhas 2ot corsidered the regues:
%0 review & 8 timely maDDer or other-
wise has not acted in & manzer con-
sistent with the require=eats of sub-
seczon (d)(3). Such an acdon could
presumably involve 8 challenge either w0
the agency’s procecures published uwmcer
subsection () (4) or to the agency head's
decision 0 extend the period of reniew
“!co: good cause shown™ under subsecuos
(8)(3).

An individual may also bring s ctvi
acton based on allegedly inacsurate rece
ords I it caxn be shown that 3 decision
adversse to the individual resulted {ross
that insccuracy. See subsecmon (g) (1)
(C). Eowever, Do tast of inyury is re-
quired o bring an aclion under subsec-
won (g) (1) (A).

The Dasgis for judicial review acd
available remedies in scZons broug:ht
under this subseciion are found in sub-
secTion ‘g) (D).

Denial of Access 10 8 Record. Subsec-
ton (g) (1) (B) “Refuses to compiy with
an individual reques: under subseciioz
(@) (1) of this secaon:”

Toder this subseciion. individuals may
challenge & decsor 20 ceny Whem access
10 recosds o which they consider them-
selves egtitled (udder subsacion (&)
(1)). The sction giving rise 1o the suit
may be the tgency hesd's determiraline
(pursuast to subseczion (k), specific
emptions) W exexPt & Syt of rec
from the requirements that tadividuia.
be graated access. “Since access o a Ll
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f3 the key to insuring the citizen's right
of accuracy. completeness. and relevancy,
s denial of access affords the citizen the
right 0 raise these issues in court. This
would be the means by which a citizen
could chalienge any exemption from the
requirernents of [the Act).” (Sepate Re-
port $3-1183. p. 82). It should be noted
that systems of records covered under
subsection (§) (general exemptions) are
permitted to be exempted {rom thb
provision.

This provision is also the one by which
individuals may contest an agency's re-
fusal to grant access as & result of its
interpretation of the definitions in the
Act a3 they spply to information main-
taiped by an agency and for the exclu-
ston set forth tm subsection (&) (8),
densal of access 0 records compiled in
reasonable anticipation of litigation. No
test of injury is required to bring action
under subsection (g) (1) (B:. The basis
for judicial review and available rem-
edies are found in subsecuon ¢g) (3).

Failure to Maintain ‘@ Record Ac-
curately. Subsection (g) (1) (C) “Pails to
maintain any record concerning any in-
dividual with such accuracy. relevance,
timeliness. and completeness as is neces-
sAry to assure fairness in any determina-
tion vrelating to the Qualifications.
character, nights. or oppor:unities, of, or
benefits to the individual that may be
made on the basis of such record. and
consequently 3 determination is made
which is adverse to the individual:”™ or

An individual may bring an action
under this subsection only if it can be
shown that the deficiency in the record
resulted in an adverse determination by
the agency which maintained the record.
>n the basis of the record. “An action
also lies if the agencr makes an adverse
determination based upon a record which
is inaccurate. untimely. or incomplete.
However. in order to susitain such action.
the 1ndividual must demonstrate the
causal relazionship between the adverse
determination and the incompleteness.
inaccuracy. irrelevance or untimeliness
of the record.” «House Repcrt 93-1416.
p. 17D

An adverse action is one resulting in
the denial of a right. benefit. entitie-
ment. or emplovment by an agency
which the individual could reasonabl:
have been expected to have teen given
if the record had not been deficient. This
provision. in essence. allov's an individual
to test the agency's compiiance witl subd-
section (e (5,

It should also be noteZ that. under
this subsection. an agency may be liabie
ac a conssquence of its failure 1o MAin-
tain a record accurately only if it is
shown that its failure has been “inten-
tonal) or willful” (subsection (g)(4)),
(No such test is required under the pro-
visions of subsection (g) (1) (A), above.
under which an individual can seek a
review of the accuracy ¢f a record.!

Neither this subsection nor subsection
(g (11 (A) was {ntended to permit an
individual colilaterally to sttack informa-
tion ip records pertaining to him which
has already been the subject of or for

NOTICES

which sdequate judicial review i3 svafl-
able. For example, these provisions were
not designed to afford ap individual an
alternate forum in which he can ehal-
lenge the dasis for a criminal conviction
or an asserted tax deficiency.

The dasis for judicial review and avail-
able remedies are found in subsection
[{ AXE LN

Other Failures to Comply with the Act.
Subsection (£ (1)(D) “Fuils o comply
with any other provision of this section.
or any rule promulgated thersunder, in
such & way as t0 have an adverse effezt
on an individual,”

1n sddition to the grounds specified in
subsections (g) (1) (A) through (O
above. an individual may bring an ac-
ton for any other alleged failure by an
agency to comply with the requirements
of the Act or faflure to comply with any
rule published by the ageney to imple-
ment the Act (subsection (f)) provided it
can be shown thate
p The acuon was “intentional or will-

ulv:

The agency's sction had an “adverse
eflect” upon the individual; and

The “adverse eflect” was causally re-
lated 1o the agency’s actions.

The basis for judicial review and avail-
able remecies provided by this Act are
jound {n subsection (g) (4>,

Basis jor Judicial Review and Reme-
dies for Refusal to Amend a Record. Sub-
section (g'12» “«A) In any suit brought
under the provisions of subsection (g
(1) A) of this section, the court may
order the agency w amend the individ-
ual's record in accordance with his re-
Quest or in such other way as the court
mazy direct. In such a case the court shall
determine the matter de novo.

*“(B+ The court may assess against the
Urated Siates reasonable attorney fees
ang other litigation costs reasonably in-
curred 1n any case under this paragraph
in which the complainant has substan-
tally prevailed.”

When an incividual seeks judicial re-
view of the accuracy. timeliness, com-
pletencss. or relevance of a record either
as a result of a challenge to the agency's
refusal w amend a record or because the
individua; alleges that the agency's proc-
ess for review does not conform o sub-
section (d) 3!, the court is required to
review the matter as if {t were an initial
determination ‘de novo!. Such a review
m3a) extend Lo the agency’s criteria estab-
lished in conformance with subsections
ey 1+ and 15! for “accuracy, relevance.
timeliness. and completeness™ as they re-
late to the purposes for which the agency
maintains the record.

Unlike the judicia) review of a denial
of access to & record. in a review of re-
fusal to amend a record the burden to
justfy its action is not expressly placed
upon the agency by the Privacy Act. This
was intended to result in placing the
burden of challenging the accuracy of
the record upon the individual As s re-
sult, agencies should not maintain addi-
tional records solely for the purpose of
validating the accuracy, timeliness, and
compjeteness or relevance of other ree-
ords they maintain.
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If the ocourt finds for the individual
sgainst the sgency it may

Direct the sgency to samend the rec-
ord or to take such other steps as it
deems approprists.

Require the agency to pay court costs
and sttorpey fees. “It is intended that
such award of fees not be automatic, bu:
rather, that the couns consider the cri-
teria as delineated in. the existing dody
of law governing the award of feec”
(House Raport 93-1416. p. 17

Basis for Judicial Review and Rem-
edies Jor Demiwal of Access. Subsection
(g)(3)“(A) In any suit brought under
the provision (g)(1)(B) of thus sectior.
the court may enjoin the agency fror.
withbolding the records and order the
production %0 the complainant of anv
agency records improperly withheld
from him. In such s case the court shall
determine the matter de novo, and may
examine the contents of Any agency rec-
ords in camers 10 determine whether the
records or any portion thereof may be
withheld under any of the exemptions
set forth in subsection (k) of this section.,
and the burden is on the agency to sus-
tain its action.

(B) The court may assess sgainst tbe
United States ressonadle atiorney fees and
other mmuon costs reasonabdly tacurred in
aDY case upder this paragrand in wbich the
complainant bas substantially prevailed.

1n conducting its review,

*{T)be court 15 required 10 determine such
matters de nOovo ADd the durden of proo! 8
upoa the agency tO sustaid tbe exemption.”
(Bouse Repor: §3-1416, p. 17) In view of ibe
sersitivity of some Of tbe records to which
access may be sought, the cour: in exam-
ining those records may do 30 in camera.
"A person seeking access o s flile which be
Bas reason W0 Delieve 3 being maintained o2
him for the purposes of determiding its ac-
curacy and compieteness. for exampie Or 1o
take sdvantage of the righis afiorded haim
* * ¢ could ratse the quesiicn of the pro-
priety of the exemption which denies dir
access to his files. In decidung whetber the
citizen has & right to see his file or w0 learn
whether the agency has & flle on him. the
court would of necessity have to decide the
legitimacy ©f the agency's reasons for the
denial of sccess, Or refusal of azn answer.
The Commitiee intends that any citizen who
1s denied a right Of access under the AC: may
have a csuse Of action, without the necessity
of having to show that & decision has deed
made on the basis of it, apd without having
10 show some further ipJuUry. such as loss of
job or other denefii, that migkt stem from
the denual of access.” (Senate Report 93-1183.
P 82)

I{ the court finds for the individual
against the agency. it nay—

Direct the agency W grant the inci-
vidual access as previded under subse:-
tion ‘d' 11, above.

Require the sgency to pay eourt costs
and attornes fees "It is intended tha“
such sward of fees not be automatic. b:.:
rather. that the courts consider the c1i-
teria as delineated in the existing bodv
of law goverrung the awarc of fees -
(House Report 93-1416.». 17)

Basis for Judiwcial Review and Reene-
dies for Adrersc Deternmination anc
Other Failures to Comply. Subsectiorn
tg 4! “In any xuit brought unaer the
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provincons of subssciian (§) (L) © eor
D) of s section, o which the court
detarines DAl the 3gency acted 10 &
maszer whics ¥is :atentional ar willsul
the Trited Statas sbal be Lable 0 the
{ndividual 18 8D ASOUDt equal o e
SUID Of e

“rA) Actual damsges sustaned by
the individual a4 3 result of ‘3e refusal
er ‘adure, bus i £o case shall & Detsan
en:iied 0 Tecovery Tscmye less wan the
s of $1.000: anc

«'B) The costs of the action logether
with reasonable attorney [ess &3 deter-
uned oy Ws court.”

I= any actop brought for fallure W
comply Wi the provisions of the Act,
other than those covered 1B subsecdon

(g) (1) 1A) and (B) (refusal to amend
s record or demual of actess) it must be
showa

3T T2

~ne falure of the agensy W comply
was “intentional or wllful:”

Toere was 12jury 67 harm to the todi-
viduai; and

Toe ‘njusy was causally related W the
alleged ageacy failure.

As indicated above, these criteris do
not apply %0 swts brought to ammend &
recorc pursusat to subsectien (g) (1) (A)
so thst ap isdnidual Zay. usder certain
eircwmstances, properiy bnag an acuon
either umder subsections (g)(1}(A) or
g1

When the court &nds that an sgency
has acted willfully or intentionally in
vipiation of the Act in such a =anxner &s
to have an adverse efect upon e ine
esidual, the Trnited States will be e~
quired 0 paY

Acual damages of
13 greates

Cour: costs and attoraey lees.

Dolike subsecuons g’ (3% aod ()
above. which make the award of court
eosis and sstoroey fees discretionary in
successiul swis brought under subsecs
tions (g (1) (A) and (B), sueld swards
are required to be mace in scdons in
which the todividual has prevailed uncer
subsectiops ‘g' (1) (C) and D). See
House Report 93-1416. pp. 17-18 and the
Congressional Record. Decentoer 18,
1974, P.E. 122445 for further discussion
of thus pownt.

Jurtsdiction and Time Limats. Subsec-
tdon (g 18 “AR action to enforce any
Lability created under inis seclon may
be brought in the distmiet court of the
United States ia the distne: in which the
complainant resiges. or Zas his principai
place of business, or in wiich the agency
records are situated, or in the District
of Columbtia, without regard to the
arpount i CONLIoversy. within two yeals
{rom the date on Whuch the cause of
acu0n arises, except that where an
agency has matenially and willfully mise
represented any information required
under shis section o be disciosed to an
wdividual a=¢ the informauon SO mise
represeated is materal to establishment
of the lamiity of the agency o the in-
cvidusal under tus sechon. the scuon
may be brought at any time within two
~pars after discovery by the {ndividual
¢! e misrepresestation. Notung in thus
secocn shall e constued to authorize

$1.000. whichever

NOTICIS

any civil action by rsasen of any injwry
sustainad ag ‘Bs result of s disclosTw
of & regard Privr o We eLecuUTe date
of thus saction.”

AcTon 2y de drought in e &strics
court for the jusisdiction i3 which the-
tndividual resides, or 2as a Dlace of dusi-
aesa OF (B which s agency recordy are
situaad. or 1n the Distriet of Columbia.

~Thme statute of lmitatians i3 WO
yeass {rom the date upon which e
csuse Of ACTOnD Arses. except [or cases
in which the agency has matenally or
wllfully misrepresented any informsation
required to De discloser and when such
zusrepresentatios is mate=al to the Us-
Rility of the agescy. I3 such cases the
s:atute of limitations is Swo years {rom
the date of discovery by be individual of
the misrepresentation” (House Report
93-14186, p. 18)

A suit may 2ot de brought on the basis
of injury whica may have occurred a3
a result of an ageacy’s disclosure of &
tecord prior o September 27, 1978: ¢.8.
disclosure without the consent of the in-
dividual or an adverse action resulting
from a disclosure. This lasguags is in-
tended to preciude agencies from being
held lable, under tus law, for actions
taken prior to its eSective date.

Staszerion (B) Ricxss or Licar
GUARDIANS

Subsestion 'h) “For the purposes of
this secticn. the parent of ary minoz, of
the legal guardian of any individual who
kas been ceclared %20 De incompetent due
to physical or mental incspacity or age
by & court of comperent jurisdiczon. may
act on behalf of the individual.”

This secnon is intenced o exsure that
minors or ndividuais who have been
deciared to be legally incornpetent bave s
means of exercising their mghis uades
the Act It also has the efect of making
{ndividuals acxunz in loco parensds ©
m:nors. pafents, legal guardians, anc
custodians the same as the individual {or
pusposes of giving consent for disclosure
(subsestion b)) and being informed of
the pusposes for which records are main-
tained (subsecsion (@) (3)).

It should be noted that this provision
is discreuonary 2d that individuals who
are misors are autborized to exercise e
nghts nivea 0 them by the Privacy Act
or. in the alterz=ative, their parests or
those acEag in 10co PArenRs May exercise
thens in their behalf.

') CapeNAL PINALTIES

This subsection establishes crimunal
sancuons {or shree possible violauons

Unauthorized disclosure.

Pailure to publish a public notice or 2
system of records subject to the Act.

Obtaining access to records under {alse
pretenses.

The Srst two are directed 2t actions of
afScers and empioyees of Federal agen-
cles and (pursuast to subseciion tm))
certaln coniTacior personnel Agencies
should ecsie that all personnel are in-
formed of the requiremeats of the Act
and. pursuant o subseczon (e) (9), rules
of cencuct. are ven penodic Tamng S
this area.

Criminal Penalties for Unauthorized
Disciosure. Jubserzion (M (1) “Any ol-
cer or aupioyee of s sgency, who by
vrur of Ais employmest or ofieial Some
tion, Bas Dassesnon of, S access Lo,
sgency ecords witic comam ndindu-
ally idenclanpie mfor=ation whe disclo-
fnow of which s prohibited by B3 seeon
or by rales or rguisnots estabdlshed
thrreunder, and who kDowisy 3t &n.
closure of the spemic atent! N 5O Dro-
Rititee willtnlly discloses s =atemal
iD ACY manner (0 ALY DEr30C CP agemcY
not entitied 0 recwive 13, :hall be puity
of a isdemeanor 3nd Ined oot more
than $5.000."

D i3 s comniznal violation of tBe pro-
vicons of the Act £ &2 employee, EiCw-
ing =at disclosure is prohibited, mlidally
discloses 8 record withou: the wmtte:n
consest of the individual to wham is per-
tairs, at his or Rer sequest. or for one of
the reasces set forth 8 subsections (b
(1) through (11), conditioms of dis.

Criminal Peaalties Jor Fallure To Pub-
lish s Public Notice. Subsection () ()
“AnYy cficer or exmployee ol any age=<=v
who willfully maintains & sysiem of Tec-
ords without meeiing the DOUCE require-
ments of subsecsion () (4) of this sectter
shall dbe guilty of 8 misdemeanor and
fzed 50t more than $5.000.°

As was discussed in connection with
subseczion (e) (4), above, 8 dasic ohjec-
e of the ACt is 0 assurs whal there is
no system of records whose very exisience
is kept secret. Aa agency 3 fequised 0
pudiish 3 public Sotice abous ezxct s7vte
of secords which it maintains, I is a
cerizanal violasion of whe Acs willlully to
maintain 3 system of records aud not 0
puslish the prescribed public netice, The
exemption provisiocs. subseczons ¢J)
and 1k, do not allow an agency head 2
exempt any sys:iem of records {rom the
requitement to publish a pudlic n=otice
0! 18 existence, although thal notice may
be scmewhat abbreviated. (See subsec-
tions () (S}, defnitions., and (e)4).
public notice. for swdelines on That ¢od-
stsutes & system.) It should be notecd
that. under agency procedures. the cZcer
or employee who maintains the sysie=t
may not be the one who is resporsidle for
publishing the notice. Agency procequses
shouid make the responsibilities of each
cleas. The ofScer or exmplovee who Mais-
tains the systent has an obligation to neo-
rly the one responsible f{or publisiun
the potice. Similarly ine olicer or em-
ploree responsidble for publishung ne
rotice. once notifed of the existence of &
systemi. must ake wWnat fact public.

Crmingl Penallies Jjor Qbroming
Records under False Pretenses. Subsec-
uon (1) (3) “Any person who kmowing.y
snd wllfully requesss or obtains any rec-
ord concermung an ndinidual from an
ageccy under false pretenses stall bde
g2ty of & misdemeznor and fned pol
more than $8,000."

This provision makes it & cTimunal act
owmgly and williully 0 request or
£33 access o 3 record about T t=dinc-
ual under {alse pretenses. It is likely &2
the priscipal applicaten of tms prov.
non will de W0 deter mdiniduais Mo
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making {raudulent requests under sub-
section (d) (1), access to records.

SURSTCTIONS (J) axp (k) EXEMPTIONS

The drafters of the Act recognized thst

1e application of all of the requirements
J1 the Act to certain categones of records
wouwd have had undesirable and often
unacceptable effects upon agencies in the
conduct of necessary public business.

Two categories of sxemplions are &s-
tadlished: General exemptions (subsec-
tion (§)) and specific exemptions (sub-
section (k)). The principal difference
between the two categories is that svs-
tems of records exempted under subsec-
tion (§) may be exempled {rom more pro-
visions of the Act than those exempted
under subsection (k). Exemptions under
subsection () may be exempted from
the civil remedies provision and, in
particular, the judicia] review under sub-
sections (gX(1)(B) and (g(3), avil
remedues.

1n applying any of the exempuon pro-
visions of the Act, it is tmportant ©w
recognize the {following:

No system of records is asutomatically
exempt from any provision of the Act
To obtain ap exemption for s system
{rom any requirement of the Act. the
head of the agency that maintains the
system must make a determination that
the system falls within one of the
categories of systerns which are per-
mitted to be exempted, and publish the
determination as a rule in accordance
with the requirements (including gen-
eral notice) o! section 553 of the Ad-
qinistrative Procedure Act. That notice
must include the specific provisions {rom

nich the sysiem 1is proposed to be ex-

apted and why the agency considers
e eXemplon DEecessary.

The requirement to publish a public
notice (subsection (e) (4), above) apples
10 all systems of records maintained by
an agency. Certain other provisions such
as conditions of disclosure (b). account-
ing for disclosures ((¢) (1) anéd (2)) and
restrictions on mantaining records on
First Amendment sctivities ((e) (7))
also apply to all systems of records.
Agencies may not exempt any sysiem, s
defined in subsection (8)(5) {rom any of
these requirements.

In some instances, systems may con-
tain records which are subject to exemp-
tion under more than one subsection in
subsections (j) or (k). In those cases the
notices claiming exemption should. if
possible. specily which types of records
are subject 0 which exempuon.

Agency records whizh are part of an
exempted systeln may be disseminated
to other agencies and incorporated into
their pon-exempt records gystems. The
public policy which dictates the need for
exempting records {rom some of the pro-
visions of the Act is based on the need to
protect the contents of the records in the
system—=not the Jocatian of the records.
Consequently, in responding to a request
for sccess whers documents of another
agency are involved, the agency receive
ing the request should consult the ong-
manng agency o deiermine if the rec-
ords tn question have been exempted
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from particular provisions of the Act. A
copy of the request may be forwarded o
the originsting agency for handiing of
its documents whers such & procedurs
would result {n » more rapid response o
the request for access but the sgedcy
receiving the request remains responsible
for assuring & prompt response.

Agencies which elect to invoke exemp-
tions are encouraged to adopt procedures
sunilar 0 those prescnbed by the Act
wherever appropriate. For example. it
may be appropriste to seek an exemption
from the access provision ((d)(1)) for
certain prisoner records becsuse they
contain court controlled pre-sentence re-
poris. but a more limited access proce-
dure may be appropnate.

SUSSICTION () —=-GENTRAL EXTMPTIONS—
APPLICABRILITY AND NOTICE REQUIREMENTS

Subsection (§) “The head of any
agency may promulgate rules. in accord-
ance with the requirements (including
general notice), of sections 553 (b) (1),
(2), and (3), (¢), and (e) of this title, to
exempt any system of records within the
agency {rom any part of this section ex-
cept subsections (b), (¢) (1) and (2),
(e)(4) (A) through (P, (&) (&), (D,
(9, (10), and (11), and (1) if the system
of records is—

“qy v

u(z) ® & ©

“At the time rules are adopted under
this subsection, the agency shall include
in the statement required under section
8$53(¢) of this title, the reasons why the
system of records is 10 be exempted from
a provision of this section.”

This section permits agency heads to
exempt systems of records which are
maintained by the Central Intelligence
Agency or for cnminal law enforcement
purposes. as further discussed in subsec-
tions (§) (1) and (2), below, from all
provisions of the Act except the—

Conditions of disclosure, ((b)):

Accounting for disclosures and reten-
tion of the accounung. ((¢) (1) and
(2));

Annus! public notice except for pro-
cedures for identifying s record.. gain-
ing access o it, contesting its acouracy.
and identilying the sources of records.
((e) (4) (A) through (F));

Obligation to check the accuracy, rei-
evapce, tumeliness, and completeness of
records before disclosing them to a per-
son other than another agency or to the
public under the Preedom of Informn-
tion Act, ((e)(6));

Restnctions on maintaining records
on Pirst Amendment  activities,
e)rm;

Establhishment of rules of conduct and
sdministrative. technical, and physical
safeguards, ((e) (8) and (10), respec-
tively) .

Publication of “routine use” potices
((e) (11)) ; and

Criminal pepalties, ({1)).

When the head of an agency deter-
mines that s gystem af recards main-
tamed by the agency should be exempted
from certaipn provsians of the Act, &
potice must be publisbed in the Pxogaar
RacisTea which sgpecifies, as & mini-
mum:

28971

‘The name of the system (This should
be the same as that given in the annus!
public notice under subsection (e) (4) ),
and

The specific provisions of the Act from
which the system is to be exempted and
the reasons there{or. A separaie reason
need Dot be stated for each provision
from which the system i3 being ex-
empted. where a single explanation will
serve to explain the entire exemption.

The agency bead's determination is
considered t0 be a rule under the Ad-
ministrative Procedure Act (APA) and
13 subject to the requirements of gern-
eral notice and public comment of that
Act. 5§ U.S.C. 853. While general notice
of s proposed rule is pot required under
the APA when “persons subject thereto
are named and either personally served
or otherwise have actual notice there-
of ° * *;” the use of the phrase “in-
cluding general notice™ mesns that in-
dividual notifications will pot suflice.

The systems of records and the num-
ber of records (i.e., individuals) in each.
which were exempted from any of the
provisions of the Act under thus subsec-
tion will be required to be included in the
annual report prepared as requwred by
subsectign (p). It should be emphasized
that the exemption provisions are per-
missive: i.e.. an agency hesd is suthor-
ized. but not required. 10 exempt & system
from all or any portion of selected pro-
vigions of the Act when he or sbe deems
it to be in the best interest of the govern-
ment and consistent with the Act and
these guidelines. In commenting on thus
provision. the House Committee noted:

‘The Committee also Wwishes tO stress that
this section i not intepded 10 regquire the
CJl.A. and eriminal justice agencias to with-
hoid all their personal records {rom the ibd)-
viduals t0 whom they periain. We urge those
agencies Lo keep open whatever flas are
presently open and 1o make svalladble I the
future whatever flles cas be made availadle
without clesarly infringing on the ability of
the agencies to fulflll their muaions. (House
Report §3-1416.p. 18)

To the extent practicable, records per-
mitted t0 be exempted from the Act
should be separated from those which
are not. Purther, while the language per-
mits agency heads to exempt gystems of
records. agencies should exempt only
mx;tions of systems wherever it is pos-

e.

General Ezemption for the Central
Intelligence Agency. Subsection (§) (1)
“Maintained by the Central Intelligence
Agency: or”

General Ezemption for Crimingl Law
Enjorcement Records. Subseclion (j) (2
“Maintained by an agency Or component
thereo! which periorms as i principal
function any activity pertaining 0 the
enforcement of criminal Jaws, including
police efforts to prevent, cantrol. or re-
duce crime or to apprehend eriminals.
and the activities of prosecutors, courts.
correctianal, probation. pardon. &r paroje
suthonities, and which consists af (A
information compiled for the purpose of
identitying ipdividual eriminal oflenders
and alleged offenders and consisting only
! identi!ying dats and pDOWlions of ar-
rests, the nature and disposition of &rim-

9. 1978
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inal charges. sentencing. confinement,
release. and Paroie and probation status:
'8) information compied for the pure
pose of & snminal investigation. include
g reports of wnformants and investiga-
tors. and associated with an identifiadle
weivaidual: or (C) reports ;dentifadls W
an ingividual compued st any stage of
e process of eaforcement of WMo cnmie
nal laws {rom arrest or indictment
wirough reisase {rom supervinon.”

STISZCTION (k' SrEririC EXTMPTIONS

Aoplicabdility and Notice Requirements.
Sunsection k) “T=e heod of any agency
may promuigate rules. in accordance
with the requirements (including gene
eral notice) of sechons $33(b) (1), (2),
and (3}, «¢), and (@ of tus Tie, W
exempt any system of records wattun the
agency f{rom subsections (&) (3), (&),
(er (1), (@) (G). (H), and (1) and
(f) of wus secuion U the system of rece
Orts 19w

S VR

L] L] L] L] L ]

0'(7) e & @

“At the time rules are adopted under
this subsection. the agency shall incluce
{n the swatement requuired under section
£53(e) of s Sle, the reasons why the
system of secords is o be exempted {rom
a provision of this section.”

This subsection perwruts agency heads
W exempt sysiems of records som »
Urmuted nusmper of provisions of the Act.
Iz sddition to WMe provisions {rom which
30 system iy de exex=pied under sube
secuon )). & system which falls uxnder
any ore of the seven categories lsted in
this subsection =3y not be exempted
fro= e following provisiors:

Inlor=ing prior recidients of core
reccad or disputed records. ((¢)(4));

Coliecting information to be used in
deter=unatons sbout an individual di-
reciy {rom e individual (o whom it
pertains, ((e)12));

Infor=uing individusls ssked to supply
informadon of the suthority dy sad
purposas for which it is collected and
whether oOrf Dot providing the informa-
ton is mandatory, ((e)(3));

Maintatring records with such accu-
TACY. compietenass, Hmelingss, and rele-
Yance as (s reasonable {or the agency’s
purposes, ({(e)(5));

Notifying the subjecss of records
disclosed under compuisory process,
((e) (8)); and

Civl remedies, ().

As with subsection (§), upon deter-
miung that a sysie= is 10 be exempted
under uis secuon. the ageacy head is ree
quired t0 publish that deterninasion as s
e under the Admunistraiive Procedure
ALt sub)ect W0 Dpublic comment. That
notice Must. a3 & muUnimure, specly

The dame af the systexm (as {n the
w=nual Dotice under subseciion (¢) (4));
and

The specific provisions of the Act {rom
which the syste= is 10 De exemnpted and
the reason therefor,

The agency head's determinstion is
considered 0 be s rule under the Ad-
ministrative Procedure Act (APA) and is

subject to the requirements of general
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notice and public comment of that Act. §
U.S.C. 583. While genersl Dotice of a
proposed rule is not required under the
APA when “persons subjecs therewo are
named and either personally served o
otherwise have actual potice there-
of ° * °“ the language "including gen-
eral notice” means that incividual potil-
cation will not sufice.

In addition, the systems of records and
the number of records o esch. which
sere exemptad from any of e prowvie
s10ns of the Act under tlus section will be
required to be inciuded (n the annual
report required by subsection (p!

It shouid also de noted that the ex-
emption Drovisions are pertnssive: l.e.
an agency hesd is authorized. but not
requured. 0 exempt a system when he or
she deems 1t to De {n the best interest of
the government and consistent with the
Act and these guidelines. “Also as mh
section (§) records. the Committee urges
sgencies Mmawntaining section k) records
to open those documents w the individe
ual* named (n them insofar as such
acuon would not impeir the proper funce.
tioning of those agencies.” (House Repors
93-1416. ». 20)

In the process of utilizing any of these
exemptions. agencies should, wherever
practicable. segregate those poruions
of systems for which ap exemption is
considered necessary 3o as to hoid to the
minimum the amount of material shich
is exempted. While the larguage per-
mits agency heads to exempt entire syse
tems of records, the larguage of cestawn
of the specific provisions beiow suggests
that it may. In some instances. de ap-
propriate 10 exempt only portions of sys-
tenxs where it is not possible 0o
segregate entire sysems. For example.
records containing ciassiufied material o
which access may be densed under (k) (1)
should bde screened O permit access
to unclassified material. and only these
poruons of investigative msaterial wiich
meet all of the critena in k) 12) or (§)
should be withheld. However, in the case
of records whuch are perrnitted to be ex-
empted to the exient that their disclogure
would reveal the identty of & con-
ficential source. extreme care should be
exercised to ensure that the content of
aAny records being segregated does DRot
disclose the ideatity of the source.

Ezemoption for Classifed Matericl
Subsection (k) (1) “Subject to the provi-
sions of section $32(b) (1) of this title;”

Txts subsection pertnits agency heads
to exempt. Irom ceraln provisions of
the Ace. those systems of records which
are "(A) specifically suthorized under
criteria established by an Executive Or-
der o be kept secret in the interest of
nationsl defense or f{oreign policy and
(B) are {n fact properiy classified pur-
suant 1o such Executive Order.” ($ US.C.
$52(b) (1), as amended by Public Law
93-502)

The Freedom of Information Act. as
amended by PL  93-502, suthorizes de
novo judicial review of an agency's deci-
sion t0 classify a documesxnt including
{n camera examination of the document
whes the court deems !t Decessary to re-
solve 8 Aispute as to whether s document
{3 properiy being withheld under WMe pro-

nsions of subsechion ‘B 1. of wne Pree-
dom of laformation Act. See the Co
ference Report on H.R. 12471, Ho
Revor: $3-1380. pp =5.

Tseful guidance ta ne apolicazos of
this provusion i3 found ta the Serate
Comzusiee report ciscussion of & sum:ias
Provision on classified materals:

The poteniial for semous damage O b
BA3:0NA AEIINIS OF ISIRIER POLILY 00U.C Aride
¥ 3¢ 2otice 4MICTIDINgG A8y 2JOTEACT
STSteS Inciuded CALEgOries 37 JOUSTeS Of -
lormation ¢ * ° or provided =@iTidusLs ¥~
coums 0 Lles Mainaides abOUS 2hem * ¢ ¢

Tae Commiiiae does 30U DY 2213 (0gieton
inead O ‘eopareize s 2olleec1on 5f (n%s-
Ligence ‘aformation related O BaliosSa: Qe
{8236 ST f0PRIPT DOUICT. OF OPOR O .23DecCs:sS
information ciamslec pursuan: w0 Lxecusive
Order 1.852 0 »er0n3 wdo do NOt Bave az
SPPIOPriale securily ciesrance or aeed o
kaow

THis seectios U not inlended t0 provide
blanke: exemp[on 0 All iniormasion syse
tems or Sles JaNained DY an agency wiice
des! w132 Batiodal Cefense 324 0regS PClicT
inlormazion. MasT personne! Sles And O02Rer
sTIemMy Ay 20t e subject to securcy
class:ification of may 20t Cause damage o
the national defenss or foreign DOIICT SURPIY
by permuiiing the subdjec:s of such Sles w0
insdect hem and ek chLTges (& thelr cone
D3 Inder WS Acs. 1Sedate Repor 93-1:83.
2. 74)

Ezemption for Investipatory Mciera!
Compiled for Law Enrorcement Purposes.
Scbsection (0 (2) “Investigaiory mate-
rial compiled for law eaforcement puse
poses. other thapn material wthin o
scope of subsection t§) (2) of this secac
Protided. however, That i any tndividu.
{s dezied any right. privilege, or bemen:
that he would otherwis- be entitled b
Federal law, or for which he wouwd other-
wise be eligible. as & result of the main-
tenance of such mstermal, such matenal
shall be provided to such individual, ex-
cept to the extent thst the disclosure of
such material wouid reveal the dent:icy
ol & source who fwnished aformatios
to the Goverament under an express
promise that the idendty of the source
would be heid iz confideace. or. prior o
the efective date of this section, under
an ixmplied promise that the identiss
of the source wouid be heid in cozi-
dence:

Thus provision allows agency heads to
exempt & systemn Of records compiled i=
the course of an {nvestigation of an ai-
leged or suspected viclation of civil laxs.
tacjuding viciations of the Uaiferm Code
of Milizary Justice and associated Cegu-
iations, except to the extent t=s: tae
syste= is more broadly exempt unders the
Provision covermig records maintaines
by an agency whose principal funcion
perains to the ezforcement of cmxmioal
laws (subsection (§)(2)). Thus exemp-
ton was drafted because “[{lacdividual
aceess o ceralr lsw enforcement fles
could Impair iNvesSERlIons, parpcuiariy
those whuch invoive complex and con-
tnwng petiesms of behsvior. It wouwld
sler: subjects of fivestigations that thewr
activities are being scrutinized, and -
allow them Zime %0 @ke Jeasuras 0 pr
vent detecton of legal acHon of esca;.

prosecutior.” (House Report R-114168,
. 190

9, 1978 :
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The phrase “invastigstory material
compiled for law enforcement purpuses”
13 Lthe same phrase as opeded exemption

D' (7) to the Freedom of Ilnformation
€1 PNOr 10 1t recent armendment (Pub-
law 93-502), with the exception of
¢ Use of the word "mater:al” in tbe
Privacy Act for the ward “fles” in the
now amended Freedom of lnxformatiod
Act exempiion. The intent was 10 have
the same mesnung given 0 this phrase
1in the Privacy Act as had deen given t0 it
in the Freedom of Information Act ex-
cept that the phrase would apply to ma-
teri1al as opposed to entire flles. The case
lax. then which bhad interpreted “in-
vesugatory” and “compiled” and “law
enjorcement pwposes”’ for the DOW
amended poruons of exemption (b)(7)
o! the PFreedoxx of Ilnformation ALt
should be utilized 15 defnung those terms
as they appeas in subsection (k) (2) of
the Prvacy Act

It was further recognized that “due
process” £ both civil action and criminal
prosecution will assure that individuals
have a ressonable opportunity to learn
o! the ex:stence of. and to challenge.
investigstory records which are to be¢
used in legal proceedings.

To the extent that such an investi-
gatory record is used as & basis for deny-
ing an individual any right. privilege, or
benefit (including employment) to which
the ipdividual would be entitled in the
absence of that record. the individual
oust be granted access to that record ex-
cept to the extent that access would re-
vesl the ideniily of a confidential source.

The language permitiing an agency W
Mhhold records used as & basiu for

nying & benefit to the exteat that the

ord would reveal the identity of an

Jividual who furmshed information in
confideace is very parrowly drawn and
must be trested carefully (see also sub-
secuions (k) (5) and (7), below). For
information collected on or subsequent to
the eZective date of this section (Sep-
tember 2A 1975) a record may only be
wiuhheld w0 protect the idenuty of a
source uf

Az express guarantee was made to the
source that hus or her identity would
not be revealed. (Such guarantees should
be made on & selective basis; i.e., indi-
viduals from whom information is solic-
ited for law enforcement purposes
should be advised that thewr jdentity may
be dusclosed to the individual to whom
the record pertains unjess a source ex-
pressly requests that his or her identity
no: be revealed as a concdition of furnish-
ing the information.) ; and

The recorc. I stripped of the jdentity
o! the source would nontheless by its
cortent reveal the identity o the subject.

It was reoogruzed that the type of in-
vestigatory record covered by subsection
(k) (2) ewrrently contains subsiantial in-
formation which was obtained with the
tacit understanding that the identity af
the source would not be revealed. For
this reason the Act provides that infor-
matiok in such records that was collected

rior to the eSective date of the Act may
be w1thheld from the individual t0 whom
it periains to the extent ths: it was col-
“~cted under &= implied promise that its
Tee would not be revealed and dis-
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closing It would reveal the identity of the
source.

‘The phrase 10 the extenst that” is pas-
ticwarly important. As immphied abovy, &
a record can be disclosed I such a way
as 1o conosal its source. ¢ promise of con-
fidentiality to the source 18 not suficient
grounds for withholding it. Obvicusly,
the content of certain records i3 such
that it reveals the jdentity of the source
even if the name of the source or other
identifying particulars are removed. ¢.§..
the record contains information that
could only have been furnished by one
individual known to the subject. Only in
those cases. may the subdstance of the
record be withheld 1o protect the identity
of a source and then only to the extent
necessary to do 50. It s recognized. how.
ever that it may io some instances be
very diffcult for an agency to know
whether the ocontent of s record would,
i and of itself, reveal its source. There-
fore. it may be appropriate in light of the
intent underlying this exemption. to
exempt & record when any reasonable
doubt exists as 10 whether its disclosure
would reveal the identity of a con-
fidential source.

Additional guidance on the circum-
stances under which an agency may
withhoid a record oa the grounds that
its disclosure would revea) the identity
of a source who provided information
under & pledge of confidentiality is found
in Senator Ervin's statement on the come
promise bill on the fioor of the Senate.

The ocompromise provision for the malinp.
tenance o information received from ooOBe
Sdential sources represedts &2 alceplance
©of the House langusge after receiving sa
amsurance that in 2o instapce would that
lspguage deprive 3o Individual from know-
ing of the exislence of any Inlormalion
maintained in a record about bum which was
received from » “oonfidential source.” Tde
agencies would pot be able to claim that
disclosure of even » small part of s particular
itemn would reveal the identity of a cont-
dential source. The confidential informstion
would have to de charscierized b pome gen-
ersl way. Theface of the ftem's existence
and a general charscterization of idat item
would have t0 be made known 0 ibe ib-
dividual in every case.

Purthermaore, the acceptance of this section
412 DO way preciudes an individual from
knowing the substance snd source of oon-
Gdential information, should that informa-
tion be used 10 deny him & Promotion 1B &
goverament Jod oOr access to classified in.
formation ©f same Otber right. benefit or
privilege for which be was eniitied 10 dring
legal action whest the goveramen: wished to
base apy part of 1t legal case on tha:
information.

Pinally, 1t is important to nots that the
House provision would require tbat all fu-
ture promises of confidentiality to sources
of tnformsatiop be expressed and Dot im-
plied promises. Under the suthority to pre-
pare guidelines for the administrstion of
this act it ia expected that the Ofce af
Management and Budge: will work closer
with agepcies t0 tnsure that Pederal inves-
tigators make sparing use of the adility to
make express promises of confidentiality.
(Congressionsi Record. December 17, 1974,
p- 8 21816)

The foregoing discussion with respect
to confidentiality of sources is also ap-

plicable to the provisions of subsections
(k) (5) anc (7), below.

28972

Zzemption Jor Records Maintained To
Provide Proteczme Services. Bubsecthon
(k) (3) “Mantained in connectios with
proviiing protecuive sarvices 0 the Pres.
ident of the United States or other mdi-
viduals pursuant 10 section 3056 of title
18"

This examptian covers recards which
are pot tlearly within the scope of aw
enforcement records covered under sub-
section (k) (2) but which are decessary
t0 amuring the safety of individuals
protected pursuant o 18 U.S.C. 3056

It wvas Doted that “access w0 Secret
Service intelligence flles on cermaun in-
dividuals would vitiate & critical part of
Secret Service work which was spect-
cally recaznmended by the Warren Com-
misgion that investigated the assasaing -
tion of President Kennedy and funded
by Congress.” (House Report #3-1416.
-2t )

Ezemption fJor Statistical Retords.
Subsection (k) (4) "Required by statute
to be msintained and used solely as
statistical records:”

A “"statistical record” i3 defined f»
subsection () (8) as “a record in a sys-
tem of records maintained for status-
tical research or reporting purposes
only and not used in whole or tn part
in making any determination sbout an
jdentifiable individual except as pro-
vided by section 8§ of title 18."

It i3 the intent of this provision to
permit exemptions for those sysiems of
records which by operstion of statute
cannot be used to make a determination
sbout an individual.

This provision permis aAn agency
hesd to exempt a system of records
which i used only for statistical, re.
search. or program evaluation purposes.
and which is not used to make decisions
on the rights. benefits. or entitlements
of individuals except as permitied by
section 8 of Title 13. The use of the
language “required by statute to be
‘maintained * * * only” suggests that sys-
tems of records which qualify to be ex-
empted under this provision are those
composed exclumvely of records that by
statute are prohibited f{rom being used
for any purpose involving the making of
s determination about the individual to
whom they pertain: not merely that the
agency does not engage in such uses.

Disclosure of statistical records [to the
individual] b most iBstances wowd Dot
provide apy benelt to anvone, for these
records 30 DOt have ¢ dAirect sfect 0D adY
given individual: 1t would. however. inter-
fere with » legitirnate. Congressionally-
sanctioned activaity. (House Repot: 95~
1416. p. 19)

Ezemption for Investipatory Meteric!
Compiled for Determining Sustadilsty for
Federal Employment or XMilitary Service.
Subsection (k) (§) “Investigatory mate-
rial compiled solely for the purpose of
determining suitability. eligibilnty. or
qualifications for Federal cavilian em.
ployment, military service, Federal con-
tracts, or sccess to classified informa-
tion. but only to the extent that the dis-
closure of such matenal would reveal
the jdentity of a source whbo finnished
information to the Government under an
express promise that the identity of the

0, 1973
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source would be hald in confidence. or.
sror to the efective date of whus section.
under an implied protuise kst the iden-
aty of the sourcs would be held I
confidencr’”.

This Provision permits an sgency 0
exempt matenal {rom e indindual se-
cess provisien of he Act which would
cause the identity of a confidential source
10 be revesled oniy if all of s {ollowng
conditions are met:

The material is Jaintained ogply for
pursoses of detar=urung a3 indivicual's
qualifcations. eligibility or swtability for
military service, emsloyment 1o the ¢l
vilias service or oo a3 Federal conwact,
or accass 0 classifed materal By ime
plication, employmeat would include ap-
pointments to Federal advisory commit-
tees or t0 membersiup agencies. whethe?
or not salaried:

The material is corsidersd relevant
and Decessary 0 making s judicious de-
terunation &s 0 qualifications, eligibile
ity or suitability and couwd only be
obtained by providing assurance to the
source that bis or der {dentity would not
be revealsd 0 the subject of the record;
e.g. for “crtical sensitive positions:”
axd

Disclosure of the record with the
ideatisy of the source removed would
Likely revesal the identity of the source:
e.g.. e record contains information
which eould only have been furtushed by
ote of several individuals known 0 the
subjecs.

«Since information collected prior to
wthe effective cate of the Act may have
beea gathered under a implied dromise
of confidectiality, that pledge oy be
honored and those records exempted if
the other critenia are 2et.)

See subsection (k)(2), above. for a
more extensive discussion of the circume.
stances uxnder which records may be
withheld to protect the idextity of & cone
fidential source.

This language was izcluded to take
into account the {act that the screening
of personnel o assure that only those
who are propesly qualified and trust.
worthy are placed in goveramental posi-
tions will. {rom time to time. require ne.
formasion to be collected under a pledge
of confidentiality. Such pledges will de
lUruted only 0 the most compelling eire
cumstances: Le.,

Without the information thus obe
tained. unqualified or otherwise unsuit.
able Incividuals might be seiected: or

The potential source would be unwil-
ng to provide needed information with-
out a2 guarantee that his or her identity
will not be revealed to the subject: or

70 be of value in the personnel screen-
ing and often highly compesitive assesse
ments {n which it will be used. the infor.
maton must be of such a degree of
franikness that it caz only be obtained
cnder an express promise that the iden-
tity of 1S source will not be revealed

The Civll Service Comeussion gnd the
Department of Defexse (for military
personnel) will issue regulations estabe
Usking procedures {or determining when
s pledge of confdentiality is to be made
add otherwise W impiement this subsec.
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tion. These regulations and sny imple-
menting procedurss will not provide that
all information collected on individuals
being considered {Or any PArticular cate-
gory o« positions will automatically de
collected under a guarantes that the
identity of the sourcs will dot de revealed
Lo the subject of the record

This provision has been among the
most nisunderstood in the Act. It should
be noted that it grants sythomty W
exempt records only under very Umuted
eircumstances. “It will not de the cuse
tomary thing t© make these promises of
confidentiality, 30 that most all of ths
information (in investigatory records)
will be made svauabie.” Congressional
Record. November 20, 1974, p. 10887.)

The term “Federal contracis” covery
investigatory matenal on individuals be-
ing considered {or empioyment OB 4D ex-
isting Fedenal conttact as well a3 in-
vestigatory matenal complied 10 evaluate
the capabuities of frms being consid-
ered {n a competitive procurement.

Ezemption Jor Testing or Izgminge
tion Matermal. Subsecion 'k) (6) “Test~
ing or examination material used solely
to determine individual qualifications
for appointment or promotion in the
Pederal service the disclosure of which
would compromise the ob)ecuvity or
fairness of the testing or examiration
process;”

This provision permits an agency to
exempt- testing or examication material
used t0 assess the gualifications of sn
individual! for appointment or »romoe
tion in the military or civilian service
only U disclesure of the record to the
individual would reveal informanon
about the tesung process which would
potentially give an individual an unfair
competitive advantage. For example, the
Civil Service Commussion and the mili-
tary departments give wTitian exammina-
tions which cannot be revised in thetr
entirety each time they are offered. Ac-
cess to the examinanon questions and
answers could pive an individual an un-
fair advantage. This language also
covers certain of the matesials used in
rating individual qualifications. This
subsection Dermits the ageacy to withe
hoid s record only to the extent that its
disclosure would reveal test questions or
answers or tesiing procedures.

It was not the intent of this subsection
to permit exemptions of information
which are required %0 be made sval-
able to employees or members or are, in
fact, made available o them as s mat-
ter of current practice. The presence of
exempzion (k) (7) is an indication of the
intended parrow coverage of the exemp-
tions set forth in (k) (6) and, similarly,
the exemptions of ()(7) and (k) (&
indicate the intended DAITOW coverage
of the exemption set forth in subsection
k(). .

Zzemyption for Material Used To Pval-
ugte Potential jor Promotion in the
Armed Sermces. Subseciion (K)(T)
“Evaluation material used o determine
potential for promouon in the armed
services, but enly to the extent that the
disclosure of such material would revesl

the identity of s sourcs who furnished
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information o the Goverament under ar:
oxPrem promise that the idestity of =~
sourcs would be heid 13 comfidence. -
prior-to the efeciive date of this secst:
under an umpled prosuse that ne ‘dez-
ULY of e sourcs would be held 1 con-
fidence.”

Tae discussions of subsection (k) 2
and 5). above. should be teviewed ==
applying this provision. Ths same ma-
tionals regarding when and how tne
confidentialily of sourcss may de pro-
tected applies here.

The mulitary devarznents will publiss
reguiations speciying those categones
of positions in the Armed Sermces {or
which pledges of confideaRalily may be
made when obtairung information on Al
individual's swtapility for promomorn.
Thiese categones will be carrowly draws.

SussICTION (1) ARCHIVAL RIconns

This subsechion addresses the mainte-
nance of those records whuch are trans-
ferved 0 he General Services Admurss-
tration. It should be notad Shat :hete is
& substantial diZerence Detween

Records which have been Dlaced in
records centers operated dy the Adminis.
trator of General Services f{or “siorage
processing and serviciag” pursuant to
Section 3103 of Title 44: and

Records which are accepted by the
Administrator of Genesal Semices “for
deposit in the National Archives of the
Taited States [decause they] mave su=-
cien: hustorical or other Talue o warTas:
thewr continued preservation by U
Uaited States Government” pursesn:
Secton 2503 of Title 4.

The forme:. those for which the
General Serrices Administrasion is es-
sentially a custodian, are addressed in
subsection (1) (}). The latter. acchival
records which have deex iransferred w0

St Archives and are maintained by the
Archivist, are addressed in subsecuons
(D (2 and (D,

Records Stored in GSA Records
Centers. Subsection (1) (1) “Each ageacy
record which is accepted Dy the Adminis.
Tator of General Services [or storage,
processing. and servicing in accordance
with seciion 3103 of ttle ¢4 shall. for the
purpdses of this section. be considered to
be maintaned by the ageacy which de-
posited the record and shall be subject o
the provisions of this section. The
Acmunistrator of General Services shal
not disclose the record except 0 the
agency which maintains the record. or
under riles estadiished by that agency
which are not inconsisteat wih the pro-
wnisions of ihis section.”

Records which are sent 0 the General
Services Administration {or storage as a
result of detertmination by the agency
hesd that w do so would “eflect subd-
stantial economies or Increase operatiing
eQciency.” (44 T.S.C. 3103), are deemec
t0 be part of ibe records of the agency
which seat them and are subject to ihe
Act 10 the same extent tnal ey would be
Y maintained on the 1gency’s premises

This language. & efect, consuiutes
clarificauon eof the term “maintai

(subsecuon (3)(3)) with respec: W
records which have Ddeen physically
e, 1973

Sanitized Copy Approved for Release 2011/08/03 : CIA-RDP05C01629R000701570007-1



Sanitized Copy Approved for Release 2011/08/03 : CIA-RDP05C01629R000701570007-1

transferred 1o GSA for storage While
records are stored 1= a records center.
the ageadcy which sea: them to slorage

‘maint sccountable for them and the

peral Semioes Admunustrauon efec-

el functions as an agent of that

ey And maniains hem pursuant W

Jles established by that agencs.

Records stored 1D records ceptlers oflen
constituse Lthe wnactive porticn of systems
of records. the remminder of which are
kept on agency premmises: e.§.. MgedCy
patroll and percsoane! records Whene
ever pracuicable. these tnaciive records
should be treated as part of the toial syvs-
te=. of records ang be subject 10 the same
rules and procecdures 1r no case may they
be subject 1o rules whisn are inconsistent
with the Privacry Ac.

To assure the orderly anc eflective op-
eration of Whe records center snc consist-
er: wilh Its AUthonty W ssue regulations
soverrang Fecermal agency records man-
agement policies (under title ¢4 of the
Truted Siate: Code! . the Privacy Act and
these swdelines; the General Semaces
Admirusimation shall issue geperas gude-
lines to the agencies ot preferted meth-
ocs for bandling systems of records
stored 1t Federal records centers In view
o! the 1nten: underiving this provision
agencies may consider that the records
stored i Federal records centers Are
transierred inta-agency and need not
publLish notice of “routine uses” o enable
these transfer:

Records Archived Prior o September
27,1973 Subsection (' (2) “Each agency
record pertainuag w ar idenufiable in-

vicua] whuch was transferted to the

Lona! Accluves of the Unuted Siates

Avernmernt as & recoré which has suf-

'at historical or other value 1o war-
: its conlinued preservatior by the

.uwed Swates Govermmernt, prior to the
efective date of Lhus secuon. shall. for
tne purposes 0! this seciion. be consigerec
to be maintsine¢ by the National Ar-
caves and shall not be subjest to the
provisions of whis section, excep: that a
statemen: generally describing such rec-
ords (modeied after the requrements re-
lating to records subject to subsections
(e)(4) (A) through (G of this section)
shali be publishecd in the Frpraar R:c-
ISTIR."

Records transferred to the Archives for
“oreservalicn’” pursuani W # vsC.
2103. prior to September 27, 1975 are con-
sidered 1o be maintained by the Archives
bu: are nol subject to other provisions of
the ACtL.

However. the Nationa] Archives 18 re-
Quires 1o 1ssue general notices describing
1te curres: holdings whuch cover, w the
exteri applicable, the elements specifiec
i subsecuion (e)(4.. These showd 1ip-
clude. as 8 MinDuUm—

Tne categones of individuals on whom
records are maiptained;

‘The types of informatior in those rec-
ords: and

Policies governing access and retrieval

~1t 15 intended that the notice provi-
..on not be appbed separately and specy -
.cally 10 each of the many thousands of

sparate systems o! records transferrec

, the Archieves prior to the efective

ate of this Act, but rether that & wmore
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general descnplion be provided whuch
perlains o meaningiul groupings of rec-
ord systems ” (Congressionsl Record, De-
cember 18, 1974. p. Hi224$!

1, for say reason, 8 record currenuy
in the Archives is disclosed W an agency
for use by that agency iLn making s de-
termination ss to the rights, benefiws. or
entitlernents of an individual. it becomes
subject o Lhe provisions of the Act o the
sAIme exlent as any other record main-
tained by that agency.

Records Archived On or After Septem-

27, 1975, Subsecuon (1)(3) “Each
agency record pertairung 1o an identifi-
able ind:vidua) which 13 transferred W
the Nauonal Archives of the Unuted
States as & record which bas sufbaent
historical or other value to warrant its
cont:nued preservation by the United
States Government. on or after the ef-
fective date of thus section. shall. for the
purposes of this section, be considered
to be mamntained by the National Are
chives and shall be exempt {rom the re-
quirements of this section except subse<-
tions ¢ (6 (A} through (G) and (e) (9
of this section.”

Records transferred to the Archives
pursuant o 44 U.S.C. 2103 (for “‘preser-
vatuon”) on or after Septernber 27, 1975
are considered w be maintained by the
Archives for purposes of the Act but are
only subject to selected provisions of the
Act. “[They) are subject only to those
provisions of this Act requinng annual
public notice of the existence and char
acter of the information syvstems man-
wained by the Archives. establishment of
sppropriate safeguards to insure the se-
cusity and integTity of preserved personal
informauor. and promulgaton and im-
plementation of rules to insure the effec-
tive epforcement of those safeguards.”
(Congressional Record, December 18.
1974. p. H 122450 *

The notice required for these records is
or. a syste by system basis. “Since the
records would alreacdy have been orga-
nized in conformity with the requure.
ments of this section by the agency
transfernng them to the Archives. main-
tairung them in continued conformity
with this law would not require apy spe-
cial effort.” (House Report $3-1416.
p.20.)

The exclusion of archival records {rom
the provis:ons of the Act establishing the
right to have access or to amend & record
was also discussed in the House Report:

Records upder the coptrol of the Archives
would po:. however be subjec: to the pro-
visions ©f tBis }ew ¥hich perTul ehanges 1D
documents st the reques: of tde individual
pamec i them A bssic arcbival rule bolds
1Bat 8TCEITISLE AT DOt FEIDOYE OF Amend ib-
formatiod 1D aDY records Pllced in thel cus-
wds The principle o7 IDAINAIDIDE the ip-
tegrity ©f records i3 considered ope of tbe
mos: impor:ant rules of professionsl conduct
It i3 unportapt because Ristorians Quite
prope:ly wapt 10 learn the ITrue eopdition of
pas: government records wher dolng re-
seart:: they fraquently £ind the fac: that 8
record was IDACCUTSte i3 BL Jeasl a3 mporian?t
s the {ast thal & record was scturate

The Committee Delieves tha: this rule B
emunently reasonabie and should Bot De
Dresched even In the case ©of individuslly
jeentiSadle records Once those documents
are Qiven 1o the Archives. they are Do longer
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used 10 MALES ANY OelermUiDAIOL SDOUL AN
1861fC U 80 MREDAIDEL: O LheR WOLK Dr
810 a0Y0De PUrLNErTNOre Lhe ASCD Te DA L
®sy of 3DOWIDg The true stete Of cLDwstel
100rmation. 8:Doe 1t Oes DO AAMLIN U LD
progTam for wLich the als Was coiiecec i
canpot DALS JUGEMED M W0 Whetlber rec:
ords sbould be aliered (Bouse Repom 65-
1418. 9. 31,

The Archuvist is required W establs:
rules of conduct for GSA persorne! 1o as-
sure that records i the Archives are used
only 10 8 manner consulent wiln 44
TS.C. 2103 and that Archuves persozne.
are properly instructed in the rules go: -
eTTUNG sccess 1o and use of atthive
records.

Howeve:. wheZ 8 record whuch has
been deposited i the Archuves is du-
closed 10 Az agency and becomes pa= of
ANS agency’s records which could be usec
in makung & delermuBation ADOWT AT IT-
dividual. that record wowd agan be suc-
jecs o the other applcadle provisions o!
the Act.

SoaszcTioN (m) GOVEAKMINT
CONTRACTORS

Subsection (m) “When AR agency pro-
vides by a coptract for the opersuon by
or oo behall of the agency of & syster.
of records 10 sccomplish an sgency func-
tion. the agency shall, consistent with its
authority. cause the requirements of thus
section to be applied to such system. For
purposes of subsection (1) of fhis section
any such contractor and any emplovee
o! such contractor, if such coptract is
agreed 1o ob or after the effective date of
this section. sball be considered to be ar.
employee of an sagency.”

The extent to which the provisions of
the Act would applr to records other than
those phrsically maintawped by Federal
agency pessonnel was ope of the princi-
pal areas of difference between the Sern-
ate and House privacy bills (S. 3418 and
B.R.16373).

The Sensaie bul would bave extended 1l
provisions outnde the Federal governmec:
only 10 those CODITACIONS. §Tantees Cr pas-
ti2:pasts 1D agTeenernts with the Pedera:
governmest. where the purpose o! the coz-
tract, gTADL Of agTeerment was o eslablisk o
alter an informmstion systex It sdaressec
s concern over the Policy governing the sbar-
ing of Federal eriminal biswry informatios
wits State apd Jocal governmest Isw en-
forcemedt agencies and for the amousi o!
money whick kas been spect through e Las
Enforcement Assisiance Admipistrawo: for
the purchase of Siste and local goveramer:
cruninal InSOrInstion SYsiems.

The compromise amencmesnt would pDow
permit Federal law enforcement agencies W
determine 10 ®hst extent their informstios
systerms wowd be covered by the Ast adl
to whs: exiedt they wil extend that cover-
age 10 those with which they share that 13-
formation O resources

At the sameé.me it }3 recogRized the: mar”
Pelers! sgencies cO2 T for the operstion of
systems of records on bebalf of the agex’™
in order to #CCOMPLILE AL agency functioz 1t
was providec tberefore that SUCh cOBLrACU
i agreec to O O after tbe efellive dste C!
this leqiastiod shall provide tha: those cOm-
traciors anc ADY smpiovees ©f Lhos CONTIIA--
t0rs sha!, be considered W be empicvees O a”
sgencT and subject o the provisions o! the
Jegisistion  (Copgressions! Record De: 17
19°4.p 521858

e, 1973
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It was also agreed that tbe Prnivacy
Protection Study Commismon should be
Qirectac to study e spplicability of the
provsions of :he Privacy Act 0 the pri-
vate secior apd make recomnendalions
to the Copgsess and the President 'See
subsection 31D of B¢ Act).

The efect Of this provimon s o
ciaryy. lurwaes. the dedniuon of the
termn ‘MANtAIn” &8 It establshes agency
accountaoiity for sysiems oOf recoras.
\See supsection 813} ). It provides that
SFSLems operaled UBGET & CODLIACE WhCR
are desigsed to accomplish an agency
fugeuon are. & efect qeemed W be
mastauned by the agencs. It was not in-
tenged 0 cover privale sector record
keeping systems but Lo cover de {acto a3
well as d¢ jure Feoeral agency sysiess.

“Contracs” covers any contraci. wmite
ten or oral. subjecs to the Feceral Pro.
curement Regulations 'FPR's) or Arned
Services Procurement Regulations
(ASPP 3. but only those which provide
~e o ¢ for Wng Operation by or on Ge-
malf of the agency of a system of records
to accomplsh an agency functon * * °”
are subject to the requirements of the
supsecsot. While the contract need not
wave as it sole purpose the operation
of suck a system. the contract would nor-
mally orovide that the contracior opere
ate susa 3 system formally as s specilc
requicemment of the contract There may
be some other instances waen inis Proe
vision will be appicabie even though tae
corsac: does 2ot expressly provide for
tne operauon O a1 jisiem. e§. wnere
tne ssatract can be periormed only by
tae operation of a system. The re-
quiremest thal the contract prowvide for
the operaGen Of 3 system was intended
W ease admunistraton of this provision
ang to avoid covertng & contractors sys-
tem used as s result of Bis maagement
discresion. For exampie. it ¥as ROt Ne
tended that the svsierm of personnel
Tecorcs mawntained by large defense con-
tractors De subject to the provisions of
the Ace

Not only miust the terms of the con-
tract drovide f{or the operstion (&s Op-
posed to design ) of suck 3 sysiem. byt the
operauon of the system must be 0 ac-
complish ap agensy funcuon. This was
intended w li=ut the scode of the covere
age to those sysiems actually takng
the piace of a Federal system which, but
for the contracs. would have beel per-
formed by an agency and covered Dy the
Privacy Ac:. laformation periainung o
mdivicuals =ay be mamntainec by an
agency (according W subseclon (e ()
anly if such information is relevant and
pecessary to & purpose of the agency
required o be accomplished by statute or
Executive order of the Premdent. Al-
thouga the statute or Executive order
need DOt zDeciically require the creation
of a Fystemm of recoras {rom tus informa-
tioz. the operanot of & systex. of records
required Dy tontract must have 3 direct
nexss o We accomelishmesnt of 3 statu-
tory or Presidectially directed goal

17 tae coptract provides for the opers-

. tiop of & sysiemm of records W accomplish
al agency funcmon, then =° ° * the
agessy shall, consistent with it author-

NOTICES

ity. cause the requrements of this sec-
uon W be applied W such system.”

‘The clause “° °* ° consistent with its
suthonty * ° °~ makes it clear tkat the
subsection does not give An Agency sny
pew authority additional to what it
otherwise uses. The subdsection clearly
\mooses Rew Tresponsibuities upon Al
agency but does not confer any new
authonty to :mplement it. Although the
method by which agenc:es csuse the re-
quirements of the sestion 0 be appled
0 systemns 1s 2ot set forin. the mananer
of doing 30 mus: be consistest w1y the
agency s existing authonty. The ethod
of causing was envisioned o be a clause
1= the cootract. bul as with the “Buy
Amenica” provision 1o Government con-
tracts, the breach of the clause was not
necessaruy incended o result 1o a8 ter-
punation of the contract. In adcition.
several of the requrements of the Privacy
Act are sunply cot apphicabie to systems
mantained by contractors. and thus
¢lause was & method of ndicaung tbat
a3 Sgencs was not required o impose
those new s:andards. Agencies were given
some discretion in determining the meth-
od or methocs by which they would cause
the otherwise applicabie requirements o
be applied 0 & system maintained under
contract. This subsection does not merely
require that an agency include provisions
consisteat with the Privacy Act in i
contracss. It requires. 1 addition. that
whe agency cause the requiremests of the
Act to be appiied., hmuted only by its
authority 1o Jdo 0. Because of this ageney
accountaduily=—%whica undesiies many of
the provisicns of :ne Privacy Act-=tnere
should be an wncentive {or aS agency o
cause its contracors 3ho are subject W
this subsection to appiy the requirements
of the section in a manfer which is en-
forceanie. Otherwise. e agencies may
end up perforsung those funcions in
other to satisfy the acvity of the “cause”
requuremen:.

The decision as 0 whether to contwract
for the operation of the sysiem or o
pesform the operation “in-house”™ was
not intended 1o de altered Oy this subsec-
tion. Furthermore. this subsection Was
ot intended to sigmuficantly alter GSA
and OMB suthonty under the Brooks
Act (P.L. 09-306) or Executive Orcer No.
11717 cated May 9. 1973, concerning the
method of ADP procuremesnt. The prin-
ciples concerning reliance upon the pri-
vate secwor tn OMB Circular No. A-76,
and related provisions wese Also not
intenced to be changed.

The provisions would apply to all sys-
tems of records shere, {or esample—

The determinations on benefits are
made by Federal agencies.

“The records are maintained for sdmin-
{stranive funceiors of the Federal sgency
such a3 personnel. parroll, e of

Hea!th records being maintained by an
outside contractor engaged to provide
health services 0 agency perscnnel

The provisions would not apply o 573~
terns of records where:

Records are mantained by the con-
tractor on individusls whom the cod-
traclor employs in the process of pro-
viding goods and lervices o Federad
goveramment

AD AgeDLY CODLTACILS WIth 8 fState Of
private educational organization o pro-
vide training and the recorcs gesenv
on contrsct students pursuant o ht
atlendance tadmission forms. grade ot
porws) are similar o those mauaases
on other stucents and ire comIusng.ed
with their records oo other studenss.

When & sysiem of records i 0 be
operated DY 8 CONLracior on behalf af ac
agency {or an agenc7? {uncuon. the cco.-
tractual 1astrument mus: specils, 0 wne
exient CONS:SIest With the agencys au-
™oty 0 requure it hat those reccrar
be MmAINTALLEs N ALCOTGANCE Wilh ine
Acs. Agencies will moguly the:r procuce-
ment procedures anc Sraciices 0 ensule
na: 3l conisacis are reviewec Selcce
sward 1o determine waeller 8 syste= ¢!
records wi:hia tne scope of the Act S
being contracted J0r ana. U 50, 0 inciuse
appropriate language regarcing e
maintenance of any such systems.

For sysems operated under coniracts
awarded on or after Septerndber 27. 157%.
CONLIACIOr empDioyees May be supjest w0
the enmunal penalties of sussecuons i’
1) and +2) +for disclosing sesords e
disclosure of whuch is prohidbitad by e
Act or for lailure to puslsh 3 Pudbic
zotice'. Althouga the language is not
clear on s point. 1t is arguadle bat
such cruminal liability only ex:sis to the
extent :hat the ¢ontractudl nsirument
Bas stipulated that the provisions ¥ ne
ACL ase to be anpiied o ne sontractually
mantained system. However, an agency
cnica fals. within the Limits of i av
tnOSItY. 10 reguire thatl sysierns opesa:
on i3 benal under contracis. may
civitly iiable to individuals yured as o
consequense of any subsequen: faygure
to msintain records ia corformance
with she Acs. The referecce to contrace
tors as emsloyees is intenced only lor
purposes of the requicements of De Act
and not to suggest Wal. oY Nirtue of Lus
language. they are empioyess for any
other purposes.

STISTCTION n) Marirve LisTs

Secnon 'n) “Af individual’s name atc
address may no¢ be 30id Or resied by ad
agency uniess such action is specifiically
suthorzed by law. This provisiot shal
not be construed to require e Mtiheic.
ing of pames and addresses otnervise
permitied 10 de made pudblic.”

The language 0 is section s sus-
cepUbdie of varous interprealons and
must be read o the context of reevant
legisiative hustory. It 1s clesr. however,
that Shus Provision Seeks 1o reach We saie
or rental of Lsts of dasses asd addresses
{or commertial Or other solicitation pus-
poses not related to the purposes for
which the information Was collected.

Language 1bciuded 12 tho leglalstion oowd
Prohudit ibe saie or relths of Ballng RIS
aames add sdcresses. DY Pedera ageniiss
mantaiiung them The pblicsopny bdedidc
taLs smendment i3 3at te Pedern Jovera-
mest i3 0Ot 1B e maUlng 1t busdess edS
1t shoujd Dot be Pederal policy W Wmast o
progt trom the routide dusinems of goverae
mend. Partiouiarly whes te reitsas of 3uc
1i5ts Das Desd AULBOrized under the Preed.
of l1nformation Act. 1n otber woras. suct .
eA8 BOU De WALADSIG DY 4D afencY ulless .
¢etermines hat the feicase wOWd sonatitulLe
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s ctlear!t uUDTartaniled 1DTANOT Of privace
upder secui0p 333:B) 16 of titie § Daiied
Siates Code

Tpus. the languape of the Dill dafore w
‘nes DOt DAD the re.eade O such 15t where

ber sale Or reptal 15 8ot involved (Cop-
«2008; Record. December 18 1974, P
246) .

& hile the reference wo the FOLA speaks
only of “'a clearly unwarranted invasion
of personal privacy”ssee $ USC 852
(b116)) ageDcies mAY presurmnably withe
held )ists of pammes and addresses from
the public under any of the exemptions o
the FOIA (3 U.S.C $52:b/) when they
deem it appropnate L0 00 30

It s apparent that what is prohubited
{3 “sale o7 renial” of such lLsts anc the
language may be read to prohibit “the
sale o rental of lists of names and ad-
dresses by Federal agencies unless the
saie or rental is specifically suthorized by
lax. {emphasis added) " (Senate Report
$3-1183.p 3.

The Senate report. when read in com-
bination with the House floor duscussion
cited above. suggests that agenges may
not sell or rent mailing lists for commer-
c!al or solicitation purposes unless ther
are suthorized specifically by law to sell
or rent such lists It 1s equally apparent
that this language in No w¥ay creates an
authority to withhoid any reeords other-
wise required o be discjosec under the
Freedom of Information Act (5. U.S.C.
852). It is problematic whether the lan-
guage “"may not be sold or renteC’ pre-
cludes the changing of fees authcnzed
under the Freedom of Information Act.
Tt would seem reasonabdle to conclude

ai fees perm:itec to be charged for

ateriais required 1o be disclosec under

~ Freedom of Information Act are not

luded and that lists such &s agency

shone directones which are cur-

. -a%)Y 30!¢ to the public by the Supenin.

tendent ©f Documents can conunue w
be soid

Finally this provision appears not
have beer Intendec to reach the discle-
sure of names: and adcresses W agencies
or other organizations other than for
commercia!l or sohcitauon purposes.
Other disclosure (e.g.. the disclosures of
names anc addresses for a staustical
study or to issue checks) would be sub-

Ject to the requirementes of section (b)
SzcTION (0 RIPORT ON NIW SysTIMs

Section (o) “Each sgency shall pro-
vide adequate advance notice to Con-
gress and the Ofice of Managemen: and
Budge! of any proposa! to establsh or
alter any system of recoras tn order W
permit an evalustion of the probable or
potential efflect of such proposal on the
privacy and other personal! or property
rights of individuals or the disclosure of
wformatior. relating to such iodivaduals,
and 1ts efJect on the preservation of the
constitutional! principles of federalism
anc separation of power: ”

This subsection is intended to assure
that proposals 1o establish or modlfy sys-

uns of records are made known {n ad-

ance 3o that

PEDERAL REGISTER. VOL 40, NO
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There s & basis for moniwring the
development oOr expansion of agencs
record-keeping actvity.

The Commission establishe. Oy section
S can review trends in the use of personal
information and the application of tech-
DOlogy .

This provasion resulted from the dis-
CusSIONs surrounding the need for ap in-
dependent agency Lo regulate and oversee
the implementation of the Act:

The compromise amepdment stil) woald
require thet agencies provide paeqQuUAte ad-
vance notice W0 ihe Congress snd o the
Ofice of Mansgemen! and Budget of aby
proposal w0 establiisd or aiter s system of
records in order O permit ab evalustion of
the privacy iropsct of that proposs! 1o atiG1-
uoR 0 the privacy impact. considerstion
shoul@ be given 0o the sflect the proposs!
thay bave 0D our Feders! sysietd adbd bn the
separstion ©f powers between Whe three
drapnches of governtoent These concerns sre
expressed 1o comnection Witk recent pro-
posals dY the General Servicas Admidistra-
tion and Depariment 0! Agricuiture 1o estab-
lish & giant Gsta facility for the sworing and
shanng ©f 1DIOrmetion beiween those aDd
perhaps other deparimerits The langusge iB
the Senste report refiects the codcern ate
tached to the 1pciusion Of this lapguage ib
53418 (Senate Repor: 93-1183. page 64-68)

Tbhe acceptance of the COMPromise amend-
ment does DOt Questiob the motivalion or
Deed fOr Improving the Peders) government's
Gatls gathering and hanaling capabilities It
aoes express & concern. however. ths! the
ofice charged witlh cedtral management and
oversight of Feders) activities and the Con-
gress bave an opportunity to examine the
unpact of new or sitered dala $ySieNs ON OUT
ciuzens. the provisions for confidentiality
anc securnity in those svsiems and the ex-
tent to which the crestiod Of the system wul!
alter or chanpe inleragency Or intergovern-
menta. relationships relsted 10 Information
programs (Congressiona Record. Decem-
ber 17, 19%4. p. S 21818:

A report is requirec to be submitted
for each proposed new system of records
and for changes to existing systems. The
cntena for determining what constitutes
a change i1n &N eXISUNG SFSIEm requinng
the preparation of 8 report under this
subsection are substantially the same as
those discussed ungder subsection (e «4),
the public notice. namely any change
which.

Increases the number or types of in-
dividuals on whom records are main-
tasned:

Expands the type or amoun: o! infor-
mation maintainec.

Increases the number or categories of
agencies or other persons who may have
access to those records

Alters the manner 1n which the records
are organized so As to change the nature
or scope of those records: e.g.. the com-
bining of two or more exasting Systems:

Modides the way in which the system
operates or its locationts) in such s
manner as to alter the process by which
mdividuals can exercise their rights
under the Act. e.§.. 10 seek access or re-
Quest amendment of a recorc. or

Changes the equipment configuration
on which the sysiem s operated 30 as O
creste the potential for grester access:
¢.E.. adding a telecomrmmurucatlions capa-
bility.

The reports required under this sec-
tion are 1o be submitied to the Congress.
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to the Director of the Ofce of Manases-
ment and Budge: (Altr.  lnformatiorn
Systems Divusion' and w the Prnvacy
Protection Study Commisio:.

The Ofce of Management and Budge:
will sue. Uncer sePaTate COVEr. rDoOre O¢-
tajled gusdance on the formal. tuniog.
and content of the reporis

SUBSLCTION (D) Armeal Ryror?

Subsection (p) “The President shall
submit 10 the Speaker of the House anc
the President of the Senate, by June 30
of each calendar year. s consoLdates re-
port. separsiely Listing for each Federa
agency the number o records coriainec
in any system of records which were ex-
empted {rom the application of thus Sec-
tion under the provnisions of subseztionr
(3» and (k) of this section dunng whe
preceding calendar year, and the reasor.
for the exemptions. and such oiher ir.-
formation as 1ndicates effons W ao-
mirfister fully this sectior.

This subsection provides tha: the
President submut to the Congress s Lst ¢!
sysiems exempled {rom the ACt unger the
terms of secuon (§) or (k). “Also o be
included in the annual report wowld be
the reasons for such exemptions anc
other information indicating efors tw
comply with the law. I1 s hoped thal al
such information would be made pud.::
If. however the nature of any such es-
eroption requures a3 security classifcation
marking. 1t should be placed 1t a separate
part of the report so as not to afect the
remainder of the annual repori” (House
Report 93-1416. p. 21

Agencies will be required to prepare
reporis 1o the OSce of Managemen? and
Budge: (Attn: Informatior System: D.-
wvision' by April 30 of each year (begin-
ning Apml 30, 1976, covering their activ.-
ties under the Act durmng the preceding
caiendar year. The Offce of Managemenrn:
and Budge! will analyze data containec
in the agenzy repoms and prepare U
requred Presidenual report to the Cc: -
gress. The informaton requirec in tne
inenidual agency reports wallincluce nZt
only the minimum INJOTMAION requires
for inclusion in the report to Congress
but also such formation as is needed W
evaluate the ovenll efiect:veness o the
Privacy Act implementation. identify
areas in which fmplementing policies or
procedures should be changed and assess
the 1mpact of Feceral dats managemern:
activities

Agency reports shall include but no! be
lhimuted to the followang

Sunmary—A bne!/ management surmr.-
mary of the status of actions taken W
comply with the Act. the resulis of thes:
eforis. any prodlems encounterec anc
recommencations Jor any changes in leg-
islation, policies or procedures.

Accomplishments—A summe™™ 0/ ma-
jor accomplshments: i.e., improvemenis
i agency information practices anc
safeguards

Plans—A summary of ma)or plans {cr
actuvities in the upcogung year ¢.§ . Ares
of emphasis. additiopal secunng o! fa&-
cuities plannec

Exemptions—A list of sysiecs which
are exempted during the year {ror ary

133-—WEDNESDAY. JULY @, 10758
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of the operstive DProvuiions of this law
ser=utied under e tarms of subsections
1}) angd k). whewer or dot e exempe
sor was ootained dumng the year, the
pusber of records o each iystem [ 3
empad {rom eact specific provision and
seasons [0r lovoxung the exemplon.

Number of sysiams——A brie! summary
of chacges o the wtal \weventory of pere
socal data syste=s subject W the provie
s10ns of the ALt ipciuding reasons for
=a;or changes. ¢.§. the extedt W which
review of e relevance of as necessity
for records tas resulted = elSinatos
of all or sormoas of systers of records
or any recucuot o the sumber of iBe
Ciicuals oo ThOoS ITecorts At =ale-
wised Agencies wil also be requestad W
presade OMB with a detaded Ususg of all
e sysiesms of recorcs. tbe suxmber of
Tecoras (o each and certain omc.i&au
to facilitale oversigat of tue slee
mertation of the Act (Detalled repolte
ing procedures Wil be ssued under
seoarsle cover.)

BOIMAL IGISTEL, YOL 48, NC. 133 WEDNESDAY, ALY %, 1975

NOTICES

Operstional Ixpenencts——qA general
description of ODerBtional experignces
including estuxates of e sumber of in-
dividuals (1o relation W the total pume
ber of records ib the systam) requesting
information on ihe exisience of records
pertaining 0 them. refunng o provide
informetion. requesting access 0 e,
records. appesling injtial refusels 0
amend records, and seeking Tecress
through e consts.

More extensive data will be requestad
on Lhose Cases where the agency was ub-
able W comply with e requirements of
the Act or these Quidelines: 8.g.. sccesd
was 5ot granted of s request to amend
could pot be sckaowledged within pre=
scribed Sime Umita

Mcre detalled insTuctions od e
format. content snd tming of ‘hese re=
ports will be issued by oM=.

szenion Q) Errees or Cruza luws

Subsecuon (@) "No ageacy shall rely
on ALY eXLNPLOD coBlALZeC 1D sect
382 of thus Lie W0 Withhoid [FO= ar.
dividual any record which is owlers
sccessible 0 such Ipdinidual unger Wi
provisions of this seciion.”

This provision maxes it exsleil wac
ag individual ay dot be deried sccess
0 & record perwaigung o him usder sul-
section (@) (3), acCess 1o recorss. bezause
what recort 1S permastied 10 De WLLULLL.C
from members of the pubiic usler e
Poeedom of Infommation Act. The orly
grounds for dearing an wndiidusl acces:
W0 & fecord peraning @ him are e
exemptions statad In this AC, subset-
tions §) ase (k). amd subsectez (1
wretuval records. 1o sddizion consisers-
tion may bave 10 De fiven O otder slats-
twory pronisions Shuch DAY fovesT spe-
€18¢ agency recorus.

{PR Doe. 7517774 Filed 7-4-73:3:00 )

crec 8.1
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OFFICE OF MANAGEMENT AND
BUDGET
IMPLEMENTATION OF THE PRIVACY
ACT OF 1974
Supplementary Guidance

Novoon 21, 1978.

This material is provided to sddress
comments and Questions of general in-
terest raisec since the release of the Of-
fice of Management and Budget's guide-
lines for implementing section 3 of the
Privacy Act of 1974. (Prpeaal RECISTER,
Volume 40, Number 132, dated July 8,
1975, pp. 28945-28978.)

Additional supplements will be issued
A8 DeCessAry.
Jaus T. Lyex,
Director.

1. Definition of System of Records (8
U.B.C. 552a(s) (5)). On page 28852, third
column, after line 27, add:

“Pollowing are several examples of the
use of the term ‘system aof records’:

“Telephone directories. Agency tele-
phone directories are typically derived
from files (eg.. Jocator cards) which are,
themselves, systems of records. For ex-
ample, agency personnel records may be
used to produce a telephone directory
which is distributed to personne! of the
agency and may be made available to the
public pursuant to 5 US.C. 552s(d) (1)
and (2), (intra-agency and public dis-

‘losure, respectively). In this case the
rectory could be a disclosure from the
7stem of records and, thus, would pot
be a separate system. On the other hand,
s separate directory systexz would be &
system of records if it contains personal
information. A telephone directory, o
this context, is a list of names, titles,
addresses, telepbone numbers, and or-
ganizational designations. An sgency
should pot utilize this distinction to
avoid the requirements of the Act in-
cluding the requirement to report the
existence of systems of records which it
maintains.
lists. Whether or not & malil-
ing list is & system of records depends
on whether the agency keeps the list as
8 separate system. Maifling lists dertved
from records compllied for other purposes
(e.g.. Uicensing) could be considered dis-
closures froxr that system and would not
be systems of records. If the system from
which the list is produced is a system of
records. the decision on the disclosability
of the list would have to be meade in
terms of subsection (b) (conditions of
disclosure) and subsection (n) ithe sale
or rental of mailing lists). A malling list
may. i some instances, be a stand-alone
system (e.g., subscription lists) and could

bes system of records subject to the Act
{f the lst 1» maintained separataly by
the agency. it consists of records (fe.
ocontains personal informstion), and in-
formation is retrieved by reference to
mucm:r or some other jdentifying par-

“Libraries. Standard bibliograrhic ma-
terials maintained in agency libraries
such as lUbrary indexes..Who's Wbo vol-
umes and similar materials are not con-
sidered to e systems of records. This is
20t t0 sugrest that all published mate-
rial is, by virtue of that fact, not subject
to the Act. Collections of newspaper
elippines or othe- publixhed matter about
an individual maintained other than in
a conventional reference Ulbrary
pormally be & svstem of records.”

2. Routine Uses—Intra-agency
sures (8 US.C.352a(2) (7))

“ondguc 28953, Arst column, after line

, 8dd:

“Intra-agency transfer peed not be
considered routine uses. Earlier versions
of House privacy bills, from which the
routine use concept derives, permitted
agencies to disclose records within the
agency to personnel who had & need for
such sccess in the courss of their official
duties thus permitting intra-sgency @is-
closure without the consent of the indi-
vidual. The concept of routine use was
developed to permit other than intrs-
sgency disclosures after it became ap-
parent that a substantial unnecessary
workload would result from having to
seek the consent of the subject of a
record each time a transfer was made
for a purpose ‘. . . compatible with the
purpose for which [the record] was col-
lected’ (5 UB.C. 552a() (T)). To deter

ther provision was added requiring that
routine uses be subject to rublic notice.
(5 US.C. 552a(e)(11).) It is our view
that the concept of routine use wss de-
vised to cover disclosures other than
those to officers or employees who have
a need t0 for the record in the perform-
ance of their official duties within the
agency.

“It i3 pot necessary therefore. to in-
clude intra-agency transfers n the por-
tion of the system notice covering rou-
tine uses (6§ US.C 552a¢e' 42 (D) but
agencies msay, at their option elect to
do so. The portion of the svstem notice
covering storage. retrievability. accexs
controls, retention #nd disposal (5 US.C.
852a(e)(4) (E)) should describe the
categories of agency officials who have
access to the system.”

3. Consent for a~cess in respomse to
t:gngraﬂaml ingquiries (5 US.C. 652a(d)

) .

On page 28955, third column, after
ine 18, add:

To assure that implementation of the
Act does pot have the unintended effect
af denying individuals the benefit of ¢on-
gressional assistance which they request.
it 8 recommended that esch agency
establish the following as a routine use
for all of 1ts gystems, consistent with
subsections (8)(7) and (e)(11) of tbe

Ast:

Disglosure may be made t0 s ona'
odos frotn the Fecord of an individual in
fesponse %0 o2 lDQuiry from the songres-

The operation of this routine use will
obviate the need for the written consez:
of the individual in every case where a~
individual requests assistance of the
Member which would entall s disclo-
sure of information pertaining to the
odividual

In those cases where the congressiona!
toquiry indicates that the request is
being made on babalf of a persor. othes
than the individual whose record is w0
be disclosed. the agency sbould advise
the congressional office that the writtez
consent of the subject of the record ic
required. The agency ahould not conace
the subject unless the congressicna!
office requests it to 4o s0.

In addition to the routine use, agen-
cies can, of ocourse, respond to mary
congreasional requests for assistance oo
behalf of individuals without disclosing

information which would fall
within the Privacy Act, eg.. 8 congres-
sional ipquiry concerning s missing Bo-

the delay.

Personal information can be disclosec
in response to & congressional {nquiry
without written consent or operatiaz of
s routine use—

If the information would be requirec
to be disclosed under the Freedom of In-
formation Act tBubsection (b)(2));

If the Member requests that the re-
sponse go directlv to the individual to
whom the record pertains;

In “compelling circumstances aflecting
the health or safetv of as individua:
® » o» (Bubsection (b)(8));0r

To either House of Congress. or to the
extent of matter within its jurisdictioxn.
any committee or subcommittee thereo!
* ¢ *” (Bubsection (b)(9)).

The routine Gse recommended above
and disclosures thereunder are. of cousse.
subject to the 30 dav prior notice re-
quirement of the Act (Subsectiop (e
(11)). In the interim. however, it shouic
be possible to respond t0 most inguiries
by using the provisions cited in the
previous parsgrsph. Furthermore. when
the congressional ipquiry indicates tha:
the request is being made on the basis ¢!
s written request from the individual to
whom the record pertains. consent car
be Inferred even if the constituent letter
18 not provided to the agency.

*This standard jor implied consen?
does not apply to other than congres-
sional tnquiries.”

4. Descriding the purpose in the ac-
m(l) of disclosures (Subsection (c)

)

On page 28858, Orst column, after line
42. add:

“Agencies which submit inquiries to
other agencies in connection with law
enforcement Or pre-emplovment investi-
gations (eg.. record checks) are re-
minded to include the purpose it their
record check in order to preclude baving
record checks returned to them to ascer-
tain the purpose of the check. It is noted

AW/
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that this s Deowssary whether ths ine processed undar Privacy Ast or Fresdom
guiry is mads pursusnt 10 the subsscticn of Information Act procedures invelves
© (D) (3) ar (B) (7) (‘TOutiDe use’ OF law e~ several considerations. For exampis,
forcament disclosures). At & minimum, whils sgenciss Dave besn wmmcowraged ©
ths inquirtng sgeney must dascribe the reply to requUests {CF sccess uDder the
purpose as sither s beckground or Law Privacy Act within ten
enforcament check.” , consistant with ths Fresdom
$. Agency procedyres for review of @9- of Informatian Act (FOIA), ths Privacy
pesls of dentals o) requasts o amend G Act does 20t establiah time limits {07 re-
record (Sudsection (d) (3)) spatding to requasts for accems. (Bes dis-
On page 38080, sscond after cumipn of subsectios (d)(1).) The Pri-
lng 39, * VALY At also does Dot reguire an admin-
“This does not mpean that the aficer strative appeal 0n denial of access com-
appeal fmmust be & justice or Jjudge . pandhle to that undsr FOIA although
Rather. the reviewing oficial designatad agenciss ATe encowraged (o permit fndi-
by the agency bead may be s justics of viduals to requast an administrative re-
Judge (unlikeiv in this case) or any other view of initial dentals of access @ svold,
agency oficial wbo meets the critaria o whers possible, the need for Unnecessary
S TALC. 21048 (1), (2),.and (3).” Jodicial action. It can also be argued that
§. Correcting records relegsed 20 GR 8- Tequests fllad undar the Privacy Act eas
dividual (Subsection (@) (6)) be expectad to be specific as o the gys-
On page 28965, second after e of records to which access is sought
line 6. add wharsss agenciss are required to respond
“While this that to an FOIA request only ¥ it ‘reasan-
agencies make resscnalie eforty to as- ably describes’ the records sought. Pur-
sare the of s record before it ther, the Preedom of Information Act
disclosed, when o individual requests permits charging of fees for search &8
access t0 ks or her record, pursuant to well a3 the making of copias whis the
subsection (d) /). above. the record Privacy Act permits charging oaly for
must be disclosed without chengs or dale= the direct cost of making & COPY UPGR re=
tion except a3 permittad by subsections quast.
(§) and (&), exemaptions. To avoid require “It 15 our view that agencies sbould
ing mdivniduals to flle unDecassary re- tTeat requests by individuals for tnforma-
quests for amendment. however, the tion pertaining to themssives which
sgracy should review the record snd an- specify either the FOIA or the Privacy
Botate snv material disclosed to indicate Act (but a0t both) under the procsdures
tha: which it intends to amend or de- established pursuant to the Act specified
fo the request. When ihs request speci-
1. Rights of parents snd legal puard- Sas, and may be processed mndes, both
ians (Subsection (b)) the POIA and the Privacy Act, or speci-
mgn”memmn sscond column, after uw@:mmm&gtm
. abould amployed. ndividual
“This i not intended to sugpest thst should be advised, however, that the
mincrs are precluded sxerciring agency bas slected to use Privacy Act
Tights on thelr own behalf. Except as procedurss, of the existencs and the gen-
otberwise provided in the ACt (e.g., §ED- eral affect of the Preedam of Information
eral or specific ex»mptions) a minor dos Act and of the differences. i any, be-
bave m”n:g :M'M:‘; tween the agency’s procsdures under the
absoluze right of s parent to have scoess :::::w few, ums Rmiz, accats
Io 8 recard about,s child abeent & court “The net effact of this approsch should
be to assure the individuals do pot, a8 &
Relationships to the Freedom of In- cansequence of the Privacy Act, have lass
formation Aet (Subsertion (0)) sccess to Information pertaining to them-
On page 28578, third column, after selves than they bad prior to itz ensct-
the last line. 3dd: ment "
*“In same instances under the Privacy
Act a2 agency may (1) exempt & system {72 Doc.78-32297 Plied 13-3-T:8:48 x|

of records (or s portion thereo!) from aev—
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